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(Partition)<

w i386 E amd64 A2FY8§on-t"A0-tuFYzY/éd/a-tpaa (Partitioning

scheme) 3fiS6ae”< |U3 O.elidl (Master Boot Record, MBR)
300-tupLIAYbUO O-tu (Primary partition)FT6'&ayWFFreeBSD
K=10O-tu, slice FiS600-tuY9, 00-tu (Extended
partition)Fo0-tuoY-t"Ad pa-tu (Logical partition)<  GUID -tup

Partition Table, GPT) ?j~EjpA3-t°n3é=F60 GPT *98/¢0°nAe 128
0-tuFNoA&!"pa-tu<

" 61¢jA390UUF6? Windows? XP ANOA GPT -tpaa< _°

(GUID
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https://man.freebsd.org/cgi/man.cgi?query=pae&sektion=4&format=html
https://www.FreeBSD.org/platforms/sparc/

FreeBSD §E=€90UUY4"60°nFYA&" MBR -thaa<

FreeBSD ,eil®aA&O-tui? GPT -tu<_"ab30-tui GPT
-tugS!I"F"ié6nS60-tux FreeBSD
I"<_"&+)00-tuGN«|=b3j¢FYz!"nAP&M389?2¢Mib3-
tUFAI"é6i?3>7+)~-tu<

4at6E603°nfiPEM896C
http://en.wikipedia.org/wiki/List_of_disk_partitioning_software <GParted Live
(http://gparted.sourceforge.net/livecd.php ) ?aA-tuoa®a GParted 316 Live CD<
GParted & N&6AA Linux Live CD -R ayid<

wa&!"3tuéFenfiPEM389Yz4@3+)x~3-tu!"3
>7< 3TIbYZ°d,YS3"W3—tuFe‘lzwui°n—tu'|'F
OL&Kk>A&jCFA&~K>3]u[<

Won-tusj*Na390UUx6uIQYz45A090UUF66a9=21"FGH
T( FGH )FYxA090UUE 7@RGNAR56g°n-tu<

3. YCx]j:

V> Fr_(_eeBSD »
456aA&x|Dé?éé45;FTUEI345®E£F45®AQEPLUUX]33l<

_X]Sb DHCP iiTFYY?’éiiTéuPI:x]F§c;:!"
DHCPFY_A&AUIx]UU:T?xPx]‘u’JUil/z (Internet Service Provider, ISP)
CEz3x]j:uuu"1
a IP#
b. mx]™"
c. AP0 IP#
d. x]3xIIJK
e. X] DNSiiTIP #
4. (C FreeBSD #dp
¢0 FreeBSD gJNO&'¢0 FreeBSD
-R Z0CYZ%ELF3$%-A?°&&IIFADOM3YZ°->/'458®3c
dFx=1BO&-iAualF°6ulw FreeBSD xy3 FreeBSD #dp

(https://www.freebsd.org/releases/12.0r/errata/ )<
45i8(C#dpFz&'gb°fi'|453BO<

ab-R 3j:E#dpYzw FreeBSD xy3-Rj{]
(https://www.freebsd.org/releases/ )<

2.3.1. 8k453ED

FreeBSD 45@4AN?60Yzwi 90UU!@R3+"®aF@GaA&éé FreeBSD
45;F2045;|?Ifi;vé-26M3ED (CD, DVD i USB)FJi,eA(£3ED?45<

FreeBSD 345;YC <a
href="https://www.FreeBSD.org/where/<mark>download">www.freebsd.org/where/#download</
a> CE<45;3JKR FreeBSD -. *»A2»zE;vé-a«*FOIF&A DVD 45

FreeBSD 10.2 | amd64 3UUFA&éé [.filenamel#FreeBSD-10.2-RELEASE-amd64-
dvdl.iso</mark>FA20=0;v| DVDFJI!"(£ DVD ?,e<

45:bAEAAY"3a4FA4°EIIQA2EEDE-3NAGI<

Abb6a45;?a!" UEFI (Unified Extensible Firmware Interface)
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http://en.wikipedia.org/wiki/List_of_disk_partitioning_software
http://gparted.sourceforge.net/livecd.php
https://www.FreeBSD.org/releases/12.0r/errata/
https://www.FreeBSD.org/releases/

.e3IQ!"F=145;3JK°Ab uefi<
ve-1

¥ -bootonly.iso 1=?}CP345;F:vSAA45®4<
45 A&xPx]Dé?éeaA3;vz]" FreeBSD 45<=0;v+!" CD
20£"®a20| CD I"<

¥ -discl.iso 1=0;vAbab45 FreeBSD 8A3;vF/A=(gE Port 20C<=0;v+!"
CD 20+"®a20| CD "<

¥ -dvdl.iso 1=0;vAbab45 FreeBSD aA3;vF/A=UgE Port 20CFNaAy-3
Binary
20Y458v0URazES+"®4F _U¥YAEDA5]u3UUFGIDEé|xPX]<
=0;v+!" DVD 20+"®&20| DVD !"<

¥ -memstick.img 1=0;vAbab45 FreeBSD aA3;vF/A=(gE Port
20C<=0;v+EIz&89aeipu£| USB Imn!"<

¥ -mini-memstick.img 1¢&)  -bootonly.iso F3NA45;

(YEA&EE)F45 A&xPX]DEFYE MEP*;| USB 3:;8U;vuEp USB
Imn<
po;EE"EIFEEA0080ES3 CHECKSUM.SHA256<FreeBSD OU sha256(1)
Y"?2gypo;3 R+g (Checksum) F!"éa, sha256

imagefilename Fi 9OUUN°be)3®a<

¢UgyI3R+g2 ~ CHECKSUM.SHA256
;'VS3OFR+g+8&]@O2F8R+gNO3FYyphépo;?,-3F"1086060<

2.3.1.1. uEp*;| USB
*img ;v?Imn3Juaa3 po; (image) Fé;v

NZ 7"v364QE|ga5a<b/EAL"®AY"?UE *img | USB
ImnF*X°3"AS/a<

H waMEiFjok> USB !3fi&j¢F=0®£°y|wimn!.b3j¢<

Procedure: ! dd ?u£po;

x> /dev/da0 0,845aF?p06;8°UE3#a< 0"
0-M* &~&1"358a&FT,=0aei°/0abwaeL@a5a! S w
3it<

1. dd(1) seg689w BSD, Linux? zEMac OS2 UUGY!"<&!" dd 20po;Ad(£
USB ImnFJI&~Imn35éJK<JIaeL\S,éé345;JKzE USB
Imn35aJK<*ii-wSh3 FreeBSD UU20 amd64 45p0o;|"60 USB
5a<

# dd if=FreeBSD-10.2-RELEASE-amd64-memstick.img of=/dev/da0 bs=1M
conv=sync

§=0a2i@ROGFj&~ USB

Imn?}A\1&éFzE&5aJK ?}aeR=0lmnFGN?60-tu<b9OUUY

ZA&!" sudo(8) ?@R=0ze¢<H dd(1) 3eeci=wN&390OUU!bNAFi_w
Mac OS2 A&!"Mu3 bs=1m FGw Linux2

=@3UUYZ 2 uEUIF &5 M abpEU9FAL" sync(8) <


https://man.freebsd.org/cgi/man.cgi?query=sha256&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=dd&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=sudo&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=dd&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=sync&sektion=8&format=html

Procedure: !" Windows? ?u£p*;

0"&~aeL3%ney°a&FTwael’ne!3.bj¢8§°63,2/0<

1. CE Image Writer Windows?

Image Writer Windows2  260103+"®&FYza&%8po;uElmn<YA

https://sourceforge.net/projects/win32diskimager/ @eFAyac|60jt4<

2. " Image Writer u£p*;

56 Win32Disklmager 6iii®a< &~ Device Ei3°ney°?Imn3°ney°<
Oéjt46iY/&uElmn3po;< Oé ['Save!] O7&Lpo;J<
&~ab¥s¢,cA&FIMn3j¢4Agbwii 6v, i< ab¥ssékOIFOé

8§po;puEImn<

aiwYz, 45 FreeBSD <

2.4. 145

fiP45®@£wed:eEIEIN°U°n06gVil

Your changes will now be written to disk. If you
have chosen to overwrite existing data, it will

# be PERMANENTLY ERASED. Are you sure you want to
commit your changes?

w=08b:eEiYz| Sa45F§bogPLcd3zPFAAWU 4%1Q
FEN°UUUCN06gVi<

*X8%¥_g!"El ék453ED ®1a8k345ED?,e<&!"Y e3
USBFjw,iIQi(£ USB Imn<&!" CD i o
DVDFYY,ilQIw'é” 7(EED<_gPLUU!"(£3ED,eEN&3UUAbaN

a<

2.4.1. wi3862 E amd64 e

=/aA*0U1 BIOS YAYY/,e35&FEI&!"345EDé-FY/ CD/DVD i USB
580,"60,e54<€Ap3UUN°OUo!iYwili Y/ e5a8FGNAKQEBIOSFY:
°=00iYZ? F10, F11, F12 i Escape ASEO6<
8IQIE£1ib390OUUFGN? FreeBSD 45®4F=TYZ,1

1. @R,e®E 45ED(£0e3” 7N§|Fjx45EDAWIQSARA~IUIQ<

2. \a&uj BIOS 1\j;Fjou(C60,e58Y/14&358<

3. UU¥AF¢=EN!"Y/3,eED,eF->=0tuYz!" Plop Boot Manager
(http://www.plop.at/  en/bootmanagers.html ) ?AY/3 eED e<

2.4.2. w PowerPC? e

weéV>e-FYC e 09ij!3 CF¥YA CD ,e<8w< Apple? 3ijYYO9
l+!Option H!OM!IF i Windows H!Alt +!1OM+IFFii  0>0i F}£
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['Write 1]

Command


https://sourceforge.net/projects/win32diskimager/
http://www.plop.at/en/bootmanagers.html
http://www.plop.at/en/bootmanagers.html
http://www.plop.at/en/bootmanagers.html
http://www.plop.at/en/bootmanagers.html
http://www.plop.at/en/bootmanagers.html

boot cd:,\p pc\loader cd:0

2.4.3. w SPARC642 e
&Ap SPARC642 UU°e0An eF&A CD 45 FreeBSD A&QE PROM<

&QE PROMFAfi~,eUUJIWO, e:efi<:e°Ee-GbaNaF3\U™®_1

Sun Blade 100 (UltraSPARC-Ile), Keyboard Present
Copyright 1998-2001 Sun Microsystems, Inc. All rights reserved.

OpenBoot 4.2, 128 MB memory installed, Serial
Ethernet address 0:3:ba:b:92:d4, Host ID: 830b92d4.

guUaMAon eFU 0gij!3 L14IA 7 Stop H!A i?"£6 Console Ti BREAK<x!"
tipicu, ~#-i60 BREAK IFPROM 30i°wA CPU 3UUii ok FSMP 3UUii ok
{0}FiS3prypit3 CPU p<

U FO£ CD |°neJiw PROM Oihii}£ boot cdrom <

2.4.4. FreeBSD ,eYA

A45ED eEIF°Ei_é3YA1

Welcome to FreeB3D

. Boot Installer [Enterl
. Boot Single user

. Escape to loader prompt
. Reboot

. Cons: Uideo

Kernel:
6. (1 of 13

Options:
7. Boot Options

: 1. FreeBSD ,e8£®aYA

fiPw, eQ£ FreeBSD 45®@&i1YAWO!"!}£ 10 ;<F§S3%45 .
FreeBSDFY°w,eQf FreeBSD iwO<&2},eg i?=+CUYZFjO Space
i<&Y/YZFO&;Eai3p »" GiOi<YAbzE&YZYY<

¥ j0A"ea ( Boot Multi User )1=0YZ°aM FreeBSD
Le®E£F§ eg 1S32|FYO 1 »éuiMp B 1 Enter i<

¥ i0AIMEa ( Boot Sinale User )1=0&4"?0aS453 FreeBSDF _ Al"lea
ao<YO 2 »8UiMu S Q£=0eé<
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¥ > |6£®AOT ( Escape to loader i
prompt )1=0YZ° eQ£U?OiF=0eaAbbypC3rAsecF=0eax+:;;C
Aau <YO 31 Esc QE=00i<
fi~e(  Reboot)lfi~ iUU<
PL,eYZ ( Configure Boot Options )1,iaVYAFx+:;C FreeBSD ,eYZYA <

Welcome to FreeB3D

1. Back to main menu [Backspacel
Z. Load System Defaults

Boot Options:
3. ACPI

4. Safe Mode

5. 3ingle user:
6. Verbose

: 2. FreeBSD ,eYZYA

YZYANOV><'60V>"2@40 eYAiP6gSae03YZ4APD<

"iOV>"?qe0Y"3)(Z,, ( u On)i4 (
Off)F?'Oé}(Z;Eé'|'30°'|"‘G<UU§°c’>T!":1YZ,eFT|YZGUi<b|o<‘)Y
ZYzw=0YAO=x01

¥ ACPIEN ( ACPI Support )18UUw e i9FYAjae0=0YZ,4 ( Off)<
A@eéa ( Safe Mode)18UUw ACPIEN ( ACPI Support) P,4 ( Off)
~,e 1J°I9FYA8UYZP,, ( Oon)<
¥ AI"(_ Single User)lae0=0YZ,, ( On) ?20aS"w3 FreeBSD _ Al"lea
aaFBOUAaIF8§hiP44 ( Off)<
¥ x+i( Verbose)1lae0=0YZ,, ( On)
?CU,e®ESVXx+3:eF=wBOsDBO <°b"<
w0]aA3Y/IFOé 17 Backspace @40 eYAFJIOé Enter aM_eQ£
FreeBSD<FreeBSD

@R53067EE£45®@4 °Ei6UO3 e:eF, e] EIF°ET"(YA_

26



FreeB3D Installer

|Welcome |
Welcome to FreeB3D?! Would you like to
begin an installation or use the live
zsystem?

[ Install 1@ hell ] [ive Systeml

-3, (YA

Oé Enter Y/AP3 [lInstall ] QE45®@AF3E?*WE3 _g!"=045®&<
8&Y/ii ZBFY!"CiDERIEYV44i3 FY/S&3YAZ @< ['Shell ] Y"?Q£

FreeBSD 3 Shell "aec689w45Eiékon< ['Live CD] YZY"?w45ET("
FreeBSDFLive *3x+:;C I"Live CD <

&h~(6,e:eF/AsD5&87FjOépuiMpu S JioO Enter Qf

I Shell<w Shell OIEI}£ more /var/run/dmesg.boot
Jir>Gi?HG:e<xCU]li}E exit @4'(YA<

2.5. 1" bsdinstall

*>{§b~l]awUU45E'|' bsdinstall »
YA30O£ZE°€B3;:8-FY!"éRi?Y/YA3YZFJIO8 ‘ Space
YIICUY/IYAZg<x]"EIFOé Enter jAYZJIQ£E&60hi<

2.5.1. Y/ijUzpYA

El"3UU ConsoleFbsdinstall YZ6, UEI3YA°_ ijUxpY/ <
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FreeB5D Installer

Keymap Selection
Would you like to set a
non—-default key mapping
for your keyboard?

—— 4 == == == 4

4. ijutpY/

&PLijgaFjY/ ['YES] Oé Enter F3°EiYA_
<8&!"MP3qaFYY!"éRiY/ [INOY Jide Enter 1"=0YAhii<

Keyboard Menu
Choose your keyboard language

Armenian phonetic layout

Belarusian Codepage 1131
Belarusian Codepage 1251
Belarusian I50-8859-5

Belgian IS0-8859-1

Belgian IS0-8859-1 (accent keys)
Brazilian £27v5 Codepage 850
Brazilian 275 I30-8859-1
Brazilian 275 IS50-8859-1 (accent keys)
Bulgarian BDS

Bulgarian Phonetic

Central European IS50-8859-2
Colemak ergonomic alternative
Croatian IS0-8859-2

Czech IS0-8859-2

$ == mm e mm mm s mm = me me e e == == =—

15

mm o mE mm mE mE mE mE EmE mE mE mE mE e mE mE mE mE me EmE m= ==

<Cancel>

. 5. Y/ijYA

PLijgd  FY!"I28éRi?Y/} SD3|UUSI|3ijU+p

(Keymap)FJIOé Enter jAYZ<

O Esc

°> =0YAJI"P3ijUtpFENYJ&!"#aijU+pF United
States of America ISO-8859-1 ?N?'K3YZ<

w FreeBSD 10.0-RELEASE
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ZEEI3 *FS3351=0YAF°Eiu3ijU+pYZFARSY/APB<6BFxY/
fi ijU+"” FWAMEPEiUi1x!"!7ijU+p?2&~<

FreeB5D Installer

|Keuymap Selection]
The system console driver for FreeBSD defaults to standard "USY
keyboard map. Other keymaps can be choszen below.

>» Continue with default keymap

—»>— Test default keuymap
J Armenian phonetic layout

1 Belarusian

) Belgian

J Belgian (accent keys)

J Brazilian (accent keys)

J Brazilian (without accent keys)
J Bulgarian (BD3)

J Bulgarian (Phonetic)

J Canadian Bilingual

J Canadian Multilingual 3tandard
1

L I e T A N e ]

~—

I
|
-

[Select] [Cancel]l
Fress arrows, TAB or ENTER

: 6. QI3ijU+pYA

2.5.2. PLOeJK
@60 bsdinstall YA"?,~453UUPLOeJK<

FreeB5D Installer

]5et Hostname |
Please choose a hostname for this machine.

If you are running on a managed network, please ask
your network administrator for an appropriate mame.

machine3.example .coml]]

: 7. PLOeJK

1Ewx]!€6¢i30eJKFOeJK&?]u30eJKF_ machine3.example.com <

29



2.5.3. Y/&453Go
aa? psdinstall °OiY/&453Y"Go<

FreeB5D Installer

|[Distribution Select |
Choose optional system components to install:

Baze system debug info

kernel-dbg Kernel debug info

lib3Z2-dbgy 32-bit compatibility libraries (Debugging)
libh32 32-bit compatibility libraries

ports Ports tree

Erc System =source tree

tests Test suite

: 8. Y/&453Go

L&453G00&°EIUU3"uzEY"3°n>74C<FreeBSD X* (Kernel) E Userland
UK, pfuuU (Base system)  F?"1453V><EIUU3AFV>GoYZN°Eil

¥ doc - ro3:;toFeVv>?3(i3 LF°45]| /usr/shared/doc <R FreeBSD
togJaOU3:;toYWEI45FEp V~toC S3ai89<

games - po|U BSD \]F/A fortune, rot13 zEf <
ib32 - w 64-bit *3 FreeBSD U@R 32-bit +"®4!"304[®al<
ports - FreeBSD Port

20C?62YeUeE»0045 ' 1élD203CIF 45+"®4a1202 Port
S°ér|_g!" Port 20C<

1" 45®6'1AN°(C?}bi$3°n>7FFreeBSD Port 20C°!"M 500 MB
3°n>7FAbwb$03°n>7 rY/=0YZ<

¥ src - |u3 FreeBSD =ugF/AX* (Kernel) 2
Userland<™ JEAp3+"®AANA&F3IYz065aIU®E» X*@«iV>?¢ Port
20C3+"®&Fia N"?0,, - FreeBSD *mal"<]u3=iigAA& 1 GB
3°n>7Ffi~00600 FreeBSD UUA&r60 5 GB 3>7<

2.5.4. Ax]45

G AxJ45 aiBYAA°W!" -bootonly.iso CD
45 EiFT=045EDSA\A45;3Q*<RC45;"1?"x]ééFUYA°ba&asP
Lx]3l<
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FreeBSD Installer

|Hetwork Installation|
Jome installation files were not found on
the boot wolume. The next few screens will
allow you to configure networking so that
they can be downloaded from the Internet.

: 9. Ax]45

&PLx]DéFO& __ Enter JiEp
S3eei89F]"x]*3PLEIFY/28&45 FreeBSD
31Q0aaW%u300yFx060yé2 galQF;véé3!A:joF="N6453 7
<

FreeBSD Installer

|Mirror Selection]
Pleaze select the best suitable site for you or “other" if you want to
specify a different choice. The "Main Site"” directs users to the nearest
project managed mirror wia GeoDNS (they carry the full range of possible
distributions and support both IPv4 and IPv6). All other sites are known
as "Community Mirrors";: not every site listed here carries more than the
base distribution kits. Select a sitet?

ttp: sftp.freebsd.oryg ain Site (GeoDN5, HTTP)

ftp:ssftp.freebsd.oryg Main Site (GeoDN3, FTP)
http:s-ftp.au.freebsd.orgy Australia - IPuvG
ftp:s-ftp3.au.freebsd.org Australia #3
ftp:ssftp.at.freebsd.org Austria - IPuG
ftp:ssftpZ.br.freebsd.org Brazil #2
ftp:s-ftp3.br.freebsd.org Brazil #3
ftp:ssftp.bg.freebsd.org Bulgaria - IPvh
ftp:r-ftp.cz.freebsd.orgy Czech Republic - IPvb

[ 0K 1] [Other 1 [Cancell

:10. Y/6oy

Sw*e345EDS{|45;,VFA5@L¥° aM<

2.6. ga°n>7

2g?3YA"?.Lga°n>73é4<
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FreeB5D Installer

|[Partitioning |
How would you like to partition your disk?

uto (ZF3)@Guided Root-on-ZF3

Auto C(UFS) Guided UFS Disk Setup
Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand

[ OK 1 [Cancel]

To use ZFS with less than 8GB RAM, see htips:/-wiki.freebsd.orgq/ZFSTuningGuide
:11. FreeBSD 10.x 1V~ *3°n-tYZ

U¢a ( Guided) °n-t°elPL°n3-tu (Partition)F#a ( Manual )
°n—tY><QA3!":!"YAZQ)+)éO3—tuFG Shell °1 Shell

OixQA3!I"Yz!"2ei689 gpart(8) , fdisk(8) zE bsdlabel(8) ?+)él3-tu< ZFS
on-tAw FreeBSD 10 EEI3 *Yz!"FY+)Y/[3v3 root-on-ZFS UUAEN eéi
(Boot environment) <

*X°3 wgdln-t- A&+CHAtFAHCI-4a°n-t3é4<

2.6.1. mJ-tuga

g&;vUU ™ &-Esn3;¢[}3!A60ja00FTUMHECAC3;vUU+&j2 ©

n380FGjé3-tu_ Jusr +6&wPnjaVF+a+)-tu30f é1 /, swap, /var Ji
fusr <

ein93"u°@p| Ivar -tu3éMF=0-tu"?"*no (Mailbox)»7P; (Log file)

ENpesQ

(Spool)<E!"pEA397FNoE7P;YZAl|c=938MF6O?2:6V>3!"@0
°w Jfvar A&w 1 GB 3Y"on>7<

b"w /var/tmp

°A&jA3>TFx~ID45F2089°A20SCi2*3Q*4C

Ivarltmp <8w /varitmp qb$63>7F&45&-1D20Fi_ Firefox,
Apache OpenOffice i LibreOffice * @RA<

Jusr -tu"1AEAELUUNI3;vF/A FreeBSD Port
20CzEUU=ligF=0-tu+opd&b 2 GB 3>7<

wmJ-tuéM ™ FjS->7AEFXTTo-tu>7N$ &;!"fi -tu *@UV<
El*+Fa0-tu+,?*D-.D (RAM) 3/W<!I"}aAE3 RAM
?h93UU°A&VA340>7?CEVO3hi<qd¥M3a0a7YZ\ VM
-0"Og6!NyFHeI23VA-.D YZ° >BO<

wbpo SCSI °nipo IDE

nwN&_13¢-UU+nweo°nelcPLA0>7F}AY pUd°ne<¢oa0-tu
38M2a O<X* YZ'z6REM3A0>7FavVicUt| 4
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https://man.freebsd.org/cgi/man.cgi?query=gpart&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=fdisk&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=bsdlabel&sektion=8&format=html

W3}€a0-tuéM ™~ Fxa0-tu;pOa3eMYzxX*Yz}y3éaSDa0°n3a0
>7<mJjéa0>7?Yz3FxIgb!"|A6a0>7F=N°"x&A0_3®aX?h9va

AFGNA5 fi~iaUU<

a&30°n-tFYZUKEEPEA >3{CY+2%¥C3-tuF§UEEE3-tuOWO

n3Z[Yz23 1/0 6!< Jjé3-tuYZNA&23 I/0 )
6!F38=1-tué°nZ[-1a2336!AN° . § Ivar -|°nZ[42336!?3Ey<
2.6.2. ¢ a°n-t

xY/=0é=FYAI°EiY"3°nF8§IQb45A0°NFYAY/fiS60?45 FreeBSD<

FreeBSD Installer

|[Partitioning |
Select the disk on which to install FreeBS3D.

- daO@60 GB ATA Hard Disk <UBOX HARDDISK>

adal 60 GB ATA Hard Disk <UVBOX HARDDISK:

[ 0K 1 [Cancel]l

12, eAoeny/

Y/PnEIFaa?YA°Oi?2}&45|00°N1?1"¢\3>7+)~3-tu<8Y/ [

IEntire Disk F°ed+)%2"3-tuga?] uoen<y/ ['Partition 1]
Yeron\I"3>772+)-tuga<

33



FreeB5D Installer

|Partition|

Would you like to use this entire disk
fada®@) for FreeBSD or partition it to
zhare it with other operating systems?
Uzsing the entire disk will erase any data
currently stored there.

[Entire Diskl [ "artition 1

: 13. Y/Juni-tu

-tugéd+)]"EIFo(C6O&L?}21453AE<Y/ ['Revert ]
°fiP-tu4?,=?3PL@FY/ ['Auto ] °fi~+)éluga3 FreeBSD
tu<-tuNYz#0+)»(ji«|<x&~°n-ta&EIFY/ [IFinish 1] aM45<

FreeB5D Installer

|Partition Editor|
Please review the disk setup. When complete, press
the Finizh button.

60 GB GPT

512 KB freebhsd-hoot
57 GB freebhsd-ufs
3.0 GB freebsd-swap
60 GB

[Create]l [leletel [lodifyl [Tevert]l [ ruto 1 [BHFEAN

114, &~S+)3-tu

2.6.3. #U°n-t

Y/=06=" i-tuda®al
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|[Partition Editor|
Please review the disk setup. When complete, press
the Finish button.

60 GB (none)

adal 60 GB

[Create]l [leletel [lodifyl [Tevert]l [ 'uto 1 [RENFEIR

15, #0+)-tu

Y/&453°ne (w=0im, ada0) JiY/ [ICreate ] °zYAEIY"3-thaa (Partition
scheme)l

FreeBSD Installer

Partition Scheme
Select a partition scheme
for this volume:

APM Apple Partition Map
ESD BSD Labels
GPT GUID Partition Table

| BREDOS Partitions

[ 0K 1 [Cancel]

Bootable on most xB6 systems
16, #0+)-tu

amd64 1Q}:13Y/¥2°? GPTF¢=04 GPT 3AIQY+!"
MBR<Gfi -thaa60°"w#j_eijA3IQ!<

b 1. °n-tpaa
CH 5
APM Apple Partition MapF"'C PowerPCa<
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BSD ¢ MBR 3 BSD &4'FT< BSD
3°n89YZc=aaxéa Fb 6KO
bKu"éa (Dangerously dedicated mode) <

GPT GUID -tup
(http://en.wikipedia.org/wiki/GUID_Partition_T
able)<

MBR O.e-0
(http://en.wikipedia.org/wiki/Master_boot_reco
rd)<

PC98 I" MBR j0F"C NEC PC-98 1Q
(http://en.wikipedia.org/wiki/Pc9801 )<

VTOCS8 Volume Table Of ContentsF"C Sun SPARC64

E UltraSPARC Q<

Y/]-tupaaA+)EIFoY/ [ICreate ] 6©?+)-tu< Tab iY"?wc#7-0da<

FreeB3D Installer

|[Partition Editor|
Please review the disk setup. When complete, press
the Finish button.

JAdd Partition|

adaOff 60)
adal 60 Type : freebsd-ufs
Size: HOGB

Mountpoint:

(] [Options] [Cancel 1

N ITRAN] [elete]l [Hodifyl [fevert]l [ futo 1 [Finishl

Filesystem t .. freebsd, fat3Z)
D17, #0+)-tu
aé3 FreeBSD GPT 45°!"pbua-tul
¥ freebsd-boot - j* FreeBSD ,e®a (Boot code)<

¥ freebsd-ufs - FreeBSD 3 UFS ;vUU<
¥ freebsd-swap - FreeBSD a0>7<

OOODEPR3-tue-? ~ freebsd-zfs F=0-tu"?6a FreeBSD ZFS ;vUU ( Z vUU
(ZFS)<jo=  gpart(8) CEY"3 GPT -tué-::<
VUU-tuY+)A0FHbV>B°O0!"|U3gaéas B /,Ivar , ftmp zE [usr
-, MOWNa3-tu<jo+ +)|U-t3;vUU-tu 3-i<
&M ( Size) c#Yz!""3cu?}EL KypKB, MypMB, GypGB<
I :x3Ue°nfu (Sector) °OU}36ZFGHx-tuéM, 4 KB

3TbWpYef&'Uewlne!3 512-byte i 4K-byte
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https://man.freebsd.org/cgi/man.cgi?query=gpart&sektion=8&format=html

fu<é(‘)’?:F!"jtuéM, IMi1G
31pWp?}PA364& ¢o-tuz 4K

31pWp0,,<ad60i6?1 freebsd-boot -tuTgi e®a (Boot

code) 3y’ FNY&C 512K<

§-tuaA:vUU¥°A&G0164 ( Mountpoint )F§A&=+)60 UFS
-tuF#d1éa+pP, /<
a ( Label)
?;tu3JKFOneJK‘|'<‘)°YZT,°neDa|NéS_‘Tl'DUngéNéF3-tué
"AN°jO<TUwW;v_ _letc/fstab
Sop F!"a?0y°neJK2-tuo°°xUUUsDEVhVA3ac>7<GPT
a°CceonDUEI{iw /dev/gpt/ <f -tpaa3a abNaDZFHa °w /dev/
Shaé3gl<
¢o-tujl"éoci3a ?, 10aIK3QAFA YZ3E£21QIK»"
| H>>%ab43t’\<|’_F!" labroot T rootfslab ?0,IQJK, lab 3 UFS
) Egl-tu<
i 1.+)|U-t3;vUU-tu
|U3-tugé°g /,Ivar, tmp zE /usr -1"N&a3;vUU2-tu<d+) GPT
-tpaaFJIEpépai+)-tu<ép?TU 20G
24°n3-tuEMF8w@a°nbVAY"3>7FYY2340>7 (Swap) | Ivar
°¢jb"<zéaida’'Gz ) ex ,"»Fyp
"example"F¥|+pitu3:;!"f éo¢l3a’<
fiP FreeBSD 3 gptboot °fA9°60 UFS -tu, / -tu<
-tué- émM léa a
freebsd-boot 512K
freebsd-ufs 2G / exrootfs
freebsd-swap 4G exswap
freebsd-ufs 2G Ivar exvarfs
freebsd-ufs 1G tmp extmpfs
freebsd-ufs aEﬁP@ lusr exustrfs
(E°nO)
e03-tu+)]iFY/ [IFinish 1] aM45<
2.6.4. Root-on-ZFS eu°n-t
w FreeBSD 10.0-RELEASE EIEN1&(+) root-on-ZFS
345®£<=a’n-teaAZ!"uo’nFA°y|lo°na3aa<45®a’eu+)Ue
4k ZE3-tulJIS™ ZFS !" 4k fu (Sector)<x!w 512 3
#Gfu3°n!"N@4@FA231&'w 512 #G3°n!+)j*h (Pool) NYW\?3£ 4k
fun30"F¢r?9,r631>7i9,%¢,°n30y <45®@aNYY/[C" GELI
°n3vFk_ I" geli 0°n3v a3 F§,i°n3vF°+)60aA /boot @03 2 GB

\3v3_ e[ hF=0j"hSeAX*ER _e"&3:v<Jig\3>"°a ZFS
irhit<

O& ZFS PLYAOU1poPLYZ? “j*h3+)<

37



FreeB3D Installer

]2FS Configuration]

Conf igure Options:

»» Install Proceed with Installation

Pool Type-Disks: stripe: 0 disks
Rescan Devices *

Dizsk Info *

Pool Hame zroot

Force 4K Sectors? YES

Encrypt Disks? NO

Partition Scheme GPT (BIOS+UEFI)
Swap 3Jize 2g

Mirror Swap? NO

Encrypt 3Swap? NO

ZF5 Pool Options -0 compression=on -0 atime=off

| =

CEIILTE & Z |

[Select] [Cancel]
Use alnum, arrows, punctuation, TAB or ENTER

Create ZFS boot pool with displayed options
: 18. ZFS °n-tYA

Y/ T ?PLj*heé- ( Pool Type ) zE&«"j*h3°n<el ZFS
45@4agilEN+)AsI2 vdevF|1wSD (Stripe) 84<&+)VQR3j*hFA!"

3897+)j*h<45®4EN+)aaj*hé-F/ASD Stripe
(N+aFgbkNDZ)»06 Mirror (6ZjyF3Y">7j6) zE RAID-Z 1, 2,2 3
(-*bzO&aEa 1,223
0°n3,-)<wY/j*he - °wjk3éé0iaA3°npCFzEw!" RAID-Z
“Fe¢aqa}y3°np<

FreeBSD Installer

]Z2F5 Configuration|
Select Virtwal Dewvice type:

Stripe — No Redundancy

mirror Mirror - n-Way Mirroring

raidl® RAID 1+0 - n x 2-Way Mirrors
raidzl RBAID-Z1 - Single Redundant RAID
raidzZ RBAID-Z2 - Double Redundant RAID
raidz3d RAID-Z23 - Triple Redundant RAID

[Cancel]l
Press arrows, TAB or ENTER

[1+ Dizgks]l Striping provides maximum storage but no redundancy
:19. ZFS j*he-

Y/j*h ( Pool Type )

EIF°ETY"3°nyAFJI°Oil" Y/60iA0°N2+)j*h<ay° (+PL2&

LY/3°n$OFENSFY/ViYZ ( [l<Change Selection> 1) 2@4°nyAiCU ( ['<Cancel>1])
?Vij*he-<
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]2F5 Configuration]
Please select one or more disks to create a pool:

[ da®UBOX HARDDISK
[X] adal UBOX HARDDISK

[ Back 1
Use arrows, SPACE, TAB or ENTER

: 20. °nY/

FreeB5D Installer

]2F5 Configuration|
raidzl: Hot enough disks =selected. (2 < 3 minimum)

[Change Selectionl [ ancel 1
Press arrows, TAB or ENTER

:21. ¢63Y/
8booiACN\iiwyAlFiw45®@aitirD23°nFY Y/A~"054 ( [- Rescan

Devices]) ?V~Y"°n3yA<&, ly|lc3°nFY"n;: ( [- Disk Info 1])
?(C¢o°nF/A°NS3-tpzEAaf j:_58-°2£° (8b3i)<
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]Z2F5 Configuration|

gpart(8) show ada®:

=» 40 1258329040 ada@ GPT (60G)

40 532480 1 efi (260M)

532520 1024 Z freebsd-boot (51ZK)
533544 984 - free - (492K)

534528 4194304 3 freebsd-swap (2.0G)
4728832 121098240 4 freebsd-zf= (58G)
125827072 2008 - free — (1.0M)

camcontrol(8) ingquiry adaO:

camcontrol(8) identify ada®:
pass0: <UB0X HARDDISE 1.0> ATA-6 device
pass0: 33.300MB-s transfers (UDMAZ, PID 65536bytes)

1 22.-7°n

O ZFS PLYANSA!"}£j*hIK»435" 4k fuUe» 1i433v»ee0 GPT (1)
2 MBR -tpé-zEY/a0>74C<PLAabYZ,S&3DEIFjY/YAIE345 ( [1>>>
Install 1) YZ<

§.i1 GELI °n3vF45@4°Oi}£/©"?3v°n3vg<
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Enter a strong passphrase, used to protect your encryption keys. You will be
required to enter this passphrase each time the system is booted

[

< 0K > {Cancel>
[Use alpha-numeric, punctuation, TAB or ENTER]

: 23. °n3vvg
45@425°0U}I000;3e°YCUSIaY//0"?+) ZFS j*h3°ne<

FreeB5D Installer

]Z2F5 Configuration]

3 SNITE] Are you sure you want to

the current contents of the following disks:

ada® adal

[ 'ES 1
Pres=s arrows, TAB or ENTER

: 24. G

JI45@£°acaM<
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2.6.5. Shell ea°n-t

x&0QA345 Fbsdinstall

3°n-tYAYZg=OUA&3BA[<QA3!"YzZwon-tYAY/ [!Shell ]
YZ?#0-t°ne»=+),vUU»]u /tmp/bsdinstall_etc/fstab zE1&;vUU|
E<=19"EIF}£ exit Y@4 bsdinstall aM45®£<
°nPL]EIF2&?3YA°xawaaHaY3snEib}i6©e°06VF8A&OBGVFY

Y [Back!] @4]|0°n-tYA< [IRevert & Exit I] Y°> 45@&FN°Usn06goV<

FreeBSD Installer

|Partition Editor|
Please review the disk setup. When complete, press
the Finish button.

|Conf irmation|
Your changes will now be written to disk. If
you have choszen to overuwrite existing data,

it will be PERMANENTLY ERASED. fire you sure

you want to commit your changes?

[ Commit Il [ 'evert & Exit]l [ ack

[Create]l [leletel [lodifyl [Tevert]l [ ruto 1 [BPHFEAN

: 25. Ji&~
&, U*P345FjY/ ['Commit 1] JIOé Enter <

45 7°ElY/3-R »45ED»IQ3!AGbaNaF2é?°boUd:e°béai3Q
A<

»8F45@a°aaHY/3°nFJIGuH-tu<JIF§!"Y e (Boot only)
3EDY°,UiééY/3Gol
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Fetching Distribution
base.txz L S
kernel .txz Pending
bazse—-dbg . tx=z Pending
kernel-dbyg.tx= Pending
lib32-dbyg . tx= Pending
1ib32 . tx= Pending
ports.tx= Pending
src.txz Pending
tests.tx= Pending

P e e e P e

Fetching distribution files...

—Overall Progress
[ 1

:26.CE-R v
ayF°(+-R  3:v]U[?& qbTéE ®Si45ED3I¥C ®S¥CedMA3 -1

FreeBSD Installer

]Checksum Verification]
base.tx=z L Passed
kernel .tx= Passed
base-dbyg.tx= In Progress
kernel-dbg.tx=z Pending
l1ib32-dbg.tx= Pending
1ib32 . tx= Pending
ports.txz Pending
src.txz Pending
tests.tx=z Pending

el bl bl bl b bl bl b b

L
L
L
L
[
L
L
L

Verifying checksums of selected distributions.

£2x

[—Duerall Progress

:27. (+-R v

HF(+3-R ;v°6Cij*penl
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=

baze.txz
kernel . tx=
baze-dbg . tx=z
kernel-dbg.txz
lib32-dbyg.txz
1ib32 . tx=
ports.tx=
src.txz
tests.txz

e B N N I T

Archive Extraction

Pending
Pending
Pending
Pending
Pending

Extracting distribution files. ..

—verall Progress

[ | 8z

e b b b bd b bd b b

33400 files read @ 1452 .2 filesssec.

:28.y,-R v
abY/3-R ;vCilFbsdinstall
°EI6©45IPLhUFY"345IPLYZ°WéoX:;<

2.8. 45IPRAZ

FreeBSD 45]EIFbsdinstall
°w, eQ£~453UUEIOIPLPOYZF*X8% =1PLYZ<

UU,eEIF bsdconfig
. OU160YA¢ R3eaY"?PLUU!I"=1zERA 3YZ<

2.8.1. PL root vg
»OF"APL root

3vgF}Evg FAN°RPWhUIE}E3NG<}E]VgEIF"T0}£6©7&~qb
}Ecd<
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FreeBSD Installer

]5et root password |
Please =select a password for the system management
account (root)

Password
Repeat password

:29.PL  root vg
2.8.2. PLx]J3ui
ayFeEiwlQH{|3x]3uiyA<jY/&PL33(i<
I 8"  bootonly 3é445wdiSbPL x]JF§°I'x]PLYA<

FreeB5D Installer

Network Conf iguration
Please =select a network interface and
conf iguration mode:

| mOffIntel(R) Legacy PRO-1000 MT 82540EM

[ Auto 1 [Manuall [Cancel]

: 30. Y/xJui

§Y/3?m¥xPUiIF45@a°I =V>1| Y/ IPv4
x]  F8Y/3?¢éxJRuiFuuY® u"Oc¢é Ca (Wireless Access Point)1l
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Scanning
Waiting 5 seconds to scan for wireless networks. . .

< Skip > <Cancel>

: 31. "O¢éx]"Ca
xex]°!" Service Set Identifier (SSID) ?1eeFSSID
?26abPn»é0¢I3IKF"?%4J¢ox]< *O {|3 SSID

°6|lyAFA°:;éx]Y"33ve < §S&DE3 SSID AliiwyAlFYY/ ['Rescan!]
0"O6OF§S&DE3X]1JqbiiFj(Cié3Dé?}bBOFiIA§IQ-pVé
ACA3#AFJI0MN0O60<
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{Network Selectionj
Select a wireless network to connect to.

Giftshop [WEPIIESS]

penguin [WPA-PSK-TKIP+CCMP 1[IWPA2-PSK-TKIP+CCMP1[ESS]
Krocogator? [WPA-PSK-TKIP1[WPA2-PSK-TKIP-preauth I[ESS]
Mostlyharmless [ESS]
tandomnet [WPA-PSK-TKIP+CCMP 1[IWPA2-PSK-TKIP+CCMP1[ESS]
Otherwise

ampleoffice 2—PSK-CCMPIIESS]
YetAnother [WEPIIESS]

[ OK 1 [Rescan] [Cancel ]

: 32. Y/géx]

:]].F__}£3vi :?Dé|Y/3¢éx]<506+a!" WPA2 3vFTjA33ve-F_ WEP
IOUco34@[<8x]!" WPA2 YA}EVGFNK9 Pre-Shared Key
(PSK)<+C4@[F}£|}£13"G°ZI°Ei<
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WPA Setup

SSID

Password [N

{Cancel >

1 33. WPA2 PL

a8?FY/?}&PLmM¥xJicéx]li3 IPv4 #°1
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Network Configuration
Would you like to configure
[Pvd for this interface?

[ Yes 1 [ No 1

:34. Y/ IPv4 X]

b/aéaYzPL IPv4< DHCP °@UPLx*(iiHéx]!Ab DHCP
MrY!"<}YFi#a}e# 3i:20p>PL<

IN&I¥)£xX]:FT,=NU"<_"gbY"3 DHCP
MMFYRXx]UUIIX]IGU+Y4 (Internet Service Provider, ISP) £C6C
A&3x];: 3j<

§bY"3 DHCP fiiFjw??3YASY/ [IYes] Y°&UPLxJ3ti<x{] DHCP
MAHCEUU3# | F45@4°1i6-<DC3lg<
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: 35. Y/ IPv4DHCP PL

8qbY"3 DHCP {iiFYY/

50

Network Configuration
Hould you like to use DHCP
to configure this interface?

[ Yes 1 [ No 1

[INo!] Jiw=0YAS}£zé# ;1




FreeBSD Installer

Network Configuration
Static MNetwork Interface Configuration

I[P Address 192.168,1.135
Subnet Mask 255.255.255.0
Oefault Router 192.168.1.1

[ OK 1 [Cancel]

: 36. IPv4 p>#aPL

¥ IP# ( IP Address) - &-qu=ulQ3 IPv4
# <#"1€0¢IHNYS6A wulx]!3Pk!"<
¥ mx]!"( Subnet Mask ) - x]3mx]!"<
AP]RT ( Default Router ) - IP # awxa3fiPY%:0<

ag?3hu°éB?}&PL30I3 IPV6 # F8YzHS&!" IPVEFjY/

[IYes]<
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Network Configuration
Would you like to configure
[PvG for this interface?

[ Yes 1 [ No 1

1 37. Y/ IPV6 X]

a¥iblaéaYzPL IPv6<StateLess Address AutoConfiguration (SLAAC)
°eURul]RTECEa&3PL:Fjo+ http://tools.ietf.org/html/rfc4862
CEQO02j:<p>PLYA&H#U}EX]j:<

§bY"3 IPV6 |RIFjw2&?3YAY/ ['Yes]]
2@UPLXPUi<x{[JRIAHCEUU3# | F45®&°(i6-<DC3|q<
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FreeBSD Installer

: 38. Y/ IPv6 SLAAC PL

§qbY"3 IPv6 |RIFjY/

Network Configuration
Would you like to try stateless
address autoconfiguration
(SLAARC)?

[ Yes 1

[INo!] Jiw=0YAS}£zé# i:1
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{Network Configurationj
Static IPvb MNetwork Interface Configuration

Default Router pdslsyye(sisiys syp2aysisictogiyl

IS ala[@=I==RN 001 : dD8 : 4672 : 6565 : 2026 : 5843 : 2d42 : 5344/64

[Cancel]

: 39. IPV6 p>#aPL

¥ IPv6# ( IPv6 Address) - &-qu=ulQ3 IPv6
# <#"€6¢IHNY SO wulx]!3Pk!"<

¥ APIRT ( Default Router ) - IPv6 # awxa3fiPY%2:0<

H3X]PLYA?"?PLxIJKUU (Domain Name System, DNS)
3y7iFy71°/00eJK, x]# <§S!" DHCP i SLAAC

2eUPLXFUIFY7IPL ( Resolver Configuration )
3@YZ°ASSIEF}YA}EUIX]3xIIK]|au ( Search) c#<
DNS iii3 IPv4 E/i IPv6 # FpOA]u6o DNS iii<

54
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1
Resolver Configuration

Search example.com
I[PvG DNS #1 2081 :db8:35: :
IPv6 DNS #2 2001 :db8:53: :
IPvd DNS #1 192.168.2.1
[Pvd DNS #2

[Cancel]

1 40. DNS PL

2.8.3.PL u

2g?3YA°éBUU <&!" UTC 1'x% 7< §bzB~YY/ [INo!I"Vo"3x% 7<

Iz this machine’s CHMOS clock set to UTC? If it is set to local time,
or you don’t know, please choose NO here!t

- mm ome ==

(41 Y% UTC <
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28?20UB3YA°?" Y/%Uul»rsE u?t0a&3x% 7<PL uYxUUeéuva
ul"73ViF_7,.XM~ 7zEa&@RfA “uO43Dz<

U"z#C0@¥aV u3el,iFY/°Ei%U#aNa;6<

Time Zone Selector
Select a region

uTcC

Africa

America —— Morth and 3outh
Antarctica
Arctic Ocean
Asia

Atlantic Ocean
Australia

|

Indian Ocean
Pacific Ocean

T Rl

=

[ 0K 1 [Cancel]l

142, Y/ul

"éRiY/:x3ulJidé Enter <

|Countries in Europe]
Select a country or region

—TTT
29 Macedonia (the former Yugoslav Republic of)
30 Malta

31 Moldowva (Republic of)

32 Monaco

33 Montenegro

34 Netherlands

35 NHorway

36 Poland

37 Portugal

38 Romania

39 Rus=sian Federation

40 3an Marino

41 Serbia
42 Slovakia
Slovenia

[ 0K 1 [Cancel]l

:43.YIrs

1"éRiY/:x3rsJi0é Enter <
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Spain Time Zones
Select a zone which observes
the same time as your locality.

[ @Spain (mainland)
Z Ceuta, Melilla
3 Canary Islands

[ OK 1 [Cancel]

244. Y[ u

"éRiY/:x3 uJi0é Enter <

]Confirmation}|
Does the timezone abbreviation "CEST’' look reasonable?

[ Yes 1

145, &~ U

&~ u3cu?la&Fga&Foeé Enter aM45IPL<
2.8.4. iU

2g?3YA"?PLb#UUiG&wWUUIG @R<ab3i0,Y"FAA iUUh9AAA
&3il<
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]Sustem Configuration|
Choose the =erwvices you would like to be started at boot:

[X1§ shd

[ 1 ntpd Synchronize system and network time

[ 1 ntpd_sync_on_start Sync time on ntpd startup, even if offset is high
[ 1 local_unbound Local caching walidating re=zolwver

[ 1 powerd Ad just CPU frequency dynamically if supported

[ 1 moused PS-2 mouse pointer on console

[X] dumpdewv Enable kernel crash dumps to ~svar-crash

1 46. Y/&,i3f 1

=2Yzw=0YA,i3101%&1

¥ sshd - Secure Shell (SSH) Daemon
YAFa? 3v3DérCUUFAbwUUSAEFA{E ™ i=0il<
moused - §wae¢6UU Console °!"|uv FY,iUil<

ntpd - x] 7¥2:eL (Network Time Protoco, NTP) Daemon
"?e08? 7<8wx]!b!" Windows?, Kerberos i LDAP il FY iUil<

¥ powerd - UUIW_'89"?0IW_"2XZ<

2.8.5. [ixej: (Crash Dump)

26?3YA"?PL?},ixej: (Crash
dump)F.ixei:UUU|c<Cb"FTU=a!"! ixej:<
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Dumpdew Configuration
Would you like to enable crash dumps?
If you start having problems with the
zystem it can help the FreeB35D
developers debug the problem. But the

crash dumps can take up a lot of dizk
space in ~swvar.

- e omm me mE om= ==

1 47. ixej: (Crash Dump)

2.8.6. ~2!"|

80YA°Oi+)podoljue<+al" root z&3!"IUP{EUUFx!" root
(£ Fulgbog3y i< I"6OI" (£ KHA@<

Y/ [ed] ?~2~!"I<

FreeBSD Installer

Add User Accounts
Would you like to add users
to the installed system now?

[ Yes 1 L o 1

1 48, ~21"0°

JEpONEE3!"IN°j:F M 3-fi-+) asample !"l0°<
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reeB5D Installer
Add Users

sername: imani

wll name: imani

id (Leawve empty for default):

ogin group [imanil:

ogin group iz imani. Invite imani into other groups? [1: wheel
ogin class [defaultl:
bhell (sh csh tcsh wologin) [shl:

ome directory [/homesimanil:

ome directory permissions (Leave empty for default):
nable ZF5 encryption? (yessnol) [nol:

ze password-based authentication? [yes]:

ze an empty password? (yes- no) [nhol:

ze a random password? (yes- no) [nhol:

nter password:

nter password again:

ock out the account after creation? [nol: |j

D49 M
Si?&}E3j:%&1
¥ I"MIK( Username ) -

{£71"&}E3IKFoe3wi?"x3i60"F2JUIFA&CO!"|IKwUUa
03GY<!"IJKu-eMpuHN+AbOg>G"G<

¥ @J( Fullname) - I"I3@JF=0c#Y!">GAH*"?00é!"ll°<

¥ Uid - I"l IDF¥%P=0c#°a>FUU°el-q60D<

¥ {Ef« ( Login group ) - I"|3f«F¥%2°=0c#°a>?!"APJ<

¥ jI"QER f«? ( __Invite user into other groups? ) -
I"&3EN ANK3A f«Fgel"A&UUXyFYWULE wheel <

¥ {£er( Login class) - ¥2°°a>?!"fAP@<

¥ Shell - }£yAS3iiS6Z?PL!"!auu3 ShellFjo+ Shell CEVADb4 Shell 3j:<

¥ lg0( Home directory ) - !"I3Ig0FiP@%:°?qbBO3<

¥ lglxy ( Home directory permissions ) - I"llg(3xyFAP@Y:°?qbBO3<

¥ I"vg,uf3~yéa? ( Use password-based authentication? ) - %4°,? (
yes)F!"Ir'YC{£ }Evg<

¥ 1">Gvg? ( Use an empty password? ) - ¥2°} ( no)FT,!">GvgAN4@<

¥ I"levg? ( Use a random password? ) - ¥%2°} ( no )F=%!"1282rYPLe&i3vg<

¥ }vg(  Enter password ) - =0!"!3vgF}£3"GN°Eiwhiil<

¥ 0}Evgoo ( Enter password again ) - 0}£6©vg?&~cd<

¥ S)izLMoe? ( Lock out the account after creation? ) - %2°,} (
no)F=%!"IrYz{£<

WIE]@V3i¢IF°Ei%&U(CF&-icdFY}E} ( ‘ no)

JIO}EOOF8}£3abi:Ga&F}E? ( yes) zI¥°+)~I"I<
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Login group [imanil:
Login group iz imani. Invite imani into other groups? [1: wheel
Login class [defaultl]:
Shell (sh csh tcsh nologin) [shl:
Home directory [/homersimanil:
Home directory permissions (Leave empty for default):
Enable ZF3 encryption? (yes- no) [nol:
U=e password-based authentication? [yes]:
Uze an empty password? (yes- no) [nol:
Use a random password? (yes-no) [nol:
Enter password:
Enter password again:
Lock out the account after creation?
imani
b E 3B
imani
1001
zroothomesimani

imani wheel
shome imani

<binssh
! no
OK? (yessmnol) [yes]:

: 50. > 1"2f«UU

8Abfi &~23!":FYwéB~2ﬁ M2 ( Add another user? ) 4é? (  yes)<}£}( no)
?]"3£1"JiaM45<

&CE~2!"12"0U3VA;:Fjo+ <
2.8.7. JIPL
wab¥¢ 45APLIEIF°OU}6OGPL3e°<

FreeBSD Installer

][Final Configuration |
Setup of your FreeB3D system is nearly complete. You can now

modify your configuration choices. After this screen, you will
have an opportunity to make more complex changes using a shell.

Apply configuration and exit installer

fAdd User fidd a user to the system

Root Password Change root password

Hosztname set system hosztname

Hetwork Networking conf iguration
Services 3et daemons to run on startup

System Hardening Set security options

Time Zone set system timezone

Firmware Ingtall Firmware (requires network)
Handbook Install FreeBSD Handbook (requires network)

[Select]

- 51. HPL

I"=0YAW]*45106gV|i06gré3PL<
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¥ =2 ( Add User) - xaC  ~2!"| <

¥ Rootvg ( RootPassword )-xaC PL root vg <
¥ OeJK( Hostname)-xaC PLOeJK <

¥ X]( Network )-xaC  PLx]J3ui <

¥ 0 ( Services)-xaC il <

¥ u( TimeZone)-xaC PLu <

¥ " ( Handbook ) - 88A45 FreeBSD !"#$<

J*H3PLEIFY/ ['EXxit]<

FreeB3D Installer

Manual Configuration
The installation is now finished. Before
exiting the installer, would you like to
open a shell in the new system to make
any final manual modifications?

[ es 1 [T

. 52. #UPL
bsdinstall °0i?}bdgr63PLA&wWRA~,eQE~UUEI<Y/ [Yes]]
°> Q£|~UU3 Shell i [!No!] aM}I3452(<
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FreeB3D Installer

|Complete |
Installation of FreeBSD complete! Would
you like to reboot into the installed
zystem now?

[ Reboot )] [ "hutdown 1 [live Systeml

. 53, 45

8bA&0QG2irs3PLFY/ [Live CDI] °,eQ£45ED3 Live CD &4<

§45S| FY/ [IReboot 1] fi~ ilQJiii~3 FreeBSD IQ<N&{1-| FreeBSD

45EDF}YIQ°00, eQEA5®4<

FreeBSD ,e3 ®°EiEAYz6+3:eFUU, e]NIF°EI{E£OIFwW login:
OIF}E45 ~231"IK<{E ™, 1" root Fjo=  we!"lue
?CExA&UUxy ™ g",w6!"13:;<

&Cl,e’®E3:eYO Scroll-Lock i? i[}27FJIY!" ) PgUp , PgDn
zEéBi?HL'J:‘e’<CU]’\EIoQ . Scroll-Lock i6©?ylhizLA@4

Console<UU,e6a 7EI&Cii=:eYwaecOil}£ less
/var/run/dmesg.boot FCUulOé g i¥Y@4eecd<

8w Y/&i3A 10 b.i sshdFTUU® > RSA E DSA

XY 60, eYZ°ba~FEI3 e¥°X?a° A<ay°EiXY3seZ
(Fingerprint)F_=0-i1

Generating public/private rsal key pair.

Your identification has been saved in /etc/ssh/ssh_host_key.

Your public key has been saved in /etc/ssh/ssh_host_key.pub.

The key fingerprint is:

10:a0:f5:af:93:ae:a3:1a:b2:bb:3c:35:d9:5a:b3:f3 root@machine3.example.com
The key's randomart image is:

+--[RSA1 1024]----+

| o. |
| o.. |
| . o |
| o I
| oS |
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| ++0 |
lo. +* I
o+ ..+ . |

|==0..0+E |

Generating public/private dsa key pair.

Your identification has been saved in /etc/ssh/ssh_host_dsa_key.
Your public key has been saved in /etc/ssh/ssh_host_dsa_key.pub.
The key fingerprint is:

7e:1c.ce:dc:8a:3a:18:13:5b:34:b5:cf:d9:d1:47:b2 root@machine3.example.com

The key' s randomart image is:
+--[ DSA 1024]----+

Starting sshd.

jo+  OpenSSH ?CEVAb4aZ2 SSH 3j:<

FreeBSD APAN°456-H3(iFjo+ X Window UU
CEb4452PL6-HoVUU®ES;: <

a&38 FreeBSD

IQ4eU'-j¢E 1sD,-bOf< wUUNaC4eEijN&43IW)
f«3"KEOFYwaecO}E su Ji}E root vg?",we!"|<aylf
UU¥°4eF§sDENSIFIQ°¢R43IW<

2.9. zZA{y
*X+,u11345zA{yFi_6*SbhB4a3°eBO<

Cué FreeBSD *3 Hardware Notes ( https://www.freebsd.org/releases/
to?&~?}ENésD<8&LbEN&sD31Ji9i->A BOFEp

3aei06eixX*?3£\w GENERIC
X*35a<AP3X*°0P&V>3sD54°!"=1fiP3 IRQs, I/0 # FE DMA

YEF8sDS36A~PL Fel3X*PL;Yzb( FreeBSD |#{|=154<

V>45BOYz?" VaasDGo3vD?, tisyFri?0eg<Oeg3v

D¥K, BIOSF&V>0ec2IQEMY2°bxyYzCE56®4256i:<
EMY5Y40°+a8qbrs=TgC,:560e¢

BIOSFl’_lﬁéV~F563®A YZ° icF¢\W~]"3 BIOS
AxIQc¢=h9<
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shutdown -p now
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https://www.FreeBSD.org/releases/

8UUw,ed7sD 19145 h99°FYZOT, ACPIFFreeBSD w i386, amd64 E ia64
60003!"1UU ACPI it?efPLUU«>F8w e bd7|éDZ<N 3?FACPI
lu®a2UU0ecE BIOS VDE7I"'wV>BO<YC eé£®43 UAAPL
hint.acpi.0.disabled Hint ?43 ACPI1

set hint.acpi.0.disabled ="1"

¢6OUUR EI¥°APFTUA&W Iboot/loader.conf V3£
hint.acpi.0.disabled="1" <VAb4,eE£®a3i:YC o CE<
2.10.!" Live CD

_ (YA ai bsdinstall 3'(YAOU1 [lLive CD!] YZF=U#'U FreeBSD

?},a&390UU[*zP3B<°hOfF=Y x=1Bw45i7{6V>DZ<
w!"  [ILive CD!] Ei"iPRz&64AZ1

8&23"CxyF"1?" ~y<!"|JK, root GvgY?>G<
UU?12A45ED! @RF¢m45|sn3UUF6ZYZj8<
¥ =0YZAOU&acOIFN°bs-H3li<
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Chapter 3. FreeBSD
3.1. .o

28?3=6W§+, FreeBSD 90UU3*se¢EDZ< éV>3aaw UNIX?-like
90UUS¢?0Y23< _"aU=1aalb3iFYz6*3l'< _"aAd«
FreeBSDF#a0L&=+3¥]=W<

¥]=WFa§1y1l

®

_g!" FreeBSD 3FG Console<

_gw FreeBSD +)200!"2f«<

UNIX2 ;vxyzE FreeBSD ;va-3h9éa<
fiP3 FreeBSD ;vUUQa<

FreeBSD 3°n«-<

_gl1é (Mount)»Aé (Umount) ;vUU<
cd?®E»Daemon zE ° (Signal)<
cd? ShellFzE_g6VafP3{£&i<
_gl"p*3troai<

cd?54 (Device) E58X4 (Device node)<
_gA¥89#$z0EVA3|:<

K K K K K K K K K K

3.2. FG Console 2Eae

_"aqgb§ FreeBSD PL" e @UQEL6!HEAFUU°QEaec{EO16?=343%¢,1

FreeBSD/amd64 (pc3.example.org ) (ttyvO )

login:
"6R/A1A e]UU3;:F amd64 ybu-ial"3UU?@R 64-#G *3
FreeBSDF=u0Oe3JK? pc3.example.org F ttyv0 yp=70 "UU

Console"<'IRY?{B30i:e<

FreeBSD
200AI"'3UUFA&G2Yz-aNa!"|3é=<TUab3!"'w@R®AEEI"1d"

{£ "UUzCEUUa®&a3"Cxy<¢o!"!cho«édgi3!"lIK ("username")
EoBvg ("password")<

&{£UU Console A} wUU45 PL3!I"|JKFi6+ ~2!" FAOé  Enter <
ayl£é!"IK3vgOeé Enter < }£3vg,14@me N°ET whl<

_ ajfla&3vgFatéculi7:e (Message of the day,

MOTD)FIG?yEise¢cOI"GFE!"|+) aY/3 Shell °®bNa30i"GYZ, #,$1
%< U|eecOiyp!"hwS3{£ FreeBSD UU Console HS3ékOYzéaec<

3.2.1. FG Console

~JUU Console S3Yz"22UUUGF3!"j?éaec!" FreeBSD

UU3I"Y2°°1"FG Console {£< T,UU:efiP°EiwUU
ConsoleF=t:1°w!"|903"®SNOIiFx!"|Azu*90<
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FreeBSD APOUAOFG Console Y}£ae¢F¢oFG Console ¢bei3{£OIE Shell
AHYz$A3WFG Console 7a0<
=*Plxgec}Eble)Co-HEISYza | 1A06v3DZ<

«li Alt +!'F1 p Alt +!F8 6 FreeBSD 'a"?ee0FG ConsoleF!" Alt +!F1 YaeOpUU Console
(ttyv0 )F Alt +!F2 Y~AC"60FG Console ( ttyvl )F Alt +!F3 YAC'I0OFG Console (
ttyv2 )FzUéw<x!" Xorg 9,6-H Console ~F«liYj!" Ctrl H!AIt +1F1

?8e04t"3U3FG Console<

xaA6o Console 2e0|8603” OFFreeBSD °ae0OhUEI3a4F
=BOOb@AFG3jkEijYzxa}Eae¢| FreeBSD @R< wT60FG Console
I@R3®AAN°T,!"1a|t3 Console Gla@R<

jo+ kbdcontrol(1) , vidcontrol(1) , atkbd:(4) , syscons(4) zE vi(4) ?CEVAb4 FreeBSD Console
Eijlu®a3-1:;<

FreeBSD SFG Console 3pCPLw letc/ttys  ;vS386WX1
#name getty type status comments
#
ttyvO "/usr/libexec/getty Pc" xterm on secure

# Virtual terminals

ttyvl "/usr/libexec/getty Pc" xterm on secure
ttyv2 "/usr/libexec/getty Pc" xterm on secure
ttyv3 "/usr/libexec/getty Pc" xterm on secure
ttyv4 “/usr/libexec/getty Pc" xterm on secure
ttyvs  "/usr/libexec/getty Pc" xterm on secure
ttyv6 "/usr/libexec/getty Pc" xterm on secure
ttyv7 "/usr/libexec/getty Pc" xterm on secure

ttyv8 "/usr/’X11R6/bin/xdm -nodaemon" xterm off secure

&43FG Console /:\&WaeLBFG Console éRPL30,u3!ey?° ( )< _&8FG
Console 3pCR 8 0j, 4 OFYY§ 3wypFG Console 3 ttyvs | ttyv8 3HURO, U<
jG 8UU Console ttyv0 3l!ey2°< PRFSbEp X Window UU 45APL Xorg
“F°"[}H6oFG Console ( ttyv8 )<

b4ac#3PLzER YZFjoA ttys(5) :;<

3.2.2. Al"ea

FreeBSD ,eYA°OU60YZ, "Boot Single User"F§Y/éZgFUU§°QEAE

"Al"léd" 3rséd< Uéay2>"wi?UUc=,eifiPS{I3 root vg<
wx!"eaSc=!"x]Efi FG ConsoleF3b]u root
UUU3NCxyFGHAP?NI&IE root vg<

NTUF&Z?*Dij8orZQEUeaFw-C FreeBSD
UU4@ &y Y89*Dij3BK<

b4Al"\@&a3PLYw letclttys  S3z8WXS{|1
# name getty type status comments
#

# If console is marked "insecure", then init will ask for the root password
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# when going to single-user mode.
console none unknown off secure

APE>4@ ( secure )F=yp5Z689*DijN?NA&R?SE[*D4@m-U'<
8PLVE,N4@ ( insecure ) YypOeaw3&iN4A@FT,0gBGY3«ij<
xURPLV|,N4@ ( insecure ) Fx!"/Y/A!"led FFreeBSD §°&E}£
3vg<

iNO+P?}&i, insecure ) T,E6{- root

| vg3iF JA?bfi 1=Yz{£AI"|€aFA?UNI FreeBSD
Le®E3BYRUVI1<

3.2.3. Vj Console ioea

FreeBSD Console APEIEMYzQu, 1024x768»1280x1024

ifi Eii2jkbEN3y7Aé8M< &I"NA3ROEAAEE VESAg«l

# kldload vesa

&07sDEN3fGeaFyY!" vidcontrol(1) < &CEEN3f6eayAY}£zéeecl
# vidcontrol -i mode

éae¢°EisDAEN3eayAF&C "~3nbeaAz root I"'@R
# vidcontrol MODE_279

8Y2E~3R0eaFYzw letc/rc.conf  3EPLFx¢OR el°eu>61

allscreens_flags="MODE_279"

3.3. I"2pf0°uU

FreeBSD B )
§/EA!":é_!:'IQFwé©AZlgé#!":UwIQjk'|'!"ij893ﬁ_FY><('jgp(;
3" XHE|UU<eo#&!"EUUS!"Ebel3u° <

*W3'1

¥ FreeBSD UUS&ae-3!"l0°<

¥ g3E»-20"u<

¥ gPL"? 1"2f«8AENC3{W3Y'<
¥ g9)f«23E!"9,f« K<

3.3.1. u°e-

RCabU FreeBSD

UU3AC2? 1" 2e " FHAb3®EA&SR!" ?@RFTU!" U UU<R&
<
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https://man.freebsd.org/cgi/man.cgi?query=vidcontrol&sektion=1&format=html
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buad&e-3u°1UUUC»!" U ZEWE! " U°<

3.3.1.1. UUwe

UU"?@RIGFi_

DNS»noEX0iiiF&=d9?T,4@[+CF§ab3iu zw6!"|? @RF#d="1
U3h98N°E|y <

UUu°3imb daemon , operator , bind , news, and www <

nobody ?%2"3¢xyUUu°<"J_UFAb&EA3IG!"
nobody FR°bVA3;v2®&a2é!"|044F°xé!":bVA3xy<

3.3.1.2. "ue

I"l0°°-qu*PBKF " 2{£E!"UU<¢#&"CUU3BKA&;b6«a63!"|u
°F=YxUU!age5w0cdzE 11"3,i I"13PL<

C#I"YzPLeI3€i?glel"UU30wF? PLAP3 Shell»0&i»«li (Key
Binding) Ei4PL<

¢ow FreeBSD UU3!"0°¢°b61043;:1

I"MJK (User name)

w login:
Oiil ¥&}EI"IKFE#!""1&b00a03!"|JK<&+)b63!"|IK
&Jap,mYFw passwd(5) Sh:;<+a!"lJKR 8

0IVO3NF« F@QVC"MPrGzREOa"®E<

vg (Password)
¢ou°g’bvg<

1"l ID (UID)
"I ID (User ID, UID) 20«p""?€6¢i3az FreeBSD
UU3!M"F"|!"|JK3ee¢?d8!"|JK/0, UID<+a!"MC 65535 3
UIDFwW =0@YZ°MAV>ID304[BO<

f« ID (GID)
f« ID (Group ID, GID) ?6«p"?¢é06¢i3aze!"|aA30&f«<f«?60|1!"
UID EGEI"3 GID
? iWACx3e <=YZzEY3£aTIPL;38MHY x!I"'" 60z!f«3"K<
+al" 65535 iz&3 GIDFTW U@3 GID YZ°xV>ID¢=h9<

{£é* (Login class)
{£& (Login class) °+1f«e FxwUNA!"IOEHUU YOUrd3A[<w
PL{£&! bU{E&IVQE236r<

vgVi 7 (Password change time)
ﬁPtuf:ngN°’9F_J_UFvg9waé1!":!,'|'FY5‘V>'|'éb!":wT
a97’1Vj ¥23vg<

u°|9 7 (Account expiration time)
APtué FreeBSD o
30°N°h9y<x+)A&byavs3u° Fi_FOR30>U°FY!" pw(8)
2eL01°3|979<|979 IF¥c=1"80°{£|UUF¢0&U°3aE; vIrw<

"3@J (UserOs full name)
I"|IK"?é6¢I31ee FreeBSD )
3U°FANGL@p1!"3A*xJ<@)eyF=0i:YzZAb>G»Eu GAYW 8
O"F3iA<
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@0 (Home directory)
120?2UUSTog03]0]aF=020?!"{£13magli<ow!°§ab!"!al
6aw /home/username i o
/usr/home/username  <¢#!"Yzj* 1230B;vEmM@(C Y2el31ag0<

I"t Shell (User shell)
Shell OUl!":ﬁP3¢1’?§UUUL’1<bpé}Néé-3
ShellFb3+3!"1°belOO03Y/FYj*weél3u°PL<

3.3.1.3. we!"ju°

W6!" 0°F15°K9

root F"?20UUUFqbxy3y FNT=0=TFéu°N+&"?0¢73iR9OF 1k 2
§ »UU360ALEi®EPg<

w6!"'ANBA I"IU°FYZzgby 389FNa&3!"w6!"li°YZ° MAY A3
&c<60!"IU°N°T,0dG=/090UUFaz+a{£60!"!1°FAbwaecA&r

oxy ae0,w6!"|<

I"w6!"leec 6F&OU(CFRCGOA\3>Gied3 GYZREYc=643¢A

o<
bpaé=YzO5,w6!"IxyF JYZ{£, root F35EN+o=%,0<

" su(l) ae0,we!"[<@RUae¢ Seel - OpFé!"|°aa root

3Mei<@RUaeg3!""iw wheel f«SF}Yeaec°00<!"IN"I&AE root
I"b°3vg<

wUixSFé!"Aw&@R make install

“2e0,w6!"IFT,=020A&W6!"Ixy<eec]| EIF&!"I}£ exit

> we!"U°PA@4 3!"luCxy<

i 2. ZW6!"3m>45®@4

% configure
% make

% su -
Password:

# make install

# exit
%

a3 su(l) TAwWABUUiAb6#UUUU!I3M-x]Yzh93@0O<66aé4?745
security/sudo 201 A
Port<UIDOU1hG-0HEADUIPL#0!" YZ"W6!" @ R#0sec<

3.3.2. OUw°

FreeBSD OU14aN&ee¢?UU!"U°F}*"35e¢S%&C )
OUI"u°389 Fayb6l"'=3-i<j6+¢089389#$?CEVAX+3:2"=
-i<

b 2. OUI"0°389
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&ec %&

adduser(8) +0"?~2~1"138e¢0+"®a<
rmuser(8) +0"?-|1"3aecH+"®a<
chpass(1) "2Vjl"i¢1;:389<
passwd(1) "?Vil"ivg3eecd89<

pw(8) "?0j!"iucaél;:5éHih389<

3.3.2.1. adduser

+a"?~2~1"13®4, adduser(8) <x~I"'~2EIFU®&°elV~ letc/passwd zE
letc/group F=a N°+)~1"'3lg0 (QE lusr/shared/skel
S3APPL;)FAHYZY/?}&KT'(:e¥2a~1"<=089"I"w6!" @R<

adduser(8) 89C"UG364FAABO2G¥YH)~1"U°< w FreeBSD ~2!"
aiFY}£"3;:i0 Return iC"é0S3iP@<wUixSF!"|6lj3£ wheel
fF=x1"y1" su(l)

5 WB!"I<JMNETFUB9°6B?}&)f 3!"li> <

i 3. w FreeBSD ~2!"|

# adduser

Username: jru

Full name: J. Random User

Uid (Leave empty for default ):

Login group [jru]:

Login group is jru. Invite jru into other  groups ?[]: wheel
Login class [default]:

Shell (sh csh tcsh zsh nologin ) [sh]: zsh
Home directory [/home/jrul]:

Home directory permissions (Leave empty for default ):
Use password-based authentication?  [yes]:
Use an empty password? (yes/no) [no]:

Use a random password? (yes/no) [no]:
Enter password:

Enter password again:

Lock out the account after creation?  [no]:
Username :jru

Password : ****

Full Name :J. Random User

Uid : 1001

Class

Groups :jru wheel

Home : lhome/jru

Shell  : /usr/local/bin/zsh

Locked :no

OK? (yes/no): yes
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adduser: INFO: Successfully added (jru) to the user database.
Add another user? (yes/no): no

Goodbye!
#

I RCvgw}£ ANCEIFw+)!"0°” &M*vgN&}Ecd<

3.3.2.2. rmuser

&eUU|@-|6o!"Y!"w6!"|@R rmuser(8) <=0ae¢°@Rzé201
1 -3 crontab(l) ZgF8Zg"w<
2. -|6gAce!"3 at(1) 89<
3. Saabe!":b3®E<
4. eUU*%vg;-|é!"<
5. Y/[-|é!"'3Ig0F§!"::bézl<
6. & /var/mail -|JAC&!"\3yono;<
7. e2njhul ( /tmp ) -|ab!"};b3;v<
8. }iFe letc/group

Sé!"aA3abf«-[8!"<8f«gog KHf«JK 281"l IKOAFY
éf«N°0é-|<=?,1if

adduser(8) o¢#!"l+)éo¢i3f«<

rmuser(8) ¢="?-|w6!"Iu°FT,=0aypyemei-<

s

fiP°1"UnaeaF é-iai<

i4. rmuser UGane-|

# rmuser jru

Matching password entry:

jru: *:1001:1001::0:0:J. Random User:/home/jru:/usr/local/bin/zsh
Is this the entry you wish to remove? y

Remove user 's home directory (/home/jru)? y

Removing user (jru): mailspool home passwd.
#

3.3.2.3. chpass

og!icyz!" chpass(1) ?6Vei3fP Shell
zE2el3!"lu°4430Bj:<w6!"lYz!"=089V[0g!"I3M U°j:<

|1\_(]3!":J KOF\|E6gYZ F A chpass(1)
° TAb!"lj:30ai<x!"leoai> F¥°V~~3j:|'"litl<

72


https://man.freebsd.org/cgi/man.cgi?query=rmuser&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=crontab&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=at&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=adduser&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=rmuser&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=chpass&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=chpass&sektion=1&format=html

! > 041 FUBY°Oil"}EvgF|<!"w6!"l @RUS9I<

w zw6!";3m>!" chpass SFw6!"}£1 chpassjru
Aaw(6=0!"]YZVi3c#<8z jru @R=0aec¢FA°EI}ioc#UoaF
z60!"3m>!" chpass ai<

i 5. zw6!";3m>!" chpass

#Changing user database information for jru.
Login: jru

Password: *

vid [#]: 1001

Gid [# or name]: 1001
Change [month day year]:
Expire [month day year]:
Class:

Home directory: /homel/jru
Shell: /usr/local/bin/zsh

Full Name: J. Random User
Office Location:

Office Phone:

Home Phone:
Other information:

i 6.260!"3m>!" chpass

#Changing user database information for jru.
Shell: /usr/local/bin/zsh

Full Name: J. Random User

Office Location:

Office Phone:

Home Phone:
Other information:

¢ chfn(l) zE chsh(;)NGDUp chpass(1) F3_a
ypchsh(1) 34°<eA NIS ENeluHzIF¥NoA&rt3!
w x]iit Sh:;<

3.3.2.4. passwd

6g!"|GYPA3!" passwd(1)
Vjei3vg<&, Re1\®x36VF=0se¢wPL~vgEi°Oil"}£=?3vg1l

ypchpass(1) , ypchfn(1) zE
ypF_gPL NIS
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i7.Vija3vg

% passwd

Changing local password for jru.
Old password:

New password:

Retype new password:

passwd: updating the database...
passwd: done

wb6!"1YzVi6g!"|3vg? w@R i passwd(1)
~eeL!"IK<xU89zw6!"|@R FEN°OT}E!"|g13vgF=Yw!"|{-
=?3vg Vjvg<

i 8. zw6!"}3m>Vif !"\3vg

# passwd jru

Changing local password for jru.
New password:

Retype new password:

passwd: updating the database...
passwd: done

! _& chpass(1)F yppasswd(1) DU| passwd(1) FTU NIS w/0ge¢!GYh9<

3.3.2.5. pw

pw(8) . .
89Yz+)»-|»UjzEEI""|2f«Fi3DZ?0,UU!"| 2f«;314<
b<°5833ae¢0YZCF=xéae¢<:I"C Shell
scriptsF3~3!"1YZ°-li¢, i w*X3ae¢c&QRAEA<

3.3.3. UUf«

feypOfi"IFf YZRAfIKE GID ?ace<w FreeBSDFX**I"®£3 UID
ZERaA3f«yA? LOEYZO#A<EADLUII®ES GID
198832y AS3 60f«<

f«JK2 GID 3Uxpbw

letc/group <=0t ;vI"1U0z6°-k3cHF 60cH, f«JKF T0c#,3vi
3vgF ioc#, GID zE "Udc#,zn°-k3"KyA<&CEV]u3i=:;Fjo+
group(b) <

wo!" Y zI"t"oail| letc/group FiiY!" pw(8)
3£20af«<i_F&3£00}0 teamtwo 3f«JI&~Ef«S~21
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[9.1"  pw(8) ~2f«

# pw groupadd teamtwo

# pw groupshow teamtwo
teamtwo: *:1100:

W*SF 1100 ? teamtwo 3 GID<gi teamtwo qb6g KF=0ee¢°3£
3"K<

10.1"  pw(8) 3£!"U°|~3f«

# pw groupmod teamtwo -M jru

# pw groupshow teamtwo
teamtwo: *:1100:jru

o -M 36p?zn°-k3!"lyAF"?3£7K|~3 (>3)
f«iCy.bf«S3AK<UIM 2:=13f« K 21" 16 Cvg; 3O &F«NE

(r63)F=ypw pw(8) 1" groupshow ~N°Ei0,!"|0&f«3"KF*Eiw!"
18689aCé3j:xS<x!" pw(8) ?3£!"!|Tof«FéaecA"U
HN°Ajé letc/passwd ¥Cfi 3j¢<

f11.1" pw(8) 3E~"K|f«

# pw groupmod teamtwo -m db

# pw groupshow teamtwo
teamtwo: *:1100:jru,db

w*{xSFo _-m
30p?zn°-k3!"yAF"?3£!"|f«<NOTU3IMF=11"1°3£ |[f«F
G<Cy.bf«S3!"|<

i12.1"  id(1) ?CuaAf

% id jru
uid =1001(jru ) gid =1001(jru ) groups =1001(jru), 1100(teamtwo )

W*SF jru ?f«  jru zE teamtwo 37K<

&CEVAb4U&¢3i:E letc/group 3aaFjo+ pw(8) zE group(5) <

3.4. xy

w FreeBSD
SF¢o;v2acbO4a3poxyFHbAEABIYZ(620i="xy<1yxy gh9?"
18F=Y&'"I1Z0™MCi¥28A3;vzEc=Na&3"CU9OUUIifi !";b3;

V<

jru 9, teamtwo

letc/group

id(1)
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*x°Aéw FreeBSD Sa"[3|U UNIX? xy<&0;vUUAC_3¢QFjo+

"C_yA <

w

UNIXaFufxy? uae-3"C?-q1¥C»uE2@R<="Ce-"?.L;v;b}»f

«ZEf B (i 6gB) 3;v CX<¥C»UEE@RxyY!" r,w,and x
"F2pi<=txyNYz!"IQ#p ?pitaxy3,i4 (

0)<xzIQ#p"?pi” FA¥3O0E, rwx FAS  r 133, 4F w ,i39, 2 zE
30, 1<

pa 4.1 %&1Y"3p EY"3"F<xA¥ "glyAai" c# F - "?ypéxyP,43<
b 3. UNIX2 xy

b@ Xy plyAai

0 NY¥C, NYpE, NY@R

1 NY¥C, NYPE, Y@R --X

2 NY¥C, YUE, NY@R -W-

3 NY¥C, YUE, Y@R -WX

4 Y¥C, NYPE, NY@R r--

5 Y¥C, NYPE, Y@R r-x

6 Y¥C, YUE, NY@R rw-

7 Y¥C, YUE, Y@R rwx

" Is(1) ee¢ FYz3! -I 6pF ?(6x+3g0yA<
YASc#3i:/A,vUabi»f«En B3xy< wooogl¥e@R Is -
IF°Ei_é30'1

% s -l
total 530

-rw-r--r-- 1 root wheel 512 Sep 5 12:31 myfile

-rw-r--r-- 1 root wheel 512 Sep 5 12:31 otherfile
-rw-r--r-- 1 root wheel 7680 Sep 5 12:31 email.txt

"60 (}DZ) 3"G"?pi=0;v3eé-,gF|aé;vzoF[bal»rs"G5a»Socket

Ef rsFG;v5aF wUixSF - bié;v,004é3;v<

-iSaé?3u0"GSF rw- ypabiU;v;b3xy< 026?300 "GF r--
Yypf«U;v;b3xyF HUONGF r-- Yypf BU;v;b3xy< 10° (-)
biqbxyF-iS3=0;v3xyF A§/Eab¥C»uE;vFf«zER BIZ¥C;v<

Elz!3paFUaxy3;vYz!" 644 ?piF ¢«p-yp:v3laxy<

#UU_g_"5a&3xyf *P! FreeBSD ‘
UEA3sn5alR_&;,vFRAaYz i»¥CzEUE|C 60;v< =1rs53;v¢i"C
/dev/ g0S<

20N&_VF;b¥C»p£E@R3xXYF 3w@RXxy!2:vb;E389<
xp(04,Y@R FypYz!" ) cd(1) secae0Q£sal<
NypZ6"CwU@UES3S4;J3;vF3I°EyC;v*maPL3xy<

&Z60ig(aaF T;ba3¥Cxy< &«|S&;J3;vF"T;b;vawg(3uE
ZE @R3xy<

Aboixy#GF3=1xyO&wrstu!"F_ setuid @R;E sticky g<
_"aASAEVA;vxy3j:E!"é=Fju"6A chmod(1) <
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3.4.1. xy&°

xy2°YKO02°piF " G364?Cy!"h@?PL Vig(i3xy<

a°i3a4EE, (TB)(U9)(xy)FY!"32°_&1

4]
(TB)
(TB)
(TB)
(TB)
(G49)
(G49)
(G49)
(xy)
(xy)
(xy)
(xy)
(xy)

_ Biava"
i_FaYz!"edaecoad " C:v

% chmod go= FILE

+ & O Q@ <

-~ x s = 1

(7]

chmod(1) ee¢?PLF3!"306p,=*"G<

FILE1

8b/0z!3xyViYz!"n° (,) uk< i_Fébaec8°-|f«E@VB ("world") U;v

FILE 3u£xyF Al@VBUé;b@Rxy1

% chmod go-w,a+x FILE

3.4.2. FreeBSD ;voa

|1100|3;:vxy6FFreeBSD ENI" ":va"<

=164231;v34@[EUU[F3N/Agli<bl;v6aY&'WTL O

N°R88;vuji-|<
0;i3;v flag 1A&!";bPA33i3
filel F!"édaecl
# chflags sunlink filel
§&-|UUbda«|36aFAA&PAW
# chflags nosunlink filel

" Is(1) Edp  -lo Y(B;vei364l

ypB’

¥

f«ab|

i

@V ("world"™)
23xy

-Ixy

aelxy

¥C

ME

@R

Sticky #G
PLUID T GID

root

chflags(1) 89<i_FaiUUba«|364C;v

sunlink 13! "no"Fi_1
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#1s -lo filel

-rw-r--r-- 1 trhodes trhodes sunink O Mar 1 05:54 filel

Ap36éi‘Z,RA ~_ root !"?aii-|FGV>6aYR;vabPL<
Yate+aUUUUY A¥ chflags(1l) E chflags(2) :;zAyO4+X<

3.4.3. setuid » setgid 2 sticky xy

|1S3A&” 3xydF=i[boduart3PLabUU!c+e4EF=1PL, setuid ,
setgid zE sticky xy<

=IPLUT260N°®xa60!"13 UNIX?2

89<°fi&Fix=1DZYh9<&1y=1xyFR"}::A*I"! ID (Real user ID)

2b6!"} ID (Effective user ID) 389<

A"l 1D x?;bliiG®£!3 UIDFGh6 UID ?@R®£a!"3!"]

ID<i_F  passwd(1) w!"lVjel3vg °zA*!" ID

@RFJGF,l&V~vgi¢IFéae(;"Tz root !"|0,b6 ID
?2@RF=x!"I'YzVel3vgGN°8|xyN$ ( Permission Denied ) 3cd<

setuid xyYz? wxyCi3!p" (4) ?PLF_é-iail
# chmod 4755 suidexample.sh
iw suidexample.sh 3xy°_éail
-rwsr-xr-x 1 trhodes trhodes 63 Aug 29 06:36 suidexample.sh

PRF s
IWCy1=?3@R#G",a&L;v;bIxyC36V>F="8F1&O5xy389F _
passwd(1l) Ya°!l"<

| mount(8) 3 nosuid YZ°M"=e Binary @ROOFN°8b!"|<RC nosuid
. Wrapper YZYU éYZFTUEYZA<]@Yé<

*P2Ui=0-iF8,i/0EAeFAS00"60!"}E
passwd <wwa}£~vg3a F(C®EPACI passwd(1) ®£3!"}j:1

CEée Al

Changing local password for trhodes
Old Password:

CEé&e B1

# ps aux | grep passwd
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trhodes 5232 0.0 0.2 3420 1608 0 R+ 2:10AM 0:00.0@rep passwd
root 5211 0.0 0.2 3620 1724 2 I+ 2:09AM 0:00.01 passwd
“J"60M?@R passwd(1) FRe®E!"1 root 3b6 UID<
setgid xy3Dz2 setuid
O)Fx+"®4ai89!"UPL@R ™ F§°z;bé;v3f«?@RFG<@RRERE3!"|

<

&w;vPL setgid xyFAw chmod(1) 36pi3! (2)1

# chmod 2755 sgidexample.sh

PRz&yASF s iw#CaeLfuxyPL3c#1

-rwxr-sr-x 1 trhodes trhodes 44 Aug 31 01:49 sgidexample.sh

wz!=1-{SF"JwimS3 Shell script ?Y @R3;vF3AN°zfi 3 .
EUID ib6!"} ID @RF=?T, Shell script AN°C setuid(2) UUu}
(System call)<

setuid E setgid xy#GYZ°T§AO5xyGErUU34@[FTUb1 liors3xyl sticky
bit FYz35UU34@][<

xwg(!PL sticky bit FEASAER;v:bl«|;v<=U & alF tmp
S3;vON;bé;v3B«|<®h"<&!"=0xyFYwxyCi3! (1)1
# chmod 1777 /tmp

sticky bit xy°z t EiCxyC3}i1

#ls -al / | grep tmp

drwxrwxrwt 10 root wheel 512 Aug 31 01:49 tmp

3.5. guu?

~ae FreeBSD 3g0A2FRYUUUD-[3ufUy< }i&30° Cuos03Ea0FR? /"
gUF égl°w,e }01€ (mount)Fil’b,ea®|"k;v<

UGFE@GAbUGRA ;vUU316a04PL<

U1éa R?x~23;vUUFZ2|!123;vUU (¥2°R?01E@0 ;vUU) 3gi< w

N =ZUUbVx+3¥'< 463184a/01 lust/ , Ivar/ , tmp/ , Imnt/ zE /edrom/ <
=1g0Y2°°-0w __ letclfstab PLja< letc/fstab  ?-04;vVUUEO41843pa< éV-w

letc/fstab b-03;vUUF°w,e R rc(8) Script ?eU1éF|<i%2bPL noauto YZ<
AS+X:;YOA fstab ; <

b4;vUUA23]0:; YA hier(7) < IWRFxY4%26\806i°23g0but¢<
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~

20
/
/bin/

/boot/

/boot/defaults/

/dev/
letc/
letc/defaults/

/etc/mail/

letc/periodic/

letc/ppp/
/mnt/

/proc/

/rescue/

[root/
/sbin/

ftmp/

lusr/
lusr/bin/
lusr/include/
lusr/lib/
lusr/libdata/

lusr/libexec/

/usr/local/

lusr/obj/
lusr/ports/
lusr/sbin/
lusr/shared/

lusr/src/

80

'VUU3Egi<
Al"!l (Single-user)»Al"! (Multi-user)
[aeaGY!"3u*89 <

90UU e ®°"|3®&a»PL;<

fiP3,eiuPL;FxtjoA
loader.conf(5) <
5&Xa (Device node)FxtjoA
UUPL;E6! Script ;<
AP3UUPL;FxtjoA
no|}yU®&aFo?

304PL;<

intro(4) <

rc(8) <

sendmail(8)

¢7»¢8»¢'|'?'\
ScriptFxtjoA

ppPp(8) PLi<

cron(8) F@R3LY{®

periodic(8) <

UUOUW"+x["1843>p0<
®F (Process) ;VUUFxtj6A
mount_procfs(8) <

£0¥N"u361p>DU (Statically linked)
rescue(8) <

3®&EFXtjOA

root U°3lgli<

UAI" (Single-user) EA!"} (Multi-user)
eil"3UU®AEUUB9 <

I";v< 60G4Fi eEl /tmp

a3%¢,°0

®&lNG"<

y| 1< GY%°°8z-D,uf
(Memory-based) 3;vUUléw
=LAY?" tmpmfs 043
giop?eulr <(i?w
A0PLF xtjoA
0&?!"1a45389@4E»+"R®ENG"<
0"89» -89»+"ID<

aé Cinclude ;v<

i 44893i¢;<

UU Daemon EUU89®4

(?'fi ®4?@R)<

Aéél§R453@R;>>®aiww<
a FN? FreeBSD Port A23fP45g(i<

/ysr/locaj
OAaFxtjoA

a3e0Aa8\2

procfs(5) E

ftmp 1<

rc.conf(5)
/etc/fstab

mdmfs(8) )<

Jusr

hier(7) :;<3man

pi0FivL2?120w 7
/usr/local/share FG Port 4453:;toYw
share/doc/port <

/usr/local

wod  Jusr/src gl a>304R2g%;<
FreeBSD Port 20C (Y")<
R!"@R3UU Daemon EUU89<
aRaGY,Y43,v<

BSD =iig (ieR~23)<

¥EFG<
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{1}

Ivar/

Ivar/log/
Ivar/mail/
Ivar/spool/

Ivar/tmp/

Ivarlypl/

3.6. °n«~—

FreeBSD "?0{;v3}MA#R?;v3IK1< ;

No6aa"u37P (Log)
»l 12 76»0Nino3sQ (Spool)
;v<b OFz-.D,uT (Memory-based)

3;vUUN°18w Ivar < =1AY?’
varmfs 043  rc.conf(5)
giopreulr<(i?w [etc/fstab
A0PLFO4+Xj6A mdmfs(8) )<

azUU-G37P (Log) ;<
al"13no (Mailbox) ;v<
4aNpe»noUU3sQ (Spool) gli<

I v< =Lvwii el¥sPl°"aF|<

Ivar ?ACz-.D,uf (Memory-based)

3;vUU<
NIS U<

v3JKbEMUE-Faz:

README.TXT?/0N&3;v< FreeBSD AN!"8§;J (.txt)

2t1=?00®&;»t0;1?n e-3;v<

AN

VAwgliti< 6080SYZqbog;vFNYZb06"0;v<
gUESNYz/AR 3g0N aYz+)A243a0z¥i¢3UU<

Vig(3U+? Ral3;vig0JKFJI3la_é2° (

/)NEI06A&3!A 3g0IK< _ab6oal

foo Filiboow(}9

readme.txt E

bar F=080S0/A160} readme.txt 3;vF#d=0;v3@JFi}:;v3 1a

(Path) B? foo/bar/readme.txt <PR=2 Windows?® "?-k;v2g0JKa!"3 \ NarFH
FreeBSD w]a!AN!"°ney°ifi °neJKFR~?Fw FreeBSD !N°bB}£

c:\foo\bar\readme.txt  =aja<

B0E;vj"w;vUU (File system) ES< ¢0;vUUcha660}!23a0F}0 _Egl
(Root directory) < Jiw=0EgUéurZbi 3g0<iSoo;vUU62eL”, E;vUU
(Root file system) T /Ff 3;vUU ° 1é (Mount) wéE;vVUUEEFNrw FreeBSD
bAb60°nFabalic°”,é°n36V><

0Pabuo;vVUUF-1}9 A, B E C< ¢o;vUUG/A/0@0F}0 Al, A2 (zZUBWE  BI,
B2 E C1, C2)<

K A,0&3:vUUN "a" Is(1) ee¢cClilUgi3aaFa°ul/omail AlE
A2F_éail

60;vUU"1z0(11416C060;,vUUI< TUFGPag§ B1eC A1EIFY B
3E@(RGM ALFGw B E&36ge(3JaNIE|dl
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w Bli B2 g(0S36g;v'i*R]a /A1/B1 1 /Al/B? rZe|< ab=?w /Al
S3;v°2 6©cm?Fi| B 6 Aé (Unmount)  Ir°oEii?<

B 1éw A2 EIFY°6/ 1

43]a-t, [A2/B1 E /A2/B2<
vUUYz1wii ;vUU3g(E!< OMEI3imF C ;vUUYz1w;vUU B3 Bl
gOE!F_6ail



il CP1&C A3 AlgOE!

aYz!"A6360&3E;vUUGN-)A 3;vUU< =¥%bO"Nbb-"<

I"A0;vUU30"

¥ N&3;vUUw1!3 OYzbN&3 1é6p (Mount option) <
Oi?:F,EDOaYz8E;vVUUP"a¥F z *NM*«|ilijli&3;v<
8I"I'YUE3;vUU (i . /home ) é)i?NYzx 1," nosuid
30p1EFUYZYzxw=0;vUUS@R;3 suid/guid #Go6FYxUUV4@<

¥ FreeBSD °euEla;vUU3!"éa?0}y3;vqaéa< TUFO0b@AM;v»
oo £3;vUU2AbO0jE3;v3;vUUQa?NGYa3<
_aAbA60é3;vUUF=V-Rq"1<

¥ FreeBSD 3;vUUW!I3"0@é«<
JGFwWTLi&3™ OlllJ°U;vuuuaMA ¢<
NEAO;VUUBIwUUW!I ¢ jZ6acTuF
z¥awA&3 O8k>j¢4N4?<
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I"A6;vUU30"

¥ ;vUU3eM?«L3< §awx(i45 FreeBSD A -
3 el 160EMFY?1?aS6>73&Fwgbk>3tué @Aé"Fa"1§;vUUfi
~+),aA&3EMFJIgk>4"47<

H# FreeBSD 3 growfs(8) eec¢YzaiUy 12dV;vUU3&éM<

vUUGbw-u (Partition) S< T, FreeBSD a- UNIX2 AaF=7z3-uE600|3-tu

(i_ MS-DOS? -tu) Na<¢60-uR60Y° (F) piFA al h<
¢0-uAZAb6o;vUUFTUwpi:vUU F|1"é;vUU3°"31&4pidFNY

z!"é;vUUaw3-u?pi<

FreeBSD N°I"on>79, a0>7 (Swap space) 20U FG-.D (Virtual memory) <
=xa3lQ08;b¢ *PVA3-.D< x FreeBSD

3-.D"|37 OFi°66'wiq"|3j¢-|a0>7FJiw"[3~O-4Y

(&8 -iv>q"|3)<

bi-tubrL3!"wi<

-u wi

a YoAbE;vUU<
b Y50Aba0>7<
c 550" ?ypudeetu

(Slice)FTUEM®2iaw3aetud¥a<=Y x
A&Uuideetu"U389
(i_sn-O(C89) Yw c
-Ul@R<607?:N°6;vUU-+)w=0-
u<
d -u d
-3byprsi3’ F3?S3No!"<aziw
d E603-uda<

w FreeBSD 3°n°-t"pozetu (Slice)F_&a Windows® SRo° 1 | 4
pi3-tu<=teetu®o-"po-uF¢o-uaA;vVUUFHI""F?4i<

2tu30°w5aJKIUF 8z s ,"FJIA 1 i6°< TU "da0 sl1" ?a&"60 SCSI
sn3"60eetu<

60°n!AZbUod*DaetuF3?w*DeaetuS6Q: xé-3pasetu<=1683setud

°°A 5 (IFaz "ada0 s5" ?°60 SATA

sn!3"6060aetu<TUYzf9=1R;vUU!"354 (Device)

I °4l«lOdsetu<

aetu»"bKu" (Dangerously dedicated)" 3*D°nezEf aA -tu (Partition)
3°n¢?z\F a| h ?pi< AF°aw53JK3IUFTU "dao a" ?"0® "dangerously
dedicated" °ne da!3 a-tu< G "adals3 e" Y?2'i® SATA

sn!l"uoaetu3 Eo-u<

ECFY4%2YzazeUU!3¢0°n1F60°n3JIK°booyg?pi=0on3e-Fay?6
0pi=?#60°n30°<NdzetuFon30°A 0 i<°e3ygYzo+ °n5aJK

X&Op()ﬁ-u3_o FA/AOneJ K» S»th(\)OZE-UAF<—iYZG+
°nx»getuE-uYad-i <

on3- e i-160p*3°ngaFO UabtOf<

&45 FreeBSDEa"T6+é°nQaetuFaque'guS+)&n FreeBSD "3-u<
Hw=1-uS+);vUU (ia0>7) A.L&8=1;,vUU1ECui<

b 4. °n53JK
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°neé-:

SATA E IDE sn

SCSI sn2 USB j*5a
SATA 2 IDECD-ROM ,ne
SCSICD-ROM ,ne

Ine

4a<aé CD-ROM ,ne

SCSI °ae
IDE °&e
RAID °ne

i 13. °n»aetuE-u¥ad-i

JK

adaOsla

dals2e

i 14.°n3- @

°ne5aK

adai ad
da
cdi acd
cd
fd

mcd yp Mitsumi CD-ROM zE scd yp Sony
CD-ROM ,ne

Sa
ast

-ilA aacd yp Adaptec?

AdvancedRAIDF mixd E mlyd yp

Mylex2F amrd yp AMI MegaRAID?F idad yp
Compaqg Smart RAIDF twed yp 3ware? RAID.

G
"00 SATA sn ( ada0) !"6oeetu (
51)3760-u( a) <

"io SCSI sn ( dal) I"loeetu ( s2)
3"Eo-u ( e)<

UGET FreeBSD SD?|UU3"60 SATA °neaVqgao< (P=0°n34C? 250
GBFAH/A160 80 GB 3zetuE60 170 GB 3zetu (MS-DOS? 3-tu)<

"60eetu? Windows3NTFS ;vUU3
FreeBSD bU0{¢-uE6040-u<

=U06-uSaboo;vUU< -u

C: °neFi0Y451 FreeBSD< *-iS453

~a?E;vUU»-u d? Nar/ »u  e? /tmp/ FG-u f
2 lust/ <-U°F ¢ "2yplidEetuFTUAND,60-ul"<
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250 GB Hard Disk: ada0
Slice 1, Windows NTFS, BOGB: ada0s1

Slice 2, FreeBSD, 170GB: ada0s2

FreeBSD partition a, ada0Os2a
mounted as /

FreeBSD partition b, ada0Os2b
swap

FreeBSD partition d, ada0s2d
mounted as /var

FreeBSD partition e, adaOs2e
mounted as /tmp

FreeBSD partition £, ada0Os2f
mounted as /fusr

3.7. 182A&:vUU

VUURB6®A< _ /BO?AEFG ~ /devF Jusr

zEA wEg(é3a0R6?A FG=A i0Ab-EF5? usr/local w<

T, T:=TFY%Y:°861@0-16WN&A3;vUU!< Ivar IA1YZ°"i?3 log/
F spool/ wglizEaaa¥32";<

OE;vUU°|N?EIN?0OORFAZYY288° ¢ j+R0 Ivar A | S2i?<
060°¢|6T1ali6WN&;vUU!I3UR?1 =%;vwN&3*DiFGCne!< o

07?x];vUU (Network File System) xtYo+ X];vUU (NFS) i?,ne<

3.7.1. fstab ;

w /etc/fstab  iUbPL3;vUU°w,e ( FreeBSD .e®f )3 ®Sen%061é

(|<é;vUuUba3! noauto op)<;vaad3aa él

device /mount-point fstype  options  dumpfreq passno

device
S*W358JKFxtjoA °n5aJK <
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mount-point
vUU&1&|3a0 (a0 T"w)<

fstype
vUUe-F=2&|n mount(8) 36p< FreeBSD fiP3;vUU? ufs<

options
Y¥Yu (Read-Write) 3;vUU" rw FGa¥ (Read-Only) 3;vUUY?"
roFIUBA&AYZ3MA YZ< °e3YZ_ . noauto
2"WN&C e’ ®Seu3163;vUU< fi YZYG6A mount(8) :;<

dumpfreq
dump(8) RUZg.L#:;vUUA&*N< =a>GYzV,AP@<

passno
=0Z@.L,vUU(C30£< UC&I"(C3;VUUFi%43 . passno @&P,V<
E;vUU3 passno @+P,0 (T,A&¢abi 3A&3(C)FGH 3;,vUU3
D+e&PE¢ 0€< 8bA0;vUUIDOE3 passno @FY fsck(8) °jy6R%
(_YZ3i) (C=t;vUU<

VAAC  Jetc/fstab ;VAAEYZ3j:;joA fstab(5) :to<

3.7.2. 1" mount(8)

mount(8) ae¢?3?1é&;vUU"3<u*389zecad el

# mount device mountpoint

w mount(8) iibO|6&"3YZFN }*"3R?=11

18YZ

-a
6 /etc/fstab ilabAgb61é»gbda-" letc/fstab GHgb" -t
{I3;vuuléem?<

-d
@Rab309F3?NA3Y1}1&3UUU} (System call)< =0YZE -V UOR?W7

mount(8) 8§&0cdu9 @0"<

571&N-,3;vUU (bK)Fi?"?5'CUpEXY
(6;vUU318E>AYNCH Na¥)<

"a¥3éa1é;vUU< =0YZEw -0 YZSeeL ro 6p?6%3<

-t fstype
"geL.3;vUU->?1éeeL3;vUUFi?wb -a
YZ Aléeel->3;vUU<AP3;,vUUe-, "ufs"<

-u
V~:vUU318YZ<

-v
Eix+j:<

passno
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-W
zY¥u3ealée;vuu<

-0 YZIi*ayzn°-k36p1

nosuid
Ny7;vUU!3 setuid i setgid 64F =N?60b"34@YZ<

3.7.3.!"  umount(8)

&Ag;vuuY!" umount(8) ae¢<éaecA&O00pYz?164
(mountpoint)F54JKFzE -al?  -AwYZ<

3l fYz5'Aér3l -v Y?°Eix+j:< &PR3?607?:" -f
AN?2000RF5 Ag;vUUbYZ°MMNQxeF i!,-:vUUa3j¢<

-a E -A ?"?AéabS163;vUUFG0AYZ" -t PeeL&AE3?01aé3;vUU<
&pPR3?  -A AN°j6A&E;vUU<

3.8. ®E2 Daemon

FreeBSD ?60A8390UUFNR?:wad™ 7aYzow 60®a<
¢ooawl 7°3®@aBk}o ®E (Process) < aé3¢0eeccpd©,i60~3®EF
GbhlUURE?6IWCzULUUA’h93<

COO®EChO0EGCI3PN0 ®£y° (Process ID,
PID)FGHR®;v6¥2F¢60®END;b!Ef«<

:bIEf«3i:?"?.Lcd;vi5a?=0®£Yz,i3 (iibO| ;vxy)<

EV>3®LEch»®E< »®L?,I=0®E£3®LFi_laU Shell }EeecFShell
*MR?00®EFGa@R3acN?®£< ¢H0a"=aé4P3RE3»®EC? Shell<
boOrt3®E}0 init(8) ?20idFw FreeBSD ,e3~ O init °@(1%06 iFinit
éF?"00®£Faz 3 PID 6i¢°? 1<

bl®aAN?Pg"oIway!"I3}E3F G2w, U@R3 ORASO2E4e3Dé<

i :F xQiiluigw4+x0€03&EFiV2°NA&A}EOGYas <

0OF6?0 A60y|T|660y3@aFN?=a¢ 3+"®&<V4Y20=a®4K9
Daemon < Daemon

682?28?AV4EIS3»Y41v2Y0. NACIa+diYsa+dFYaYawa%i06th 3At<=
NR?,g BSD 3¢ ALF?6AAYAAASyUAEC30EMaE3=T<

%02:0, Deamon @R3®&aJNiic°300"F "d"< BIND ? Berkeley Internet Name

Domain 3¢uF*P!@R3®aJK? named »Apache xQili3®aJK?
httpd »R6aNpesQiu (Line Printer Spooling) Daemon ? Ipd FEUew<
3=?0w"=FAqbs[mLFi_ Sendmail O&3k Daemon ?}0 sendmail GN? maild <
3.8.1. (6®F
&UUU@RS3®EFL/0Oxb"3zecY"1 ps(1) zE top(1) < ps(1)
a¢?"?0law@RE®EFGHYZEIi%/23
PID»"1A0-.D»@R32e¢JKERIEOp?cdww< top(1)
ecY?Eiabaw@R3®EF AHp;<V~60<TUaYzUua3alua3lQaw0cd<
wiP3tuéF ps(1) aecA°Eil"a;b33@E< i 1
% ps

EPID TT STAT TIME COMMAND
8203 0 Ss 0:00.59 /bin/csh
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8895 0 R+ 0:00.00 ps

w=0-ifYz{| ps(1) 34-rOdocH< PID B?itibO[3®EY°< PID 3-g?A 1
,U6T| 99999F_3i0°G4?fip, ii-q (§& PID S3w"1FY PID N°fi~-q)<

TT c#?ee=0®awuo Console (tty) |@RFw=iYzoA[NU< STAT
?2®43E>FNYzEN&U< TIME ?=0®aw CPU !|@R3 7N =Y°N?®&avai3" 7F
T.xa,U@R®&aIFEV>3®aw CPU |@Ri°8IING 7wa < }IF COMMAND
?@R=0®&a38e¢<

boON&3YZ«lYZ"28VEii?3i:FAS60h"3«|? o auxww < a
YzEiabawe3®£32e¢FNA?aeS3< _ U Y?EI®£3;blJKZE-.D!"tu<

x Yz6 daemon ®£EIi?F G ww Yx ps(1) Eli¢co®£|ulaaF

GN\T'IGojKEI1<

top(1) Nbé)3}i< 603tutio?=%1

% top

last pid: 9609 ; load averages: 0.56, 0.45, 0.36 up 0+00:20:03 10:21:46
107 processes: 2 running, 104 sleeping, 1 zombie

CPU: 6.2% user, 0.1% nice, 8.2% system, 0.4% interrupt, 85.1% idle

Mem: 541M Active, 450M Inact, 1333M Wired, 4064K Cache, 1498M Free

ARC: 992M Total, 377M MFU, 589M MRU, 250K Anon, 5280K Header, 21M Other
Swap: 2048M Total, 2048M Free

E PID USERNAME THR PRINICE SIZE RES STATE C TIME WCPU COMMAND
E 557 root 121 r31 136M 42296Kselect 0 2:20 9.96% Xorg

E8198 dru 2 52 0 449M 82736HKlect 3 0:08 5.96% kdeinit4
E8311 dru 27 30 0 1150M 187Muwait 1 1:37 0.98% firefox
E 431 root 1 20 014268K 1728elect 0 0:06 0.98% moused
E9551 dru 1 21 016600K 2660K CPU3 3 0:01 0.98% top
E2357 dru 37 0 718M 14Kdlect 0 0:21 0.00% kdeinit4

4
E8705 dru 4 35 0 480M 98&dlect 2 0:20 0.00% kdeinit4
E8076 dru 6 20 0 552M 113Muwait 0 0:12 0.00% soffice.bin
E2623 root 1 30 10 12088K 1636Kelect 3 0:09 0.00% powerd

1

5

E2338 dru 20 O 440M 84532A¢lect 1 0:06 0.00% kwin
E1427 dru 22 0 605M 8641A¢lect 1 0:05 0.00% kdeinit4

}i3j:-MoV>< p (iIERIVR) Eii} 60®£3 PID»UU6 D&

(UUE®Aliéa)»UU3 e 7 (8lOfi~ e) zEiw3™ 7w<

w piti3f pr-12wzbAO®EAW@R»bAd-.DEA0>781"1FAbR?UU

-111A6~ 7WN&a3 CPU E>I<8bef ZFS ;vUUe«F°boR ARC
aibAdj¢A°n;R-.DOCSCE<

2373V>?ROBOCHAMFE ps(1) }i3j:e)< R_&iiFaYzi|
PID»!"IJK»CPU 163~ 7zEaw@R3ae¢< top(1)
wiiP3tuéA°blia®£"I1Ad3-.D>7< w=Z°-"/cF60?4"C (Total
size)F660?*P"C (Resident size)----
a"C?ee=0+"®4aA&3-.D>7FG*P"CY ?aeai*P!é®43-.D!"C<

top(1) ¢k 2 ;<°euVv~EiaaFy" -s YZ?iB7k3 7<

89


https://man.freebsd.org/cgi/man.cgi?query=ps&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=ps&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=top&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=ps&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=top&sektion=1&format=html

3.8.2. Ea®E

&2@RS3®£i Daemon Y%2a03é=27 kill(1) eec|]T  °(Signal) <
T°b@AAFDbbrL3R FhlY?2°R+"®4?y¥F+"®43:;t0°blaé®&a?

_gy¥ °<I"AZT °oeia;b3®EFT °ofi B3®£°fixyN$3cd<

ao3i6? root I"IF YzT °ndgB3®£<

9OUUWTHUN T °o+"®a< ]
0Pbo+"®AUENOFHO&MCiNEéI3-.D3 OFFreeBSD °T60 "Segmentation

Violation" ° ( SIGSEGY p=0®£< _’'b60+"®a"1 alarm(3) 3UUu} (System call)
&EUUW 6a 7EI-i%8F 7|13 OUURC-i"ALA" ° ( SIGALRM) né®a<
SIGTERM2 SIGKILL =/0 °YZz3?Ea®£<" SIGTERM

UR®E?¢ jbDN3éaFe®EY| °TYz68SaI"37P;4%ER &wURi&03

AIF JIWAIREETURIHZ389< WTHUB®EDYZA[
SIGTERMF_iaw06:NZS03893i<

SIGKILL Rqbi=6@®EA[< [T SIGKILL ~°n®EY°§REPSA<

i °"3 °bl SIGHUP, SIGUSR1E SIGUSRX
=1915"3 °FUN&3+"®&a°bNa3@+<

Oi?:FxaVu1xQiii3PL;FaS&}xaiiTYi~¥CPL< A~il httpd
°MAxai2liuda 7FYaYLYz|T ) SIGHUP °?Cy4lfi,< Na3 Daemon
°bNa3R,Faz!"ijd6+ Deamon 3:;toCu7?}Yze|S&3U <

Procedure: T °a®£

=0-i8°1-_gToo °m ) inetd(8) < inetd(8) 3PL;? /etclinetd.conf FG inetd(8)
‘wy| SIGHUP 3 Ofi~¥C=0PL;<

1. " pgrep(l) ?Ceé&|T °3gad®E£< w=0imS inetd(8) 3 PID, 1981

% pgrep -l inetd
198 inetd -wW

2. 1" kill(1) ?-T °<T, inetd(8) ? root abFTU"1®" su(l) e0™ root o<

% su

Password:
# /bin/kill -s HUP 198

UEApP UNIX?2 se¢?zF kill(1) @R~D AN°}idg:e<

OPaT60 °aTON?!"a;b3®EF #dR°Ei=ocd:el kill: PID:
Operation not permitted < 8Lc PID

3iIF#R°6 °Tocd3®EFAGBREASFII?G °Trdo<!"S3

PIDF#al3°tjcdl kill: PID: No such process <
,g&!" /oin/kill - f
Ap Shell cbOUa+3 kill aec< NR?:=a shell
! °1a-T °FGN?@R /bin/kill < 3&M*N&3 shell
°bNagi=?zel °3JKw<
20AY6i%2Y%Y20°FN_RAR3" Moin/kill <
&Th 3 °3iN?<%@)FREA&GECS3 TERMT KILL 001 °3JKxY<
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1¥360UUS3®£JI6 OIAN?2000R< r1? init(8) F PID 1

?60<°r'3®£< @R /oin/kill -s KILL 1 30"R?UU)O4e<
TUwaOé Return &@R kill(1) EiFj 06L& -E0©&~aé36p<

3.9. Shell

Shell OU1ee¢6%0Y"?2290UUUGFShell DWAYE3EE3zecA@RIY2< Ap Shell
Na+061bfC7°893DZF67?;vUU»;viu»aecooa»aecuCzEEidpw<

FreeBSD ba®160 ShellF/A Bourne Shell ( ) sh(1))F2ja 3 C-shell ( tcsh(1) )<
AbZEAf 3 Shell YzA FreeBSD Port 200CSCEF6? zsh zE bash w<
&"u0 Shell 00|¢oB3UO< _"a?60 C ®aPgOF#UC!"6? tcsh(1) =a C-like 3
shell YZ°UljaAl#< _'? Linux? 3!"|F#aNA°S&" bash< ¢60 Shell
cheSérE"FpC=traZzNza!"13UOFR?aY/ shell 3fal<
83 Shell DZEGR?;JéU e< »B}faeci:v3ioorFFIIOé Tab iFShell
R°eloaeci?;vIKe\3V>,e< GPab/o;v-1}9 foobar E football < &«l
foobar F#dYz}£ rm foo JIOé Tab ?.e;J<
3 Shell AEi1 rm foo F=ypiqbi=]@&u,e;JFT,bNAG0;J3,0< foobar
E football ¢? foo ,p3;J<bod* Shell °bx3861Eiab®?,03;J<
IMAA&ALBONG?-1S&3;J< }£ t JIoO Tab O6OF# Shell
3Z60a0gé3;J]N 1<
Shell 366Zra?!"1€16p< €i6p?z0p2id (Variable/Key) 3U+4"j*C Shell
3eiF6gRé Shell & >3®£¢YZz¥CUEIGPF TUIOP"LAAREIPL<
°"8idp OU1°e3¢idp2i+ 3yA< jpPREIGPIIKEFzEUpI<
b 5. °"gidp
op 5
USER gi{£3!"|IK<
PATH z6° (2)
k,3g06pF"zau@R;3]a<
DISPLAY §"w=08I6pFYyb Xorg
E3x]JK<
SHELL 21!"3 Shell<
TERM I"\Edeé-3IKF"?tOEaeb#D
Z<
TERMCAP "?@RaaEaeDZ3E&eldg (Terminal
escape code) 3i¢lZg<
OSTYPE 90UU3e <
MACHTYPE UU3 CPU Aa<
EDITOR I"OO3thoal<
PAGER I"OO3t"-0(689<
MANPATH z6° ()
k,3g00pF"zau!"#$3]a<
WN&3 Shell ¥éPLé‘|6b3ééNpéNé< W tcsh(1) E csh(1)F!" setenv
?PL&IGp< w sh(1) E bash Y!" export ?PL@i8i30p< z&-i§ tcsh(1) Shell €3

EDITOR &idpARP@V;, lusr/local/bin/emacs 1

% setenv EDITOR /usr/local/bin/emacs
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0aDZ3secw bash éY?1

% export EDITOR="/usr/local/bin/emacs"

&U,zEigigi6hSIBFA&wWaecO}EIGPEI3! $ 7G< Oi?:F echo $TERM
°Eiigi $TERM 3PL@<

Shell Sbrs"G"?pirs¢FY4%28MK9 Meta-character< fiS}°e3 Meta-character ?

* "GFiyp1;JS30R"G< Meta-character Yz"wau;JFOI?:F}£ . echo *

°E}£ Is E|6A0&3U F="T, shell °8ab3| * AG3;VR echo Eii?<

.1, Shell /0=1rs"GFY4%Yzw=1rs"Gi660@_¢ ( \) "G! %I (Escape)

Shell 3/6<0i?:F echo $TERM °NizgiEae3PLF echo \$TERM Y°aNi $TERM
=00"<

3.9.1. 6V Shell

€00V Shell }DA3é=f§??’ chsh eec< @R  chsh §°!"&i6pS EDITOR
&eL3tM0aiF_"gbPLFYAP? vi(1) < jaj Shell: ,~3 Shell 3]uJa<

(N chsh -sF ?12PL Shell GN,it*0ai< i_F GPSo6 Shell Vj, bash1

% chsh -s /usr/local/bin/bash

~3Shell " S8C /etc/shells ip< §?E 45+"®4a1202 Port 5R
Port 20C?53 ShellF #3°@U6Epé;vi<
8leoFj!"zéaec¢3E;v (j8]400,~3 Shell 3]a)1

# echo /usr/local/bin/bash >> /etc/shells
Jin~@R chsh(1) <
3.9.2. QA Shell U
UNIX2 Shell
NA?a¢3i0TFi?0056389Y x!"|@Reec»i~¢, Raec3}infi~¢ Raec3}

£ASaecSDWOM?iQ}Eeec3}iU <x=0DZ2a+3aecUI" FYOUG60Yz
JyH6!38ial"<

Shell fi~¢ R?860ae¢3}ii}E| Trdd0aeci;v<i_F&UC Is(1)
&c3}|00;vFYzhi~¢ B}l

% Is > directory _listing.txt

a03aaiw°o| . directory_listing.txt ~SFV>ee¢Yz¥C}EFi_
sort(1l) <&{E£=0yAFYfA~¢R}E1

% sort < directory_listing.txt

1£334°6{£1UIWhiIF&fi~¢ RE}E|GO0;VFY zfi~¢ R sort(1) 3i}l
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% sort < directory_listing.txt > sorted.txt

C!oab3-iSFeae¢®? ;vOr? (File descriptor) ?@Rii~¢,R<¢0 UNIX2
UUcb;vOraFiiS/A148}£ (stdin)»&é}i (stdout) zEaécd
(stderr)<¢o6a;vOrachrL3"uF}EY Z2¢&ijiuv»0gYZOUIE3?WF}H
YYZ?jkiNpeS3YiAFGcedY,6gYZ"?B0O3j:icd:e<=0aG6~,?z

110 ,u13;vOraFbiN°6x0Sa<

2’ 1"=1,vOraFShell

Z6x}i2}Ewaaaec7|q2fi~¢ Rie;v<ooari~¢ R3éa?!"Uéhym
(Pipe operator)<

UNIX2 3UéhymFx

"|"FY8/Eac3)iY|qic R|660@a<u*FUéhyms Feec3as)izad)
£|qrodoeecki_1

% cat directory_listing.txt |  sort | less

w=0imSF _directory_listing.txt 3a4°6{£J1}i|ge
less(1) F=Yx!"|[E€I3A¥2QHU}3U F,tU ?Huihi<

3.10. thoal

w FreeBSD SbAAPL"T? 0at™]"< TUF8§ZiDt"0&1?00N " 3< FreeBSD
*mBa+0at"0aiF aNYz?" Port 20C?45f 3t"0ai<

IPAAO3t 0410 ee(1)FR,PA304l (Easy Editor)< &, U!"=0041F AA}E
ee filename FAS filename ypzS&0a3;vIK< woaiSF
aboai3Dz289¢Eiwjk3!é< AS3(£2° ( ~) yhij!3 Ctrl iFaz e

yp3? Ctrl +le< §&Uf ee(1)Fjoe Esc iF3yY/ "leave editor" xY<

U "é;vbuj FoaicObz?}&";<

FreeBSD 4 Na+DZ5&3t"0aiF§? _ Vi(l)<hoai_ editors/emacs E editors/vim
YR FreeBS\D Port 20COU< =10410UV53DZF3?N¢,jAO0< 19?2100 vim i

Emacs °w7l,alRéVA3 7<

bAEA+"®AawWU|;VIA&}E °el, " 0aTF&ViiP304&TYPL EDITOR
€10p_ Shell a:;<

3.11. 5aE5axa

54 (Device) 66&A?3sD¢ jb43i1iF/0°n»Nbex»EiiEij< FreeBSD_
,&"®xSF e:e (Boot Message) SO&?°6i67|3sD5aF,e:e3Q*N° 6w
/var/frun/dmesg.boot <

¢6058¢b6058IKES°FOI?: ada0 ?"60 SATA snFG kbd0 Yypij<
w FreeBSD SeAp35a"1?°'5aXa (Device Node) 3rs;v?*"CF=1;,v°6aw
/dev <

w FreeBSD SF}x+3tol" C89#$<
6awUU!ab®ac°bbn389#$73 é®a3u*89zEY"306p<
=189#$Yz!" man a¢?(01
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% man command
fiS command S&Ayaec3JK< OIF&EE Is(1) 3x+"=FRYzL1
% man Is

89#$5-"@AOWXFEOWXbNaA30O< w FreeBSD S89#$bzeéWX1

. Maeg<

. UUu} (System call) 2cdo°<
. C ®alap<

. 5alu®a<

1

2

3

4

5. ;vaa<
6. \|EA ®a<

7. i<

8. UUU-289ae¢<
9. UUX*sii<

bitu°ha%:00°a" fiwNaWX< OoimFUUab chmod !"lae¢F3& Nb
chmod() UUu}< w=atuF&ba man(l) &Cé3wxo°l

% man 1 chmod

_Uo6?B°Cé!"jeeg chmod(1) < %°wpto °6bo+|rLWX3°guw0°a< az
chmod(1l) R?ee!"leecFG chmod(2) Y?eseUUu}<
SNAE89#$3IKFYz!" man -k ?z4i"Céab89#$30u1

% man -k mail

=02e¢°EiabOaSh!"[4i" "mail" 3aec< =wa!" apropos(1) <

S&A¥abw lusr/bin  ¥&3sec:;YY}EL

% cd /usr/bin
% man -f* | more

% cd /usr/bin
% whatis * |more

3.12.1. GNU Info ;

FreeBSD b/EA+"®42897eeRIDuX°® (Free Software Foundation, FSF)<
[189#SEOF="®A0U1666aVIbA[3wt to}0 info ;< =LvYz!"
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info(1) ae¢?A¥Fil8h5 editors/lemacs aY?" emacs 3 info @4A¥<

&"  info(1) secFAA}E1
% info
&CépbA:;j0 h iF§&C:0'ae¢6+j0 ?i<
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Chapter 4. 45+"®4a1202 Port
4.1. -a

FreeBSD a+(3UUB9CFUG FreeBSD N
OU1/a45 1€1D3%00U-18R=1ig453 FreeBSD Port 20CFzERi80603
Binary 453 Binary 20C</aé=¢Y!"*%3EDix]?45ID<

¥]=WFa§1y1l

¥ Binary 20C2 Port 381<
_0{|S-®| FreeBSD 3"0éID<
_g!" pkg UU Binary 20<
_god?e Port 20C3"0éID=lg<
_g{|+"®&S453;v?]*4513PL<
8§1D450068&_g"U<

K K K K K

4.2. 451D3-&

1508w UNIX2 UU45°UéID Fhoo20&91

1. {|AHé&IDFéIDbYZz=ugi Binary 8&-.<

2. &-.34ayaclD< -.384%°, tarball Az®4acF compress(1) , gzip(1),
bzip2(1) T xz(1)<

3. {#C  INSTALL READMEil doc/ mg0¥é3;vA¥ g458ID<

4. 8ID?z=lig3a4-.YA&OOEID< =YZ°A&Uj Makefile T@R configure
Script<

5. 7jA458eID<
FreeBSD Port 28ePg"?eUHA=1Ig06+"®Aau0®E36Ud;VF«" Port
3;vIA1e0éé»yac»U,»00245+"®43"&j:<
8ID[\G FreeBSD C"A7{FYZ°A&% 6tlarZa*45A@R<

~J_UFgiShw’ 24,000 0"Ue+"®aS*6-@| )
FreeBSD<xYR F=1+"®&aN°0"130603 20 (Package) Ueéé<

=1 Binary 20Y!" FreeBSD 200Uze¢?0UU<

Nr? Binary 20i} Port ngE[Fg" Binary 2of Port
?45+"®aFHé+"®a8bOE3®AI[\645FY °elid45e®al<

FreeBSD Binary 20SAb60+"®4Sabfido03aec»PL;zEtoFBinary
2oYzZ!" pkg(8) ae¢?UUF_ pkg install <

~J/a-1<°O)F3 Binary 20E Port b4é3Té< &5a&453+"®AAE?Y/<
Binary 20T&a

¥ +"®4a4c Binary 203 tarball °¢&¢=iig3 tarball A&M<

¥ 45 Binary 20NA&003™ 7FUC)~31Q&45¢-3+"®4_ Mozilla, KDE i GNOME
=3E30xA&<
¥ Binary 20NA&1yw FreeBSD !06ID3a®<
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Port 20Ta
¥ RC Binary 20"TgYZWéApUU!@RFl/z°°C"j1/z"30<')'YZ?ObFR Port
?0avYVviooYz<
¥ V>+"®3a009YZ°2&453DZb4FOi?: Apache
¥beCNa3a+YZYzPL<

wTHtuFa%,3+"®a° wA0N&a3 Binary 20F_ Ghostscript b

ghostscript-nox11

§+"®4ab60z!3069YZ¥¢="=06a7u! Binary 20<

/a Binary 20F"?u?}b45 Xorg<

V>ID3®x,-S6az Binary aa-.< =alD"iz=lig-. AREA!"!06<
V>BANO™ Binary -. *FaUA¥=iig?Cii?}°c3BO<

¥ =gY2'e030,<

&LM:< Port 3V~Yz0A

FreeBSD Port ngrs

w4569+ ®AEIF6CH
2}b26+"®40434@[BONE
2(CabS453+"®4?}bS&34ae<

2 FreeBSD Port BOnqgrs

https://vuxml.freebsd.org/
pkg audit -F

*Wag?3V>§:; gw FreeBSD !" Binary 20E Port 204520U"01éID<

4.3

. aulD

FreeBSD !'Y453IDyANOW23F b6aéaYz?{zS453ID1

¥ FreeBSD xybU-6>YU3}~+"®ayAFw
YZzE+"®&4JKIilD-2?00 Port< *

R Dan Langille U-3

ghostscript E

<

https://www.FreeBSD.org/ports/ <

FreshPorts.org FOUJU3GU89AHY ;<w Port

20CS3+"®&adV<e$3!"Yz+)en3)dyA°elk-Imnovsd Port
3V~j<*

§{N|eeL3+"®4FYzd|xy

FreeBSD xy

&UU Binary 20;viS3+"®aY1

# pkg search subversion
git-subversion-1.9.2
java-subversion-1.8.8_2
p5-subversion-1.8.8 2
py27-hgsubversion-1.6
py27-subversion-1.8.8 2
ruby-subversion-1.8.8 2
subversion-1.8.8_2
subversion-book-4515
subversion-static-1.8.8_2

subversion16-1.6.23 4
subversion17-1.7.16_2

SourceForge.net i GitHub.com GUFiJo4|

(Cé+"®4?)S6-®< *

20JK/A *0°FHS§ Port I" Python ,ufFN°/A"2068203 Python
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*<b! Port °bA0 *Y!"F_ Subversion
FTOOYZNAFbAO *Y"F=0imSxeep>DU *3

Subversion<waelL&45320° F}O!" Port ?2W?zeLé+"®&FPort

?2W?ae+"®aw Port AS3]4<0}£60

# pkg search -o subversion
devel/git-subversion
javal/java-subversion
devel/p5-subversion
devel/py-hgsubversion
devel/py-subversion
devel/ruby-subversion
devel/subversion16
devel/subversionl7
devel/subversion

devel/subversion-book
devel/subversion-static

pkg search A3! -0 ?6i¢020?W1

pkg search EN!" Shell E#"G (globs)»ampi=»Oxri;viS3fi fi ad<w45 )
ports-mgmt/pkg 1 ports-mgmt/pkg-devel  EIFY6+ pkg-search(8) zCEVAXx=j

8§ Port 20CS45Fbpoé=YzCé Port AS3*% *<&{|
whereis file FAS file ?&453®al

# whereis Isof
Isof: /usr/ports/sysutils/Isof

iFNY!" echo(1) 1

# echo /usr/ports/*/*Isof*
usr/ports/sysutils/Isof

jPRF=N°EiSéép Jusr/ports/distfiles

060é=?"" Port 20Ca+3ane ?{ID<&!"Gu3DZAS cd
JI@R  make search name=program-name
Isof 1

# cd /usr/ports

# make search name=lsof

Port: Isof-4.88.d,8

Path: /usr/ports/sysutils/Isof

Info: Lists information about open files
Maint: ler@Ilerctr.org

Index: sysutils

B-deps:

Port aw3-eFY}£

20S06gS?l,03;v<

|
FAS program-name ypID3JIK<Oiul

(similar to fstat (1))

<

lusr/ports


https://cgit.freebsd.org/ports/tree/ports-mgmt/pkg/
https://cgit.freebsd.org/ports/tree/ports-mgmt/pkg-devel/
https://man.freebsd.org/cgi/man.cgi?query=pkg-search&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=echo&sektion=1&format=html

R-deps:

a+300e 1" Eu;a3j:<8ii:eeiA& INDEX :FY@R
| make fe:tchindex ?86}~3/U;<x INDEX "w F make search
" éY@RJE30009<

"Path:" URyp Port 3aw#a<

8§N&2E=dAj:FY!" quicksearch DZ1

# cd /usr/ports
# make quicksearch name=Isof
Port: Isof-4.88.d,8

Path: /usr/ports/sysutils/Isof
Info: Lists information about open files  (similar to fstat (1))

§&_QRVbHA31]DF!" make search key= string i make quicksearch key= string S
'S?ggggw<étﬂvz?év>3éy»on'rOEZOFxNyJ®a3JK_Yz{|2r
LOOO4A3 Port<
xI" search T quicksearch ~FOU3"SN-éMp< ut "LSOF" °2ad "Isof"
>0a3U'<
4.4. 1" pkg UU Binary 20
pkg ?~0y20UU89"2CyA 89FOUAADZx"U Binary 20VoVPA<
UCAS&!"w FreeBSD 0606y!fid06 Binary 203yuF!" pkg UU20¥S$6<
3PFUCH#!S&A=(igi!"ei3;vioo3yuFY° A& Port UU89 <

T, pkg 1Z0U Binary 20FazNZx0,0y Port UU89F=189Y"?45?¢ Binary 2
Port 20C3IDFG pkg 1245 Binary 20<

4.4.1. U!" pkg

FreeBSD a+il (Bootstrap) 89Y"?é&A45 pkg EAg9#$<=089?Pgw FreeBSD
*10. XEi"<

N?ab FreeBSD *EASENUIG®EFGIEN3YASC
https://pkg.freebsd.org/  FUNEN3 *F"1j?" Port 20Ci; Binary
20?45 pkg<

&il (Bootstrap) UUj@R1

# /usr/sbin/pkg

a"TbY"3xPx]DéUIu®a!"éY D<

}YF&45 Port 20FYI@R1


https://pkg.freebsd.org/

# cd /usr/ports/ports-mgmt/pkg

# make
# make install clean

x56=I"A pkg_*
893.bUU™ F"1§{¢1/0"~3a4F_U~389r°4Eb#1S45 320<pkg
45]IF 1 @Rzéeec820i¢IAA a&/0|~ aal

# pkg2ng
! ~453 *T[\456g UEIDTUNIO=02(<
# =0201c=A=<0220i¢1/,* pkg 384FA pkg_*
89RNéoaM!"<

20¢1/03 ®YZ°Ta4/0,~ * >cd<¥aF=icdGY4@A
I [FXI_UFJbw@R pkg2ng
Ig="D/03IDyAF=1+"@&Y "T#(fi~45<

,1&' FreeBSD Port 20C°§~ID3j:e$| pkg G<A 20j¢IFFreeBSD * 10.
EiA&w letc/make.conf 3£URL1

WITH_PKGNG= yes

AP pkg °!" FreeBSD 2000y ( Repository ) 3 Binary
20<8&CEb406é020;VvI3j:Fjo+ I" Poudriere 0620 <
A pkg PLYZ:;jo+ pkg.conf(5) <

pkg 3"=j:Yw pkg(8) 89#$IN36gOp@R pkg ?CE<

¢0 pkg secOpG-lweec8o#$<&A¥ pkg install 389#$FY @Rzéae¢l

# pkg help install

# man pkg-install

*WXe\3V>8°i-I" pkg @R®"3 Binary )
20UU89<¢0i-3ae¢G°OUAOOPY!"Fjo+aec3:;i89#$zCEX+j:i
VA-i<

4.4.2. CEb4S45203;:

b4S45wUU320i:Y?" @R pkg info
?(0F8@R \eeLOgOpF8°6iabS45ieel 320 *<

i F&CUS453 pkg *Y@R1
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# pkg info pkg
pkg-1.1.4 1

4.4.3. 452-?0

&45 Binary 20Y!"zése¢FiS packagename ,&45320JK1
# pkg install packagename
=02ec°!";Vi3j¢?.L&453ID *zE?}bdg\4530E<i_F&45 curll
# pkg install curl
Updating repository catalogue
{usr/local/tmp/All/curl-7.31.0_1.txz 100% of 1181 kB 1380 kBps 00mO1s

lusr/local/tmp/All/ca_root_nss-3.15.1 1.txz 100% of 288 kB 1700 kBps 00m00s

Updating repository catalogue
The following 2 packages will be installed:

m

Installing ca_root_nss: 3.15.1 1

T

Installing curl: 7.31.0_1
The installation will require 3 MB more space
0 B to be downloaded

Proceed with installing packages [y/N]:y
Checking integrity... done
[1/2] Installing ca_root_nss-3.15.1 1... done

[2/2] Installing curl-7.31.0_1... done
Cleaning up cache files...Done

~320zE6g0,0E453r520YwS45320yASii|1
# pkg info

ca_root nss-3.15.1 1 The root certificate bundle from the Mozilla Project

curl-7.31.0_1 Non-interactive tool to get files from FTP, GOPHER, HTTP  (S) servers
pkg-1.1.4_6 New generation package manager

NoA&320Yz!" pkg delete ?-|Fi_1
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# pkg delete curl
The following packages will be deleted:

E curl-7.31.0_1
The deletion will free 3 MB

Proceed with deleting packages [y/N]:y
[1/1] Deleting curl-7.31.0_1... done

4.4.4. 5654520

@Rz83cFY§S4532056()~ *1

# pkg upgrade

=02e¢8°¢,US453 *2w;vi-eS3 *FAA:vi56=120<

4.4.5. BCS452%0

W 063 "®aSY-YZ°-IIDAsF&({i=1®4F Y!" pkg
a+3BCe <&CéS45wUUI3ID?}bogSa33eY @R1

# pkg audit -F

4.4.6. eu-|\I"320

-|éc‘)onZ°ééNoA&!"BO,EZO<NOA&BOEZO?XOIyﬁZOé45320
( c20)FYz!"zé2eceud7A-|1

# pkg autoremove
Packages to be autoremoved:
E ca_root_nss-3.15.1 1

The autoremoval will free 723 kB

Proceed with autoremoval of packages  [y/N]:y
Deinstalling ca_root_nss-3.15.1_1... done

T,0E445320K9 el (Automatic)
20FG<e020x200453=TN?T,i 20a0EFYz!"zééaCél

# pkg prime-list
nginx

openvpn
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sudo

pkg prime-list ?60*JeecFL’w ) - A
lusr/localletc/pkg.conf  F[AbAEAR OdeecYz"?CéUU3%0i¢IFi_Faec pkg
prime-origins  Y"?CE!ayA3?W Port g1

# pkg prime-origins
www/nginx

security/openvpn
security/sudo

=>yAYZz"?i~06ab45wUUS320F!" ports-mgmt/poudriere 1 ports-mgmt/synth
=e300689<
&8§604503208-", "el" Yz"1

# pkg set -A 1 devel/cmake

x20,8420 (Leaf Package) Hoe-, "e("FY°d pkg autoremove @Yi?<

&e-60450320, " < eu'vYz'1l

# pkg set -A 0 devel/cmake

4.4.7. A=20j¢l

N_|U320UUUUFpkg bei32oi¢tik>e FUDZfiP?,i3<

I &!a893 Script k>20i¢TYw periodic.conf(5) PL
. daily_backup_pkgdb_enable="NO" <
&A=08i20i¢13k>FY @RzézecA§ Ipath/to/pkg.sql  00,k>3#a1

# pkg backup -r /path/to/pkg.sql

I §&A=b89 Script & >3k>"IwWA=1dyac<

&#ak> pkg i¢IFY @Rzéae¢FA00 Ipath/to/pkg.sql  ,:x3;vIK2#a1

# pkg backup -d /path/to/pkg.sq]l

4.4.8. - 32
AP pkg °j* Binary 2owoCg0L"w pkg.conf(5) S3

PKG_CACHEDIFFA®'a}l45320Q*<jA 3 pkg
°'4abdi320F8&-|=1" 3 Binary 20FY@R1
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# pkg clean

I"zéaecYy>@V30C1l

# pkg clean -a

4.4.9. 0j20 Metadata

w FreeBSD Port 20CS3IDYZ°3&0& °30jF&y.=0BOY!" pkg
a+3ae¢?V~20?W<=<°b"Fi_ lang/php5  fi~¥Yad,
AUEIlyp * 5.4<
&VilaimS320?WFY@R1

# pkg set -o lang/php5:lang/php53
000iMF&V~ lang/ruby18 , lang/rubyl9 FY@R1

# pkg set -o lang/ruby18:lang/ruby19

HOOIMF&V| libglut ¥4"®&13?WA graphics/libglut

# pkg set -o graphics/libglut:graphics/freeglut

WV20?WEIF@11&360A?&M~4520F?xOE3%0N& 1"(
i13?W<&5'i~450E20FY @R1

# pkg install -Rf graphics/freeglut

FVAN

lang/php53 TU lang/php5

graphics/freeglut

4.5. 1" Port 20C

Port 20C?a6p0o Makefiles »0, EOr;VF¢o«=1:vY"?06245wW FreeBSD
1360+"®aFxK,60 Port <

APFPort 20Cj"w {usr/ports  3m@lé<

w"®aYz!" Port 06EIF"1845 Port 20C<8w45 FreeBSD
- gb45FYz!"zéfS6aé&a451

Procedure: Portsnap é=
FreeBSD 3ufUUAA PortsnapF=?60Y"?CE Port

20CDA00:389Fj+0Ab!":!"=c‘)éa<U89°Dé| FreeBSD
3xyF+yvYFJIéé Port 20C3~Q*<éXY?&"?(+abSéé;v3Ju[<

1. &éeé&cl3 Port 20Cop (Snapshot) | /var/db/portsnap
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# portsnap fetch
2. x'6O0@R Portsnap ~F&adyacop| lusr/ports 1
# portsnap extract

3. WM 6! Portsnap 3U9EIFEIYIA&@Rzéaec?V~ lusr/ports

# portsnap fetch
# portsnap update

xI" fetch "NYa @R extract i update _1

# portsnap fetch update

Procedure: Subversion é=

§&CEVAU Port A3_"Fi§b*%38VA&U-FYz!" Subversion ?CE Port
20C<jo+ Subversion Primer ?CE Subversion 3x+:;<

1. "145 Subversion rY"?Ci (Check out) Port A<§S"w Port
A3Q*FY!"Uéa4ds Subversionl

# cd /usr/ports/devel/subversion
# make install clean

§[c=!" Port AFiS3!" pkg ?UU20FY!"20?45 Subversionl
# pkg install subversion
2. Ci Port A3Q*1
# svn checkout https://svn.FreeBSD.org/ports/head /usr/ports
3. 8A&FwW'6© Subversion CilY!"zésecV~ Jusr/ports 1

# svn update /usr/ports

Port
20CSAbypNaID-e3a0F¢0-2¥E3malypto+"®aF¢oaApo"?bi

FreeBSD _g00245é®3;v3+"®amgixK9 Port Skeleton F¢o Port Skeleton
°Abzé;vEgll

1

105


https://docs.freebsd.org/en/articles/committers-guide/#subversion-primer

¥ Makefile 1aA"?:;+"®4& gO0»&456®4|#3Mné<
¥ distinfo 1aA006 Port "iéé3;vIJKzER+g (Checksum)<

¥ files/ 1Ug0Ab06245®4| FreeBSD ~aA30,;<UglNYZAbfi "?206 Port
3;v<

pkg-descr 10U®&aVx+3:;<
¥ pkg-plist 1Port 453ab;vyAFNA °b0 Port UUy|45 &-|#6%;v<

V>Port Ab  pkg-message ifi ;v'?"Urstu<&CEb4=1,v3x+j:FzE Port
3-&Yo+ FreeBSD PorterOs Handbook <

Port SANA*P3=igFx, distfile Fwoo Port yac °enéé3=ug|
/usr/ports/distfiles <

4.5.1. 45 Port

euva2°¥ _g!" Port 20C?45»-[ID3p*"=< make
Y"3gaE&iopx+:;YOA ports(7) <

wo000g Port 20iFj8&~S3_iWXafnoEé=V~ Port
20C<456g UEIDGYZ° ¢ \4@[aaeF+awa5idA¥

" https://vuxml.freebsd.org/ 1y Port S&34@[BO<i'w¢©45~ Port
T@R pkg audit -
F<UeecYzPLW¢7UU4@[(C eu]4@[BCzEV~aeeiti<
&CEVA|:Fjo+ pkg-audit(8) E periodic(8) <

I" Port 20C°0Pa;bYa°Dé3x]Fa N°A&we6!"!3xy<
&00A45 PortFAz00(|&453 Port ¥8FJI}E make
install F:eS°Ei453QA1

# cd /usr/ports/sysutils/Isof

# make install

>> |sof 4.88D.freebsd.tar.gz doesn 't seem to exist in /usr/ports/distfiles/.
>> Attempting to fetch from ftp://Isof.itap.purdue.edu/pub/tools/unix/Isof/.
===> Extracting for Isof-4.88

[extraction output snipped]

>> Checksum OK for Isof_4.88D.freebsd.tar.gz.
===> Patching for Isof-4.88.d,8

===> Applying FreeBSD patches for Isof-4.88.d,8
===> Configuring for Isof-4.88.d,8

[configure output snipped]

===> Building for Isof-4.88.d,8

[compilation output snipped]
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===> |nstalling for Isof-4.88.d,8
[installation output snipped]

===> (Generating temporary packing list

===> Compressing manual pages for Isof-4.88.d,8

===> Registering installation for Isof-4.88.d,8

===> SECURITY NOTE:

E  This port has installed the following binaries which execute with
E increased privileges.

lusr/local/sbin/Isof

#
Isof . .
?A&_QAxyrbT:@R3®éFTU><é®a45]"_°E'|'4@[8b<c’)ﬂ45]"¥°E'|'
aecOi<
bt Shell °§ PATH
€i6pSadeiSY"32ec00CF?23w@Ra=1ee¢ 3CélA< tcsh Shell
3IM+IE rehash ?x~453ae¢cNiael]u]a¥Y!"<8w sh Shell Y!" hash -

r<jo+ Shell 3:;t0zCEVAj:<

45'®S°+)89"3mg0"?j"()6_2"3;v<Y-|UﬂG?XB°n>7AA6é15
6~ Port  M"BO1

# make clean

===> Cleaning for Isof-88.d,8
#

! 8S&00=0r0320FYz006 Port " make install clean <

45.1.1. e0 Port 45

V> Port
OUOBYZFY"? ii43+"®4S3G0o»4@YZ»ifi §A£e(3Z0<=23+"®4
im/0 www/firefox , security/gpgme zE mail/sylpheed-claws <8§ Port OE3fi Port
bYPL3YZ FfiP3ea°Oil"lY/YAS3YZF=YZ°x453 ®2!x1"189
p©<& =0tuFYO©PLAabYZFA&w Port skeleton S@R make config-
recursive FJlo@R make install [clean] 006245& Port<

I"  config-recursive ~F°!" all-depends-list Target ?yCab&PL Port

l yA<+o@R make config-recursive  1|abOE3 Port YZ¢SL Fi| Port

3YZhuN°0iiF?&LAbOE3YZ¢S3PL<

bAEAEAYzA~QE Port 300YZyAFz¥woo6 Port

EI3E»-[iIVj=tYZ<é=E(? cd QEADb Port 3g0A}E make
config <Ab56oé="2!" make showconfig <}I60é=?@R make rmconfig
?-|ab-Y/'3YZFxaZofA~PL<=1é=w ports(7) Sghx+3:;<

Port UU!"  fetch(1) ?é&vFIENAEA38IGpYPL<§ FreeBSD UUWLMNi
FTP/HTTP yUiiTiuFYzPL FTP_PASSIVE_MODEFTP_PROXYZE FTP_PASSWORD
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Bp<jo+ fetch(3) CEJUEN38pyA<

UC#1c=06IDé|xPx]3!"IFYw Jusr/ports €@R make fetch ?é8ab3
distfilesFi?YwT0-e3@0SFi_ lusr/ports/net  FiselL3 Port Skeleton

S@R<&DB3’?F§ Port b6g3OEFw-e1 Port Skeleton S@RUgecA ) N°

eéeOEwii -3 Port distfiles<Y!" make fetch-recursive  ?&&abOE Port 3 distfiles<
WV>0ptuFi_xéeéi«~bei3*% distfiles ;viFY!" MASTER_SITES8p?3,w

Makefile Seel3éé# <x&eselLoy3# Y1

# cd /usr/ports/directory

# make MASTER_SITE_ OVERRIDE=\
ftp://ftp.organization.org/pub/FreeBSD/ports/distfiles/ fetch

Ny!" WRKDIRPREFIXE PREFIX8p?3,iP389Egagl<i 1
# make WRKDIRPREFIX=/usr/home/example/ports install

°00w lusr/home/example/ports 3 Port A45ab%¥a | /usr/local é<
# make PREFIX=/usr/home/example/local install

°00w lusr/ports  Port A45| lusr/home/example/local  <Ji1
# make WRKDIRPREFIX=../ports PREFIX=../local install

?8 PL89Egaagl<

=15pNY0,8i6pPLFj6+a!"3 Shell 89#$?CE_gPL&IGp3:;<

4.5.2. -|S453 Port
453 Port Yz!" pkg delete y|45< !"=0ae¢3-iYzw pkg-delete(8) 89#${|<

TIFYw Port 3glé@R make deinstall 1

# cd /usr/ports/sysutils/Isof

make deinstall

===> Deinstalling for sysutils/Isof

===> Deinstalling

Deinstallation has been requested for the following 1 packages:

E Isof-4.88.d,8

The deinstallation will free 229 kB
[1/1] Deleting Isof-4.88.d,8... done

+oA¥ Port y|4513:eF8bogOEE Port
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3+"®&F=1j:°BEi(?F3y|453@EI°aM<w=atué}Of~45+"®4?
1-OE[<

4.5.3. 56 Port

Iy 7w-FPort
20CS°b~ 3IDY"<*X8:;_g(C?}bYz563IDE_g56<

&(CS45 Port ?}b~ Y'"Fjd&LS45}~ *3 Port AF!"
i Procedure: Subversion é= S:;3&e¢?V~<w FreeBSD 10
2V~3 *Fi§20UUS/0, pkgFYz!"é06ae¢6iS3453 Port Sb#1S™ 1

# pkg version -| "<"
w FreeBSD 9. X 2jA3 *FYz!"@6ae¢6iS®453 Port Sb#1S™™ 1

# pkg_version -| "<"

WA56ETF0A;»A¥ ) lusr/ports/UPDATING
S561UUS45<=0;vS°:;;4aBOEwW56 Port
# TYZPA&!M@R3rd20Fi_vaaVi»PL;#aVi»i6g28

) *NOéB’B,(~)<éB#12a&56 Port
O43xiFAEp=1&i@R56<
4.5.3.1. 5620U Port 389
Port 20CAbp089YzQR56F¢6a89¢cbATAESA<

Ze€A Port 45°!" Portmaster i PortupgradeFiwbj~3 Synth Y!"<

| #6a89UrLUU?}y3Y/C.CUUUUK<+aw!"6g=189E(§
. k>jt<
4.5.3.2. " Portmaster 56 Port

ports-mgmt/portmaster  ?Y"?56S45 Port 3MU89FiAI"1l FreeBSD
HTUU45389FNA&OER Port ij¢I¥Yw FreeBSD I"F&!" Port 45U89Y1

# cd /usr/ports/ports-mgmt/portmaster
# make install clean

Portmaster § Port L"~"Uaé-1

¥ E PortlgbOEHNNG&6ghA Port OE<
¥ Oé PortlgbOEF36f Port OE<
¥ -E PortlbOEFH/i8 Port OE<
¥ " PortlbOEF3qbsii Port OE<

&6i=60-eAlU?}b~ 1

# portmaster -L

Procedure: Portsnap é=

?CE} b#! Port
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===>>> Root ports (No dependencies, not depended on )
===>>>spell-3.2.06_18

===>>>screen-4.0.3

E ===>>>New version available: screen-4.0.3_1
===>>>tcpflow-0.21_1

===>>>7 root ports

===>>>Branch ports (Have dependencies, are depended on )
===>>>apache22-2.2.3

E ===>>>New version available: apache22-2.2.8

===>>> | eaf ports (Have dependencies, not depended on )
===>>>automake-1.9.6_2
===>>>pash-3.1.17

E ===>>>New version available: bash-3.2.33

===>>> 32 |eaf ports

===>>> 137 total installed ports

E ===>>>83 have new versions available

Ueec"?56ab” 3 Portl

# portmaster -a

AP Portmaster °w«|S*w3 Port Tk>20F8"D45~ Portmaster
°«|ék><!" -b ?x Portmaster N°el«|k><3£
3U0eaF°w56¢0 Port iO1:e<[bAEAY"3 YZFjA¥
portmaster(8) 389#$?CEx+3"=<

8563 ®->cdFY3£ -f 256Af~006ab Portl

# portmaster -af

Portmaster NY"?45~3 Port |[UUFwOOE45~ Port
156abOEe«<&!"=0DZF&eeL Port #C Port 20CS3#al

# portmaster shells/bash

VAb4  ports-mgmt/portmaster  3j:Yph pkg-descr CE<

4.5.3.3. " Portupgrade 56 Port

ports-mgmt/portupgrade ~ ?060Yz"?56 Port 389FU89°4562Yz"?20U Port
3+"®&FIA&OE Ruby<&45é Portl
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# cd /usr/ports/ports-mgmt/portupgrade
# make install clean

vy@R56E'|'!"U89F+D!" pkgdb -F ~OS453 Port
Alaéaecda3dabi:No6\32o0<
&56ab45wUU!" "3 PortFY!" portupgrade -a Fi!3! -i
°wt02056 éB&~1

# portupgrade -ai

&562eL 3+"®aG<abY" Port Y!" portupgrade pkgname F<°fi&3?F&3! -R
?856eeL+"®3abOE3 Portl

# portupgrade -R firefox

g!" -PFPortupgrade °ow PKG_PATH
yAS3*%@0SulY"320<8§*%qbY"320F Y *AFaéé<§20¢c=w*%iFa

{|FPortupgrade Y°!" Port ?45<& 1]@!" Port 45FY!" -PPF=0YZ°bi
Portupgrade §qb2oY" 6U451

# portupgrade -PP gnome3

§AS&eé Port distfiles i2oF!" -P 6p<8N&0014569¥4¢ F!" -F<jo+
portupgrade 389#$?CEabY"YZ3VAj:<

VAb4 ports-mgmt/portupgrade  3j:Ypii pkg-descr CE<

4.5.4. Port 2°n>7

I" Port 20C°ly” 7U&°n>7<w06245 Port ]JEIFw Port Skeleton S@R make

clean Yy|2/3 work @(<8!" Portmaster 245 PortFY°ed-|églF|<!" -
K<8b45 PortupgradeFUese¢§°-|abw Port 20C3*%Q*S{|3 work @01

# portsclean -C

|UEGFAEA" 3=ug-R;v°j*w lusr/ports/distfiles  <!" Portupgrade
«|abNo6o6g Port au"3 distfiles1

# portsclean -D

Portupgrade Yz-|ab\66g45wUU!3 Port aii"3 distfiles1

# portsclean -DD

8b45 PortmasterFYY!"1
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# portmaster --clean-distfiles

APF§ distfile +&3«|F=02e¢°zUU3€4R!"|&~<

|[1z!eecOF ports-mgmt/pkg_cutleaves  Yeéu-|NoA&!"3 Port<

4.6. " Poudriere 00620

Poudriere ?60!" BSD ®x,-"?+)27{ FreeBSD 20389<i!" FreeBSD Jail
?+éé)3QbéiF:1 Jail Yz"?062giawUUNa FreeBSD
*320FN&a3%2YzwOe, amd64 3UU!06U i386

"320<20006]"I321ga°2{€60y| @O&<=120YR pkg(8)
Efi 200089!"<
Poudriere Y!" ports-mgmt/poudriere 207 Port 45<45]7°b60-i3PL;

/usr/local/etc/poudriere.conf.sample <QEU,v|
lusr/local/etc/poudriere.conf  FOAQE3;v?ql*%3PL<

“JwUU!@R poudriere ANOL&!" ZFSF31"1?bOf3<x!"1 ZFSFY"iw
{usr/local/etc/poudriere.conf &l ZPOOLzE FREEBSD HOST+PL|60} 360y<L’
CCACHE_DIRY, "™ devel/ccache

0C3DZ?20C0o6U ANO#A °063®4g306©p<8§ poudriere

i¢C6|60€)3z0A1€| /poudriere YZ°;jé¥Fi PLZgC"AP@¥$0<

67|3"UTDQY"?L'&é_@RAG(‘)()C’)<AG’_$63FG-.DFNr? RAM
1a0>7F8FG-.DN$F00 Jail 3198°jaAdy|F°MNii3cd:e<

4.6.1. GuUH Jail 2 Port A

WPLEIFGUH poudriere 245 Jail ERiaA3 FreeBSD A2 Port A<!" -j ?eelL Jail
3JKzE -v ?eeL FreeBSD 3 *<w@R FrquSD/amd64 3Uuty!” -a ?PL&!"3A2,
i386 1 amd64 FiP°C"!" uname aEi3Aa<

# poudriere jail -c -j 10amd64 -v 10.0-RELEASE

====>> Creating 10amd64 fs... done

====>> Fetching base.txz for FreeBSD 10.0-RELEASE amd64
/poudriere/jails/10amd64/fromftp/base.txz =~ 100% of 59 MB 1470 kBps 00m42s
====>> Extracting base.txz... done

====>> Fetching src.txz for FreeBSD 10.0-RELEASE amd64
/poudriere/jails/10amd64/fromftp/src.txz 100% of 107 MB 1476 kBps 01m14s
====>> Extracting src.txz... done

====>> Fetching games.txz for FreeBSD 10.0-RELEASE amd64
/poudriere/jails/10amd64/fromftp/games.txz 100% of 865 kB 734 kBps 00mO01s
====>> Extracting games.txz... done

====>> Fetching lib32.txz for FreeBSD 10.0-RELEASE amd64
/poudriere/jails/10amd64/fromftp/lib32.txz 100% of 14 MB 1316 kBps 00m12s
====>> Extracting lib32.txz... done

====>> Cleaning up... done
====>> Jail 10amd64 10.0-RELEASE amd64 is ready to be used
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# poudriere ports -c -p local

====>> Creating local fs... done

====>> Extracting portstree "local" ...

Looking up portsnap.FreeBSD.org mirrors... 7 mirrors found.

Fetching public key from ec2-eu-west-1.portsnap.freebsd.org... done.
Fetching snapshot tag from ec2-eu-west-1.portsnap.freebsd.org... done.
Fetching snapshot metadata... done.

Fetching snapshot generated at Tue Feb 11 01:07:15 CET 2014:
94a3431f0ce567f6452ffde4fd3d7d3c6eldaldl3efec76100% of 69 MB 1246 kBps 00m57s
Extracting snapshot... done.

Verifying snapshot integrity...  done.

Fetching snapshot tag from ec2-eu-west-1.portsnap.freebsd.org... done.
Fetching snapshot metadata... done.

Updating from Tue Feb 11 01:07:15 CET 2014 to Tue Feb 11 16:05:20 CET 2014.
Fetching 4 metadata patches... done.

Applying metadata patches... done.

Fetching 0 metadata files... done.

Fetching 48 patches.

(48/48) 100.00% done .

done.

Applying patches...

done.

Fetching 1 new ports or files... done.

/poudriere/ports/tester/CHANGES

/poudriere/ports/tester/ COPYRIGHT

[..]

Building new INDEX files... done.

woulQFpoudriere Y!"A«PLWAO Jail 067&Na Port A3
Port<"?L"=1«I3¢04PLK9 setsFYw45 ports-mgmt/poudriere T ports-
mgmt/poudriere-devel 16+ poudriere(8) S3 CUSTOMIZATION WX?CEx+3j:<

wU"i-3p*PLA1AGO jail-, port- zE set- rL3 make.conf w
/usr/local/etc/poudriere.d  <wU-i!"3;vIKR Jail JK»Port JKzZE set

JKa«M 10amd64-local-workstation-make.conf ~ <UU  make.conf
2=0~3;vwo00 9°0l&,00 Jail &!"3 make.conf <

&00320°}| 10amd64-local-workstation-pkglist 1

editors/emacs
devel/git
ports-mgmt/pkg
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Y1I"z8éaPLYZEOEL

# poudriere options -j 10amd64 -p local -z workstation -f 10amd64-local-workstation-
pkglist

HF0620A+)20;vi1
# poudriere bulk -j 10amd64 -p local -z workstation -f 10amd64-local-workstation-pkglist
W@R FO&  Ctrl 4t YzEigio63E>FPoudriere N°oow Ipoudriere/logs/bulk/jailname
S3;vFY"wx(ili?E100j:<
J*EiF~20iwYzA poudriere ;vi?45<
&CEVA!" poudriere 3j:Fjo+ poudriere(8) EOxy  https://github.com/ freebsd/
poudriere/ wiki <
4.6.2. PL pkg OUA!" Poudriere ;vi
—JYza 1"e03;vi2{é;viF3b 43{é;vi°bOf<=Yz? +)60PL

:3,A43{€3PL;?]"<+) /usr/local/etc/pkg/repos/FreeBSD.conf IAzéaal

FreeBSD: {
E enabled: no

}

12°pA&OU poudriere ;vieOU4&3é477?"
HTTP<4560x0iii1?0U20g0FY2°°61 /usr/local/poudriere/data/packages/10amd6
4FAS  10amd64 ?003JK<

§&Dé20;vi3 URL 21 http://pkg.example.com/  10amd64 FYw
lusr/local/etc/pkg/repos/custom.conf 3;viPL;,1
custom: {

E url: "http://pkg.example.com/10amd64",
E enabled: yes,

}

4.7. 45I13bPRAZ

NriD?A%oi Port .
45FeV>3"1é+"®a45]IA&0Ta®A3PLFédzec2#aY 2 2ef{|+'®

a451cd<

¥ 8V>+"®ads5°w /usr/Ioca}I/etc
45p660AP3PL;F8+"®abéCPL;3 Y°+)60mgi?"6=1PL;<-
i3PL;vIKYLO!" .sample
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UTFP]_;i&:+CUAYZ&OélbaxPL;aIUU3AEF&OaPL;-*'|'A6Q
Eé;VvAY| .sample §;J<
¥ +"®a0U3to°45] ~
/usr/local/shared/doc FHAEA+"®aNa °4589#$FwaM!"+"®ai+oCi=1
to<

¥ V>+"®4°ZI0364@RFwil+"®ATA&3EPL|

letc/rc.conf <=1+"®&a%2°°45iu Script | lusr/local/etc/rc.d  Fjo+ aia
?CEVAj:<
EPgFi“@éN°W45_@Rﬁ'|'(J
I ScriptFRIN°wy|45i56” @RASa
ScriptF=aeauUuU3uU,;Y0.L<
csh(l) 3"+&@R rehash ?V~S& Binary yA| Shell 3 PATH<
¥ 1" pkginfo ?1ly+"®a451#%,v»89#%zE Binary<
4.8. "U,-3 Port
x-iTO Port c=Ok06i45FYzAjzédaé=y.1
1. a0 BO4ajcl Ué Port bqbaNX3uaFgb3iyz!"éua?uaBO<
2. UEU-BK3efFw Port Skeleton gGS}E make maintainer iA¥ Port 3 Makefile
?CEU-BK3Imno# <kaU-BK3noaaj-E&/A Port 3 Makefile S3
$FreeBSD: 6URE}i3cd:e<
bé Port ASROBU-FG?R nqrs
U-FbAEAFA<@VFA&N0% 130 freebsd-listhame@FreeBSD.org
¢?Fk  -EyE*P3rsJK<
I
ii?R  ports@FreeBSD.org au-3 Port ¢gN?RrLOBU-FGEé Port
3Ua2EN¢??e0Aénqrs360ONfAOURY4Y4l '(68062!
8k 1gbCEbg4+FYzEp »U FreeBSD BO4a 3:;!" Bugzilla OiBO4a<
3. éRuaut)  PorterOs Handbook  SAb Port
uyAa3x+i:FYOU;:xaYua|d,-3 Port i&paYzOaEei3 Port)
4. Ep !"pkg UU Binary 20 S3:;45 Binary 20Foy!" Port 45<

115


https://man.freebsd.org/cgi/man.cgi?query=csh&sektion=1&format=html
https://www.FreeBSD.org/support/
https://docs.freebsd.org/zh-tw/articles/mailing-list-faq/
mailto:freebsd-listname@FreeBSD.org
mailto:ports@FreeBSD.org
https://docs.freebsd.org/zh-tw/articles/problem-reports/
https://docs.freebsd.org/en/books/porters-handbook/

Chapter 5. X Window UU
5.1. o

I" bsdinstall 45 FreeBSD AN°@0456-H!"I3(i<*W§:; g45APL
XorgFé+"®a0U,6Wg3 X Window
UU?0UG6-Hei<aye:; g{|Ad45TueiitvUURa<

| 0045 °euPL Xorg AHW45 ®OUsVOU®AYZ3!"j5+
. http://www.trueos.org/  xy<
VAb4 Xorg ENfdsDj:Fjo+ X.0rg Xy<
¥]=WFa81ly1l

¥ « X Window UU34aaGozEiv:? _gOUh9<
_g45APL Xorg<
_g45APL&advUU®&a2TuEI<

_gw Xorg " TrueType? "<

¥
¥
¥
¥ _gPLUUZI"SIH{E (XDM)<

w, UA¥=WEiFaA&1

¥ 1y gEp 45+"®41202 Port ;450 "UéID<

5.2.1
~J X 4G03ab+-XEh9éaFAN?"I&AE3< 3Ui1/zb1u*-,°VéA!#<

X i1 (X Server)
X YaPg?zx],S*FC" "client-server" Aa<wUA28& "X iii"
whij»jk»uv3lQ!h9<éiiiDW389/AUUEI»"U?¢ij»uv3}EE
2¢f Pk (_6¢iif6ane) 3}Eiti<=aYZ°xBU|RSFT, X
1"31i2603~4A00@< 60~&°z, "X iii" 28&w}5i30e! @RFG "X
OUa" r2wieli@RF*P!0?0@<

X OU4 (X Client)
¢OX i"®aF— XTerm»F”'efOX gt) "oUé"< )
OU&°|-e|iliFi_1"jw=164h600v"Fayili°|4:eF_1""/A
av1&L07'<

wIBIM-TéB81FY2° X fife X
OUac?waonlQ!@R<NYzw¢ j~3IQ!@R X iiiF
Aw¢ j5»¢jc3UUI@R X +'®4< w=ataFX
OUa2iE73Y%RA? X]?QR<

dvOU®a (Window Manager)
X ANmLjk!36velcd¥a»& g-Guvaed»
&"cdi?wovae0»¢06v3a06IOFE?}eb4307Fww<A*IFX
6=V-acaE38vUU®4a?0U<Y"3 ovUU®@ab@Aa
431"3(16a1bENFGuUFb§AEet«li?0OUTiFbb " i"
7FbtY?YV0.400FYeéR45~3.4002V083< 6vUU®&aYw Port 20C3
x11l-wm -&{|<

¢0ovUU®aNAbANE3PLe FhtA&#U;PL;F
Gb3YY? 6-H897?]"éV-3PL89<
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fiéi (Desktop Environment)

KDE 2 GNOME ,
°BKONUEI?T /A1]0C" 19032 " @AF=1t"®4Y Z/At-ID»X(8§
TE\<

0+@Z (Focus Policy)
dv0U®aDWuvaea3o+aZ< 6+oZae3?_g.L!I"SE3ij}£36v<

129),B1D306+2Z}0 "click-to-focus"F=0eaSFuvaY|3dv¥°"C9"S
(Active) 3E><w "focus-follows-mouse”
@auvaeaawddv¥?9"S30VFA&OUV-|i BVRYZ69"S3BVFSuv
-|Edv (Root Window)FY °6+wE&v<w "sloppy-focus"
@aF.luv-|EBVFIJ°6+w}6+38VIFUSAAbXxuvQE~36V r°6
+Cé0vFG<> gidv <"click-to-focus"
€4a"uva6?.L9"S36vFHEBV°6ailabii GVETFx!uv-|ii GvF
ab3ij}£I°Rédvady<

N&36vUU®aENN&30+eaF@VGEN click-to-focus
HASEV>ENRA e4FjCudvUU®RAE3:;t0?1yY"30+e4<

ovGo (Widget)
6vgoae3?wébwl":3U!Y6éY'|'893ZﬂF:/OO7»XYél‘J»AY©7»(')'I'
EyA< 6vGo89/ (Widget toolkit) )
?ae"?+)0-H:"®a30U636vGo<gibpobJ36vGo89/F/A KDE
ar3 Qt»QNOME al"3 GTK+<
TU+"®&°ER,- aY"306vG0o89/GbNa3da<

5.3. 45 Xorg

w FreeBSDFXorg Y? 20i Port ?45<

I" Binary 20345!AjoF3Y"3e0YZj61
# pkg install xorg

&A Port 20C062451

# cd /usr/ports/x11/xorg
# make install clean
1a4564GY]u45 Xorg UUFUEAp!"j+a!" Binary 2045<
jCP *3 X UU:lab3+3I"!I"FYp x11/xorg-minimal

CE<=0 *RN°45&Ap3to»aplzE+"®AFGV>+"®4°A&=1rd3Gor
Zh9<

5.4. Xorg PL
5.4.1. 0,0
Xorg ENéApee3Eii»ijzEaa5a<

Eii»EiizE}£5a°€0067F¢Iog#HIPA<|<€UPA0OF}Y
' o) xorg.conf T@R -configure 20<
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1. § Xorg -3wIQ!""FY88ib3PL,;A~Y4Ji-|1

# mv /etc/X11/xorg.conf ~/xorg.conf.etc
# mv /usr/local/etc/X11/xorg.conf ~/xorg.conf.localetc

2. 3£&@R Xorg 3!"| video i wheel f«Fz¥wY" Z,i 3D 3!<&3£!"!
jru |660Y"3f«1

# pw groupmod video -m jru || pw groupmod wheel -m jru

3. fiPaA TWM 6vUU®&FIU Xorg ~¥°iuédviU®al

% startx
4. wV>jA 3 FreeBSDFwae04t" Console iUU Console "P, vt(4)
rYa®h9oFjo+ X*eaPL (Kernel Mode Setting, KMS) <

5.4.2. Y3'f16"U3!"!f«
&\C  /dev/dri A&S/EEIii3 3D 3!DZF=%°AA&S&@R X 3!"I3£ ) video i wheel
fe<y"" pw(8) ?8!"| slurms 3£ video f«F8qb video Y°3£ wheel f«l

# pw groupmod video -m slurms || pw groupmod wheel -m slurms

5.4.3. X*e&aPL (Kernel Mode Setting, KMS)

x|QEJIA Console a0|ajky7AU X " FIPLAS}H ¢a <} *3Xorg
"1X*av3UU?xee08aVb6!<jA 3 FreeBSD !"3 sc(4) AN3| KMS
UU3MWF=°¢\43 X Eixiilwh93UU Console 0Ui>G<j~ 3 vi(4) Console
Y, 1=0BO<

3EUR| /boot/loader.conf 2.1 vi(4) 1

kern.vty=vt

5.4.4. PL;

1,ONA&OH#IPAF|<@GPAc=h9F}YjN&#U+)PL;<

5.4.4.1. a0

Xorg °Cupogt?u{PL;Fw FreeBSD j+a!" lusr/local/etc/X11/
?M0=1PL;F!"=000YZzOf8+"®&;v290UU;v-><

j"FjL;W|U3 letc/X11/ 1YhOF3AN+o8+"®4;v2u] FreeBSD

;vUlwom”o<
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5.4.4.2. AjiA;

I"A;F¢60;VAPLOOzL Zg°)|UI"AG xorg.conf
PL?3PA<=1,v°"6WwOPL;z0€3 xorg.conf.d/  mgaF]u]avz°,
/usr/local/etc/X11/xorg.conf.d/ <

C*Xul°b=1;v3-i<

JUA6  xorg.conf 3éalYh9F3;mw xorg.conf.d/
mM@0S3A;PLEAIN;AHgbA[<

5.4.5. Eii

RC} FreeBSD *a036VFiwYz!"R Port ’
rosoUstoliparazivzreore graphics/drm-kmod  3lU®&a<

Intel KMS [U®&
8Ap!" Intel KMS [U®&3 Intel ENiEN 2D 2 3D 3!<

li®aJK1 i915kms

8Ap!" Radeon KMS [t®43A AMD EIEN 2D 2 3D 3!<
lU®&aJK1 radeonkms

&Ap!" AMD KMS (u®&a3~ AMD ETiEN 2D 2 3D 3!<
li®aJK1 amdgpu

0+t%jp https://en.wikipedia.org/  wiki/ List_of_Intel_graphics_processing_units p
https://en.wikipedia.org/  wiki/ List_of AMD_graphics_processing_units CEEN3 GPU yA<

Intel®
3D 3jwéAp Intel® Eio+cbENF}~| Ivy Bridge (HD Graphics 2500, 4000, E P4000)
/A Iron Lake (HD Graphics) 2 Sandy Bridge (HD Graphics 2000)<
i®&aJK1 intel

O0+t%jp https://en.wikipedia.org/  wiki/ List_of Intel_graphics_processing _units <

AMD? Radeon
Radeon EiiEN 2D E 3D 3!F}~| HD6000 Ud<

li®aJK1 radeon

0+t%jp https://en.wikipedia.org/  wiki/ List_of AMD_graphics_processing_units <
NVIDIA

bpo NVIDIA {U®aYC Port 20CS3 x11 -eCEFj45iiS2EiiO23[u®a<

0+t%jp https://en.wikipedia.org/  wiki/ List_of Nvidia_graphics_processing_units <
Ul«l066+

V>8--1Q3£1r606"UAG|[#a+6+«i"U< Optimus Ul1 Intel2 E NVIDIA

3sDF  Switchable Graphics i Hybrid Graphics Y?UI1 Intel2 i AMD?2 "Ui2 AMD?
Radeon GPU<

=1UI06UU3*9éa NaFFreeBSD 3 Xorg [¢c=IGab3UI06UU  *<

V>IQOU1 BIOS 3YZYz43(iS600630iTY/ discrete
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ééFY"!"ﬁSéé}ééE'l'l’iL’J®é?|'@<|’_Eb‘43 Optimus UUS3 NVIDIA GPU
?YZx Intel2 Eio+Y" Intel? [U®all<

BIOS PL°EIQ3-°béNéFWT1tuéFYzé_,'l'/0 GPUFGw+)3PL;S3
Device XAI"O&3 GPU ¥ZxUUh9<

fi Eii
jNee3Eiilu®aYw Port 20C3 x11-drivers @0{|<
§qbrL3Ii®aYzENEIFIYZY" _x11-drivers/xf86-video-vesa
lu®a?lu<élu®avy!" x11/xorg 45FNY!" x11-drivers/xf86-video-vesa

#045<xqbaeLiu®&a Xorg °Aj!"=0lU®&?IUEIi<
x11-drivers/xf86-video-scfb ~ N?NrLEii3[t®aFYw/AEA UEFI E ARM2 3IQ!h9<

w:VSPLASIU®EA
&WPL:PL!" Intel? l1®&1

i 15. wA;SY/ Intel? Adiu®a

lusr/local/etc/X11/xorg.conf.d/driver-intel.conf

Section "Device"
Identifier "Card0"
Driver "intel"

# BusIiD "PCI:1:0:0"
EndSection

m» M [T»

SbAREIFYCUey BusID identifier JIPL,S&3EfiFE(i3 Bus ID
yAYz!" pciconf -Iv | grep -B3 display CE<

&WPL;PL!" Radeon iu®a1

i 16. wA;SY/ Radeon Aiu®a
lusr/local/etc/X11/xorg.conf.d/driver-radeon.conf
Section "Device"

E Identifier "Card0"

E Driver "radeon"
EndSection

&WPL;PL!" VESA ii®&l

i 17. wA;SY/ VESA fsiu®a

lusr/local/etc/X11/xorg.conf.d/driver-vesa.conf

Section "Device"
E Identifier "Card0"
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E Driver "vesa"
EndSection

&PL UEFI i ARM2 1Q!" scfb u®a1

i18. wA;SY/ scfb AGIU®A

lusr/local/etc/X11/xorg.conf.d/driver-scfb.conf

Section "Device"
E Identifier "Card0"

E Driver ‘"scfb"
EndSection

5.4.6. Eil

64abEiicENGGE acej¢4é (Extended Display Identification Data, EDID)FXorg
°I"EDID 2E'|T1/2:A67EN3y7A2V~E!FJIY/}:I3PL«I!"éE'|T<

fi EMMEN3y7AY? WPL;SPLS&3y7A?Y/Filw X fitiGEN"
xrandr(1) <

" xrandr(1)
@R xrandr(1) N38g6pY(CAGHESH7|3EiTeayAl

% xrandr

Screen 0: minimum 320 x 200, current 3000 x 1920, maximum 8192 x 8192
DVI-0 connected primary 1920x1200+1080+0 (normal left inverted right x axis y axis )

495mm x 310mm

E 1920x1200 59.95+

E 1600x1200 60.00

E 1280x1024 85.02 75.02 60.02

E 1280x960  60.00

E 1152x864  75.00

E 1024x768 85.00 75.08 70.07 60.00
E 832x624  74.55

E 800x600  75.00 60.32

E 640x480  75.00 60.00

E 720x400  70.08

DisplayPort-0 disconnected (normal left inverted right x axis y axis )
HDMI-0 disconnected (normal left inverted right x axis y axis )

=oU'Erl DVI-0 }ia"?Eiy7A, 1920x1200 6?CV~E!M 60 Hz
3hUuF\bETD?| DisplayPort-0 2 HDMI-0 2p<

! xrandr(1) ?Y/6gfi 3Ei¢4<i_&ese0, 1280x1024 C 60 Hzl
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% xrandr --mode 1280x1024 --rate 60

wd--IQI"8VEi}|&fie?°¢390<

Na5&7}iap3e-2hCNNEFa¢o}3IKWNAII®A7TNNA<wT @4
K, HDMI-1 3}iwi [G®AYYZK, HDMI1<TU 6620?@R xrandr(1)
oiabY"3}i1

% xrandr

Screen 0: minimum 320 x 200, current 1366 x 768, maximum 8192 x 8192
LVDS1 connected 1366x768+0+0 (normal left inverted right x axis y axis ) 344mm x

193mm

E 1366x768  60.0%+

E 1024x768  60.00

E 800x600  60.32 56.25
E 640x480 59.94

VGA1 connected (normal left inverted right x axis y axis )

E 1280x1024 60.02 + 75.02

E 1280x960  60.00

E 1152x864  75.00

E 1024x768 75.08 70.07 60.00

E 832x624  74.55

E 800x600  72.19 75.00 60.32 56.25
E 640x480 75.00 72.81 66.67 60.00

E 720x400 70.08
HDMI1 disconnected (normal left inverted right x axis y axis )

DP1 disconnected (normal left inverted right x axis y axis )
S{|Ud}i1a+iic3 LVDSIF623  VGAL HDMI1 zE DP1 3p<
anesD?p VGAL}iFiw!" xrandr(1) ?PLé}i|afe (=ly7A)
A3Er53>7|1u3Cu1

% xrandr --output VGA1l--auto --right-of LVDS1
--auto °Y/!" EDID 67|3y7A2V~E!<§\a&67y7AFY00 --auto , --mode
Jio «L@<i_&V>3afieY!" 1024x768 y7A FYYPL --mode 1024x768 <
xrandr(1) Y2°°w Xinitrc @Rzw X iU PL:I3ea<

w;VSPLjky7A
WPL;PLjky7A, 1024x7681

i 19. wA;SPLjky7A

lusr/local/etc/X11/xorg.conf.d/screen-resolution.conf
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Section "Screen”
Identifier "Screen0"
Device "Card0"
SubSection "Display"
Modes  "1024x768"

EndSubSection
ndSection

m m m m m

dpEilgb EDIDFYPL HorizSync E VertRefresh ,ENMEN3E!-.<
i 20. #UPLEIE!

lusr/local/etc/X11/xorg.conf.d/monitorO-freq.conf

Section "Monitor"
Identifier "MonitorQ"
HorizSync 30-83 # kHz

VertRefresh 50-76 # Hz
EndSection

m [Ty [T»

5.4.7. }£58

5.4.7.1.jj
ijga
ijlaéOi3#aKo ga (Layout) <qa2i YQU36poC xkeyboard-config(7) <

fiP, United States qaF&Y/fi 3gaYw InputClass PL XkbLayout 2 XkbVariant
YZ<=°2"ah?|6e13)£54<

=0imY/ French ijga!" oss 6D<
i 21. PLijga

lusr/local/etc/X11/xorg.conf.d/keyboard-fr-oss.conf

Section "InputClass"

Identifier "KeyboardDefaults"
Driver  "keyboard"
MatchlsKeyboard "on"
Option  "XkbLayout" "fr"

Option  "XkbVariant" "oss"
EndSection

m m» > mp [mp
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i 22. PLA®IjgA

PL United States, Spanish 2 Ukrainian ijgdFAYO Alt I+ Shift ?a0=tga<Y!"

x11/xxkb T x11/sbxkb ?35qaae0_‘2giga3aei<

lusr/local/etc/X11/xorg.conf.d/kbd-layout-multi.conf

Section "InputClass”

E Identifier "All Keyboards"
E MatchisKeyboard "yes"
E Option "XkbLayout" "us, es, ua"
EndSection
Aij42 Xorg
x Ve
Y21"li?43FAPAPLAIIFT,8«li2V>+"®43ijaecQa<a, i=
0YZA&Viij InputDevice X1
i 23. iij>, X DZ

lusr/local/etc/X11/xorg.conf.d/keyboard-zap.conf

Section "InputClass”

Identifier "KeyboardDefaults"

Driver  "keyboard"

MatchlsKeyboard "on"

Option  "XkbOptions" "terminate:ctrl_alt_bksp"
EndSection

L e

5.4.7.2. uv2sé5a

bAEAUVOPY!"PLYZ?QuUFjo+ mousedrv(4) ?CEJuyA<
uvOi
uv3OipYw xorg.conf 3uv  InputDevice XPLFi_&PLOip, 71
i 24. PLuvOip

lusr/local/etc/X11/xorg.conf.d/mouse0-buttons.conf

Section "InputDevice"
E Identifier "Mouse0"

E Option "Buttons""7"
EndSection

124


https://cgit.freebsd.org/ports/tree/x11/xxkb/
https://cgit.freebsd.org/ports/tree/x11/sbxkb/
https://man.freebsd.org/cgi/man.cgi?query=mousedrv&sektion=4&format=html

5.4.8. #UPL

wTtu Xorg )
3eUPLg=wrLsD!Ih9FIA&!"N&3PL<TU=tu°+)ed3PL;<

<"&jC#0+)PL;F<"&3#0P&° M h9Na°<
PL;YR Xorg El67|3sD >F=0;vU0, ie0PL@bOf<

> xorg.conf 1

# Xorg -configure

PL;°"p [root/xorg.conf.new FO6gA&3ViFJil"zéaec7ié;vl

# Xorg -config /root/xorg.conf.new

W~PL;QuU27 IF¥Y- NM3;v6&|ac3#a lusr/localletc/X11/xorg.conf.d/ <
5.5. w Xorg !""

5.5.1. Typel "

RC Xorg

a=3APN-"wY-3Tui +"®@aAN?@USFén-°UlypEZ[Fim?@NuOF
M7-04]@UNyJ<N F=ib6016a a3 Typel (PostScript?) A Y"FHZaA3w
Xorg !"<i_FURW ~-C (Times Roman?, Helvetica?, Palatino? EA )< Freefont ~-C
(x11-fonts/freefonts ) /AlVASA-F3ﬁSéV—?06!ID_ GIMP
é!"3"-FANZl@Q,jk"-!"<U6FXorg YzPA3PL!" TrueType?
N.<VAb4*OO3x~+j:Fjo+ X(7) 89#$i TrueType? /- <
&R Binary 2045!a3 Typel N-CY@Rzéeecl

# pkg install urwfonts

iR Port 20C00FY @Rzéaecl

# cd /usr/ports/x11-fonts/urwfonts
# make install clean

8%3456aN:" Freefont ifi A-C<&x X
fii67|=1~453"-FY3£:x3PL| X iliPL; ( letc/X11/xorg.conf )Faa,1

FontPath "/usr/local/shared/fonts/urwfonts/"
Tlw X session 3secO@R1

% xset fp+ /usr/local/shared/fonts/urwfonts
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% xset fp rehash

=¥¥YF3w X session 4% §°06F|<8€PL3EIU; (603 startx session Yw
~/.xinitrc PLF8?°6-H{EUU®a_ XDM {£ Yw ~/.xsession PL)<'uaéa?!"~
lusr/local/etc/fonts/local.conf ~ F_  @yp”- 3i-<

5.5.2. TrueType? /-

Xorg a+ENGE TrueType? ~-Fgib/oé«YzZEN=ZDZ<w*iS!" freetype
e«FRCUeé«2f N-UEl&j,6\<&,T freetype e«AA&SER3E|
/etc/X11l/xorg.conf S3 "Module" section<

Load "freetype"

Iw&+)00j™ TrueType2 ~-3g0 (i_F lusr/local/shared/fonts/TrueType ) JIQEab
TrueType? *|=080<&PR TrueType? N-A¢=12Ce Apple2Mac2FXorg

"37."7, UNIX8/MS-DOS?/Windows? 334a<;vQE|xglEIF!" mkfontscale

?+)  fonts.dir ?x X MOE®&4E451~3;v< mkfontscale Y"203é4451

# pkg install mkfontscale
JiwgiS+) X A3/l

# cd /usr/local/shared/fonts/TrueType
# mkfontscale

ay3£ TrueType? gl|*]a<=0092 Typel”  Sa¥3éadal

% xset fp+ /usr/local/shared/fonts/TrueType
% xset fp rehash

3£ FontPath 6R|  xorg.conf <

iw Gimp, Apache OpenOffice zER X +"®atYzage|S453 TrueType? N-<dM3"
(zay7AwxOSEI3t") 2863 (w StarOffice? S) Iw°lim?¢,jo¥41<
5.5.3. @yp™

abYw  /usr/local/shared/fonts/  E ~/.fonts/ {|3 Xorg ~- Yw Xft-aware
3+"®a!"@yp36°<EA} 3+"®a , Xft-aware 3F/0 KDE, GNOME zE Firefox<

&_‘#61{‘-&0@)’/b‘|‘PL@)’/b3A[FA+) lusr/local/etc/fonts/local.conf v
(8v WY 0&)<w=0;,vSYzQu Xit )
A.UU3pZQADZF*WXI3 V>PA3ZaF&CEQG?i:Fjo+ fonts-conf(5) <

=0;v'II" XML aaFM*t"éMUFH&&Laba" bacUi<;v3,p!"e3
XML ;»Fa, DOCTYPE L'FJi? <fontconfig> 4’1

<?xml version="1.0"?>
E <IDOCTYPE fontconfig SYSTEM "fonts.dtd">
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E

<fontconfig>

_&ina0|3Fabw lusr/local/shared/fonts/ 2 ~/.fonts/
3+"®40@yp6 F§aS&3£|1!/!26360FY3E_ERPL|
/usr/local/etc/fonts/local.conf 1

<dir>/path/to/my/fonts</dir>

3£~ Er63~"-glEIFAf~+)"-0C1

# fc-cache -f

@Yh6 xt3Z[BEYF="x<OM3t"VZA¥HY & 13
"Vh"F32'woO3NY Z MAI3"#<&{|MC 14
43"-eMI"@yb6 FY3£=1R1

m Ty mp» e oy mp My mp mp o me [mp mp [Ty TP

T mp

<match target="font">

<test name="size" compare="less">
<double>14</double>

</test>

<edit name="antialias" mode="assign">
<bool>false</bool>

</edit>

</match>
<match target="font">

<test name="pixelsize" compare="less" qual="any">
<double>14</double>

</test>

<edit mode="assign" name="antialias">
<bool>false</bool>

</edit>

</match>

@yba >37$UCV>wb" ANIFifi2w!" KDE
~on 60BO<YZ3012é475 =&"-37$, 100FY3£z&R1

m mp mp me oy My [Ty TP

<match target="pattern" name="family">

<test qual="any" name="family">
<string>fixed</string>

</test>

<edit name="family" mode="assign">
<string>mono</string>

</edit>

</match>

3N Yw Xft-aware
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E <match target="pattern" name="family">

E <test qual="any" name="family">

E  <string>console</string>

E  <ltest>

E <edit name="family" mode="assign">

E  <string>mono</string>

E  <ledit>

E </match>
(=°PLwb”- 3 °"JK, "mono" )FJ]3£1

E <match target="pattern" name="family">

E <test qual="any" name="family">

E <string>mono</string>

E </test>

E <edit name="spacing" mode="assign">

E <int>100</int>

E </edit>

E </match>
V>NE B ) B
HereticaFWN!"@yb_YZ°—> BOF¥2°°Ui6%1ae&3N-FI8AYZ° ¢ \+"®
ax|<& 1=0BOFY+pP3£zEPL| local.conf 1

E <match target="pattern" name="family">

E <test qual="any" name="family">

E <string>Helvetica</string>

E </test>

E <edit name="family" mode="assign">

E <string>sans-serif</string>

I§ </edit>

E </match>
04 local.conf ]EIFj&~b!" </fontconfig> & UiIF§gb!"°xa03V|BA[<
"y 2 +)ei3 ~/.config/fontconfig/fonts.conf

?3£0BH3PLFU;Vv!"2!a:;083 XML aa<

H6418b!" LCD JKFYZ°S&!"m6?C¥a (Sub-pixel sampling)F=p*!°- "U
('6-K) (»)»ava*« ?0a%iy7AFU YZ?2¢=¢3<&,i=0DZF3£ER|
local.conf 366"1

E <match target="font">
E <test qual="all" name="rgha">
E <const>unknown</const>
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E </test>

E <edit name="rgba" mode="assign">

E <const>rgbh</const>

E </edit>

E </match>
| EIN&3Eile-YZ°A&S rgb Vi,  bgr,vrgb i
: vbgr 1Y*+i0J10#606 }0<

5.6. X EiUU®a

Xorg OU1 X EiUU®a (X Display Manager, XDM)FY"?0{£Aa30U<XDM
OU1606-H320?Y/&DUSEIIZE}E~Yi: ({E2vg)<

*X8i-_gPL FreeBSD 3 X

EiUU®a<Vv>1iei°OUei36-H{EUU®EFjo+ GNOME CE_gPL GNOME

Ei0U®4 (GNOME Display Manager) 389éazE KDE CE_gPL KDE EiUU®4 (KDE
Display Manager) 389éa<

5.6.1. PL XDM

&45 XDM Y!" x11/xdm 201 Port<45]"EIFYPL XDM w,e” @RFAA0&

S3UZgl

ttyv8 "/usr/local/bin/xdm -nodaemon" xterm off secure

Vid ( off),, ( on) Jij*0d<wUZ@S3 ttyv8 yp XDM °w" 9 OFGE4e@R<

XDM 3PL@g0#C Jusr/localletc/X11/xdm  <Ug(S/ApoY"?Vi XDM

R,206&3;vzEw XDM @R "?PLY136! Script ER&F XDM PL;

%&1¢0;v3DZ<=1;,va&3i=2"=w xdm(1) b:;<

b 6. XDM PL;

Y 5

Xaccess Dé| XDM aA3%2:eLKO X
EiUU®aDéYz:el (X Display Manager
Connection Protocol,
XDMCP)FU;v,0U4~ymYF"?_*?¢
Faei3 XDMCP
Dé<iPU;vVAN§E5gFa30UaDé<

Xresources U;v_" XDM .
E'l'Y/TE{EhU36§<ﬁP3APLIDA3+
HEOVF!€"je3"-Eiei30eJK
FAwéeET "Login:" 2 "Password:"
Oi<U;v3aaz Xorg :;toS:;3 app-
defaults ;0a<

Xservers {(EY wYM&OUI*%EFAEIyA
<

Xsession AP3{£Aa ScriptF!"{EEIR XDM
@R<=°zeR!"|e03{£Aa Script C
~/.xsession <

[etclttys
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Y 5

Xsetup_* "PWEIY/I2{£20EiCU@R+"®4
3 Script<¢6oEiabdo ScriptFJK,
Xsetup_* FAS * *%Ei0°<altu=1

Script *waad@RO6/0®&FI_ xconsole <
xdm-config "?PLabwUel! @R3EI3@IPL;<
xdm-errors AARIIT®a >3cd:eF§ XDM

Ajiu3Eigh4+FYCuU;v?CEcd
-e<z{£Aa,uF=t:eNa%°u£p

"3 ~/.xsession-errors <
xdm-pid XDM 3@R®E ID<
5.6.2. PLFa"C
APAbaUU3!"Yz!" XDM )
{£<&,ixfA UU3I"YDE|EINTFA0ANC_"mYE iDé+,®4<
&PL XDM %,6gFa3DéFw /usr/local/etc/X11/xdm/xdm-config S3

DisplayManager.requestPort  Ri3! I ?eyéR1

I SECURITYdo not listen for XDMCP or Chooser requests

I Comment out this line if you want to manage X terminals with xdm
DisplayManager.requestPort: 0

j"c‘>éAﬁ~'|'p XDMF&y FarCFju ) lusr/local/etc/X11/xdm/Xaccess
S3-iZgFAG+ xdm(1) CEQG?j:<
S.7. fael

*X8¥_gw FreeBSD . »
UU45l]ay-3ﬂijéi<c’>2ﬂ0éi3-.YADA36VUU®é|]u31]Ui"®aC<b
1"23910&1Yw Port 20C3 x11-wm -eCE<

5.7.1. GNOME

GNOME o .
?00;b-i1!"2u331UEIFi/0"Ciut"®AEEIE>3(ig»0U6892+"

®EEG2Y x+"®EaVAAQRI9»OUBG\3eL<VAb4 FreeBSD GNOME 3:eYw

https://www.FreeBSD.org/lgnome  CEFéxy/Alb4w FreeBSD 45»PLEUU GNOME
3roto<

=2q(j8iYzA20451

# pkg install gnome3

NY!"zézecA Port 56 GNOMEFGNOME
262¢-3+"®4Fx!w|Ajo3IQIFN°A&I66T 700<

# cd /usr/ports/x11/gnome3
# make install clean

GNOME A&1&  /proc <3£éR| letc/fstab  xUUIG °ena1é=0;vUU1
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proc /proc procfs rw 0 O

GNOME !"1 D-Bus zE HAL 3 Message bus 2 Hardware abstraction<=/0+"®a°ly
GNOME 30E6&en45F3A&w letc/rc.conf | iIF=%wUU e reiil

dbus_enable="YES"
hald_enable="YES"

45]EIFAPLx Xorg it GNOME<}PA3é=? i GNOME Display Manager,
GDMFé®4S0, GNOME 20i Port 36V>451FY3£ER]|

gdm_enable="YES"

1oN°A&itab3 GNOME iUFY3£ER)| letc/rc.conf 1
gnome_enable="YES"

GDM Y°wUU, e euii<

“[ait GNOME 3é=?wPL] ~/.xinitrc  Iwaego}£

startx <§:6;VS3AWE00'|'U;a‘|'6vUU®é3#éRFi Ja
session <§; VN wFY!"zéae¢+)601

% echo "exec /usr/local/bin/gnome-session” > ~/.xinitrc

"0aé=2?!" XDM 0,EiUU®aFw=06=A&+)00Y @R3

% echo "exec /usr/local/bin/gnome-session” > ~/.xsession

5.7.2. KDE

KDE/ A an Nz
2062AC!"3UEI<=01UEI10U16\6a3+"®a»4éH3YAEB906»«li
»(/4ev»@PH2CS»Uil¢ R3UPL<VAb4 KDE Yw

CE<&CE FreeBSD rL3j:FYY0+ http://freebsd.kde.org

&45 KDE 20Fj}£1

# pkg install x11/kde5

i1&!" KDE Port 00FY!"zéae¢FC" Port €445°bYAYzY/&453Go<KDE
?2008&-3+"®aFx!wjo3IQ!IA&I66a 7?00<

# cd /usr/ports/x11/kde5
# make install clean

letc/rc.conf 2.1l

{usr/local/bin/gnome-

~/.xsession 1

http://www.kde.org/
<
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KDE A&1é  /proc <3£éR| letc/fstab  xUUiG °eul1é=0;,vUU1
proc /proc procfs rw 0 O

KDE !"1 D-Bus zE HAL 3 Message bus 2 Hardware abstraction<=/0+"®&°ly KDE
30EGEeU45F3A&W letc/rc.conf [iIF=%wUU e reiil

dbus_enable="YES"
hald_enable="YES"

e KDE Plasma 5 ,uFKDE Display Manager, KDM ¥,a,-FYZ3oyév,
SDDMF&45é20Y}£1

# pkg install x11/sddm

3£ER| letc/rc.conf 1
sddm_enable="YES"

"[A@R KDE 3é=?wwaecd}f startx <&C"=064FA&3EER| ~/.xinitrc 1
exec ck-launch-session startkde

“Uail KDE 3é4??° XDMF&!"=06=A&+)60Y @R3 ~/.xsession €1
% echo "exec ck-launch-session startkde” > ~/.xsession

it KDE EIFj6+a+3:;UU?CEVADb4_g!"aaYAE+"®43;:<

5.7.3. Xfce

Xfce 2z GNOME !"3 GTK
+89/0,u14,-316iIF3?2iVSUHOU16aPA»E6»AC!"31i<iY]@
e0PL»®bYA»Applet
E+"®ai0i300ic»OU;vUUREEd6UUREAHYPLOO<RCI?0!»$U»a
631UEIFTUi<C:Ib-.Dy 3jAij~ei<VAb4 Xfce 3j:Yp
http://www.xfce.org  CE<

&45 Xfce 201
# pkg install xfce
" Port 061

# cd /usr/ports/x11-wm/xfce4
# make install clean

132


http://www.xfce.org/

Xfce 1"1 D-Bus 9, Message busFRC? Xfce 30EFTU°@U45F3I&w
S, ie®ar°wUU e Gl

dbus_enable="YES"

N6 GNOME i KDEFXfce Agbei3{£0U®aF&Z" startx aecdiu Xfce
ETAO3£NRZa| ~/.xinitrc 1

% echo ". /usr/local/etc/xdg/xfced/xinitrc" > ~/.xinitrc
60aéa?!" XDMF&PL=0€63A+)60Y @R3 ~/.xsession 1

% echo ". /usr/local/etc/xdg/xfced/xinitrc" > ~/.xsession

5.8. 45 Compiz Fusion
&c!"MUIQV¢B.03é=?"/03 3D 6°<

45 Compiz Fusion 20<°PAF3PL&20A&6\W Port :;t0S:;32(1<

5.8.1. PL FreeBSD nVidia [U®a

1ur6A&!"Ox®ABEIFUCZ nvidia ) ]
JMT3EINFA&!"u"3IU®E?CEjy3[Z<i Eii3!"YzI'=6XFAaM

xorg.conf PL<

&AEA&#06A nVidia [0®AYzCli FAQ S2u00043BO
aEa3Eii&!"#alu®ar?a&3EIF2@?345®@£2451 200%4PA<

i_F&A45}~3iu®al
# pkg install x11/nvidia-driver
lU®a°+)60A&WUUIL 6£3X*e«F3£ER)|

nvidia_load="YES"

/boot/loader.conf

&)XBEX*e«|@RS3X*Yzé kldload nvidia
| ecF3?A&PRFEN?w,e E£FT! Xorg .
) *oc=30h9<TUOE] /boot/loader.conf  El+a&fi~ e<
X*@«B£EIFaAA&V; xorg.conf 3ASOR?,iu"3iu®41

{| [letc/X1l/xorg.conf S3éR1

Driver "nv"

JIViéR,1

/etc/rc.conf
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Driver "nvidia"

_@°0i0 GUIFaé°i| nVidia 3iGhiFfA ¢+ €°0h9<

5.8.2. PL xorg.conf ?iafur6

&7 Compiz Fusion A& letc/X11/xorg.conf 1

3£zé Section ?.11"r61

Section "Extensions"

E Option "Composite” "Enable"
EndSection

{| "Screen" sectionFI3+&_eail

Section "Screen"

E Identifier "Screen0"
E Device "Card0"
E Monitor "MonitorQ"
E

JI3£z&/R (w"Monitor" EI)1

DefaultDepth 24
Option "AddARGBGLXVisuals" "True"

{la©!"3jky7Aaw3 "Subsection"Fi_FaS&!" 1280x1024FY{|_éai3
Section<§S&!"3y7ANwog Subsection ESFaYz#u3£U+3Za1

SubSection "Display"
E Viewport 00

E Modes "1280x1024"
EndSubSection

fUI"A& 24 bit 3va*HAFV|!a Subsection ,1

SubSection "Display”

m

Viewport 00
Depth 24

Modes  "1280x1024"
EndSubSection

m mp

H&~w "Module" section SS3E "gIx" 2 "extmod" é«1
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Section "Module"

E Load "extmod"
E Load "gIx"
E
10&e309Yz@R x11/nvidia-xconfig  ?eu]” (" root)1

# nvidia-xconfig --add-argb-glx-visuals

# nvidia-xconfig --composite
# nvidia-xconfig --depth=24

5.8.3. 452PL Compiz Fusion

45 Compiz Fusion _&45f 200%bA1
# pkg install x11-wm/compiz-fusion
45NEIF,1a36-HuFJiwEae3hu}£zéeeg (I"60!")1

% compiz --replace --sm-disable --ignore-desktop-hints ccp &
% emerald --replace &

RCa36vUU®a (i_1MetacityF§al" GNOME) °600" Compiz
FusionFa3jk°126;<G Emerald °"U6v353
(i_143»}MH»}8HO7»400ER O4)<

aiEYz8=aeciu M3 Script Jiwil  @U@R (3] GNOME i3 "Sessions" S)1

#! /bin/sh

compiz --replace --sm-disable --ignore-desktop-hints ccp &
emerald --replace &

j*=0 Script |a3lgliaw#aFi_ start-compiz FJixé;vYz@R1
% chmod +x ~/start-compiz

ay1" GUI §&,v3£il®4 Startup Programs (#C GNOME ii3UU

Preferences , 89Aa Sessions)<

&Y/aS!"3r6204PLFY @R (6%!"60!"!) Compiz Config PLUU®& Compiz

Config Settings Managerl

% ccsm

I w GNOME SFNYwUU System, OOPL  Preferences YAS{|<

System , OOPL
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8awo0 Y/1 "gconf support"Fa¥Y!" gconf-editor w apps/compiz éCUPL<

5.9. zZA{y

8uvc=!"Fa8A&0 6OPLéYaM<w} 3 Xorg .fF!"éu§75é°A[w
xorg.conf S3 InputDevice section<&C"A3éaFAWU;V3EER| ServerLayout T
ServerFlags sectionl

Option "AutoAddDevices" "false"

JES&¥Y 8 *0%PLFDAER 4A3YZ (_1ee0ijgd)<

AP°2067a3ijF TUa3ijqai-°YZNa&Fi&l_ GNOME,
KDE 1 Xfce *OUPLIij389<x!_UFA?bYZ?’ setxkbmap(1l) 891
hald 3PLmY3ef?@PLijA[<

Oi?:F§bBS&!" PC 102 i3ijFC"=i (French) .
qaFY4Y2¥A&+)60m hald 3ijPL;FJK, x11-input.fdi FJij"|
/usr/local/etc/hal/fdi/policy 20<=0;vS+&bzEB6R1

<?xml version="1.0" encoding="utf-8"?>
<deviceinfo version="0.2">
E <device>

E <match key="info.capabilities" contains="input.keyboard">
E <merge key="input.x11_options.XkbModel"

type="string">pcl102</merge>

E <merge key="input.x11_options.XkbLayout" type="string">fr</merge>
E </match>

E </device>
</deviceinfo>

§=0;vS*WFAA&QEA41a3:vSb4ijPL3#OR<
a°A&h~ita3ei?x hald ¥C=0;v<

N?YzA X E&ei Script éae¢?04%3PL1
% setxkbmap -model pcl02 -layout fr

/usr/local/shared/X11/xkb/rules/base.Ist So6ilaaY"3ij»qa2PL<

wYz,uQu ~_ xorg.conf.new PL;Fwt"oai_ emacs(1) 7 ee(1)
,JEPL;<8EIT?NENeud7a2E! (Sync frequency)
3Airs3-°FazE!3PLYz#03| xorg.conf.new 3 "Monitor* sectionl

Section "Monitor"
E Identifier "MonitorQ"

E VendorName "Monitor Vendor"
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mp

ModelName "Monitor Model"
HorizSync  30-107

VertRefresh 48-120
EndSection

> [T»

ADETIGEN&!6742EIFANA&HIPL="p@<UCHNENE 157 3EiTF]
EREMY:0U3p@? 1, -Eii<

X §/WENSEI!" DPMS (Energy Star) DZF xset(1) ®aYz_'5 AY5'de
(Standby)»2; (Suspend) 143 (Off) ea<8aS&,a3Eil,1 DPMS
DZFaA&3£ER|EIi (Monitor) 3 Sectionl

Option "DPMS"

WOATA\43 xorg.conf.new PL;iIFY/S&!"3fiPy7AEY*HA<=1ZgYw
"Screen" section L1

Section "Screen"

mp

Identifier "Screen0"
Device "Card0"
Monitor  "Monitor0"
DefaultDepth 24
SubSection "Display"

m mp m» [y [mp

Viewport 00
Depth 24
Modes "1024x768"

EndSubSection
EndSection

m» [T [Tp

DefaultDepth  4irypAiP@R&!"3V4s*HAF=0PLYzd Xorg(1l) 3secddp -depth
3,< Modes 4i"yp@R&!"3y7AFPRFAb VESA

aéearENgalU306sD?L y7A<w!a3imSFAP!"3v*HA, ¢67? 24

bitF=0v4*HAY"3y7A, 1024 x 768 6?<

HFAPL;Al"7€4?71a3PL<

b6089YzefaBOBOF#R? Xorg 7P;<é7P;S-01 Xorg

D233¢05a3j:<Xorg -0;JK34a4,

Ivar/log/Xorg.0.log F&a3-0;J°YZA Xorg.0.log | Xorg.8.log zUew<

§6HN9a°FPL;A&45| Xorg(1) °U{3°"PL;#aF%2°? letc/X11/xorg.conf i
lusr/local/etc/X11/xorg.conf <

# cp xorg.conf.new /etc/X11/xorg.conf

IwS3M Xorg 3PL®E<Xorg iwYz!" startx(1) 89it<Xorg iiiNYz!"
xdm(1) ?ia<

137


https://man.freebsd.org/cgi/man.cgi?query=xset&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=Xorg&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=Xorg&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=startx&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=xdm&sektion=1&format=html

5.9.1. PL Intel* 810 GO0+«

&PL Intel? i810 Ul6+«A&!" agpgart AGP ®&30?_" Xorg IG&Eii<jo+ agp(4)
[0®a89#$?CEVAX=+j:<

=NYxaYzPLogf (6i3sD<PRFW\00 ) agp(4) |X*3UUFAg=!"
kldload(8) ?&f£ée«FTUIN®A" W e ¥WX*IUFazA&? ooi!"
/boot/loader.conf  ?8£<

5.9.2. 3£bjk6¢ET|PL;

UWX°A&bélQA3PLéaeF§Ai!"!u3ééPL89lg= >Yh93PLFw7P;
S+b$063j:Yh"?xEith9<wU°A&!"t"0&i<

il"bjk (WSXGA, WSXGA+, WUXGA, WXGA, WXGA+, et.al.) 44EN3 16:10 E 10:9
aaif 3bac Y°bBO<i_6! 16:10 ba¢ e3jky7A1

2560x1600

1920x1200

1680x1050

1440x900

1280x800

K K K K K

wTr OFYzPA38=1&!"3y7Az Mode 3£| Section "Screen"1l

Section "Screen"
Identifier "Screen0"
Device "Card0"
Monitor  "MonitorQ"
DefaultDepth 24
SubSection "Display"

m

Viewport 00
Depth 24
Modes "1680x1050"

EndSubSection
EndSection

m mp

Xorg Zo6AbjkPLCEy7Aj: (?” 12C/DDC)FTUZ6AEjKZ"U3E!IEY7A<

§lu@aSN w#1jkz"U3 ModeLines FYA&a Xorg 6a0i<?’ Ivar/log/Xorg.0.log
YzCE$063i:?#0+)Yh93 ModeLine <AA&wWT7P;S{|e)zé3:el

(I MGA(0): Supported additional Video Mode:
(I MGA(0): clock: 146.2 MHz Image Size: 433 x 271 mm
(I MGA(0): h_active: 1680 h_sync: 1784 h_sync_end 1960 h_blank_end 2240 h_border: O

(I) MGA(0): v_active: 1050 v_sync: 1053 v_sync_end 1059 v_blanking: 1089 v_border: O
(I MGA(0): Ranges: V min: 48 V max: 85 Hz, H min: 30 H max: 94 kHz, PixClock max 170
MHz

=1;:K9 EDID j:F!" EDIT j:%) ModeLine AA&Spi!"a&30£6£1
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ModeLine <name> <clock> <4 horiz. timings> <4 vert. timings>
8i:0£EIF*{S Section "Monitor" S3 ModelLine °Um?6=%1

Section "Monitor"

Identifier ~ "Monitorl"

VendorName  "Bigname"

ModelName "BestModel"

ModeLine "1680x1050" 146.2 1680 1784 1960 2240 1050 1053 1059 1089

Option "DPMS"
EndSection

¥]"0a320FayA&wa3bjKEiTiu X<
5.9.3. Compiz Fusion zA{y

5.9.3.1. ¥4S3451 . . o .
CompizEFusionFPFw@R1a40|3&e¢IF/230v3406207¥U01<?#ibBO?

aYzZ{-w letc/X11/xorg.conf  S3PL<ji~(C=0;vFr? DefaultDepth E
AddARGBGLXVisuals ee¢Z<

5.9.3.2. x¥4@Rae¢?i0 CompizEFusionFX iit¥xI1FJI¥40@4 Console<?#ibBO?

8a(C Ivar/log/Xorg.0.log FaYZYz{|x X iG &->3cd:e<}°->3cd°?1

(EE) NVIDIA(0):  Failed to initialize the GLX module ; please check in your X
(EE) NVIDIA(0): log file that the GLX module has been loaded in your X
(EE) NVIDIA(0):  server, and that the module is the NVIDIA GLX module. If

(EE) NVIDIA(0):  youcontinue to encounter problems, Please try
(EE) NVIDIA(0):  reinstalling the NVIDIA driver.

°->=0t1¥4°?T,a561 XorgFaA&i~45 x11/nvidia-driver  20?fi~00 glx<
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3ma:A FreeBSD !Y"3AED89<

yé go6Cmi03 FreeBSD X*z23r6UUDZ34®<
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Chapter 6. fux"®a
6.1. -0

Iy FreeBSD Té36ZEéL[é?éy-Fid :19,¢7!"37iUU<FreeBSD 20i

Port bw’ 24,000
OY"3+"®AFYZPA3+)608031UI? @RAANA3T i+ ®&<*WSi-_g
45poTii+"®AF/AX8 T»18ID»toA ®azEKUID<

| ¢mApPL206FO0!" FreeBSD fugiSfsosd *31"Yo+

. trueos.org xy <

wWA¥=WEIiFz"11y gl

¥ 1"201 Port 450 ID_ 45+"®al1202 Port
¥ 4E X 28v0U®4 X Window UU  &fie<
&CEb4_gPLAED&I3|:Fjo+ AED <
6.2. 81

w FreeBSD SA\ia450x08 1< 3w Port 20CS3
Binary 2045ié Port 20C003é445<

KDE E GNOME fiigich®Ueb3 HTML §7<j6+
21yVAb4_gPL]UfEI3 <

b6SCH38 TY!"F/A www/dillo2 , www/links

*WX§'|'-_gf15éQ_°é;~3X0§'TA: B+"®A?}A&L"|EC{W»16EC 7¢
Port 66igO&30E20<

www -eSb/ZAEA8TYzC

Taei

zE www/w3m <

+"®aJK aA;wW é Port45 7 :

Firefox S A b FreeBSD » Linux®
Ew%H *

Opera o} 0 b FreeBSD » Linux?@

*

Konqueror S A A& KDE ®al

Chromium S A A& Gtk+ ®&l

6.2.1. Firefox

Firefox ?62,0W993§'TFi9kaI HTML
é.é3E'I'UG»CI‘§"»Ai(~)\{22»°i20»5H4@[Eﬁ VADZ<Firefox
3u!"1 Mozilla 3®al<

&45}~éi *3 Firefox 20Y}£1

# pkg install firefox

&45061EN-. (Extended Support Release, ESR)  *3 FirefoxFY!"1
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# pkg install firefox-esr

W%H3 *Yw wwwi/firefox-i18n E wwwi/firefox-esr-i18n  CE<
I" Port 20%YZz"=g06"aS&3 Firefox *<U-i06 www/firefox FAS  firefox
Y00, ESR iw%H *?45<

# cd /usr/ports/wwwi/firefox
# make install clean

6.2.2. Opera

Opera ?09k]uUDZ»?48H$C» @R}A03§ 1< ‘

ia N9k1la+3no»~6A¥»IRC OU&»RSS/Atom ?WA¥iw<

Y"3 *b/a=>3 FreeBSD *E Linux® éGeaé@R3 *<

zéeecY45 FreeBSD Binary 20 *3 OperaFo0 opera , linux-opera YYj45 Linuxa
*<
# pkg install opera

1IFY45 Port 20CS3 *Fzé-i°06=>3 *1

# cd /usr/ports/www/opera
# make install clean

&45 Linux® YoO opera , linux-opera <
&45 Adobe®Flash? ®3G0oFA300 . www/linux-flashplayer
PortFTE|®x,-y ¢=Ad006, Binary 20<Jlo45 www/opera-

linuxplugins <zé-ii-_goo6 Port S3=/0+"®al

# cd /usr/ports/www/linux-flashplayer
# make install clean

# cd /usr/ports/www/opera-linuxplugins
# make install clean

45]NF,i§ 1(C®3G0o?} WFwx 0}£ opera:plugins AOé Enter
iIF¥°byAEigiY"3®3Go<

8&45 Java? ®3Goj2y45 javalicedtea-web <

6.2.3. Konqueror

Konqueror NA?0x0§ TF ida N?;vUOUIEAEDS 1<i/Aw x11/kde4-baseapps
201 Port S<

Konqueror I"EN WebKit zEiéb3 KTHML<WebKit

?OZGIEA‘ly§"ié!"3L‘16U6F/A Chromium<&w FreeBSD 3 Konqueror " WebKit
A45  www/kwebkitpart 201 Port<U-ii-!" Binary 20451
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# pkg install kwebkitpart

A Port 20C451

# cd /usr/ports/www/kwebkitpart
# make install clean

&Iu Konqueror S3 WebKit &Y "Settings"»"Configure Konqueror'<w "General"
PLOUaAY "Default web browser engine" 73é2iYAABV "KHTML" , "WebKit"<

Konqueror NEN Flash?F"_g"w Konqueror 145 Flasha 3:;Y6+
http://freebsd.kde.org/howtos/konqueror-flash.php <

6.2.4. Chromium

Chromium
?00,6Wiig381gJFegJ3ga?&+)004@»0;HVEL3X0U§ D+<Chrom
ium 3DZb0 a8 »Aidv2z»°+2oww<

Chromium Yz!"20?45FA&}E1L
# pkg install chromium

i"YA Port 20C3=iigdé Chromium1

# cd /usr/ports/www/chromium
# make install clean

I Chromium 3@R;, lusr/local/bin/chrome ~ FA< /usr/local/bin/chromium <

6.3. 1889

x, UQRIEF!"|/20°{0"31éIDi?01#3t-"U®a< ~Jbt Tuei 67

KDE S*0OU1i¢IDF*AqbiiP3iéIDFFreeBSD

OUAZéIDzES-Ht-"U®&FNra"#a3ovUU®agz! "<

“WXG-_g45z8y-3iéIDZE:;6+"®4aA3jW»e Port

003 7i|?}bfi O&OE20<

+"®aJK aAjw e Port 4577 0&OE20

Calligra o} A KDE

AbiwWord 0 0 Gtk+ 1 GNOME

The Gimp o} A Gtk+

Apache OpenOffice A <CPA JDK? E Mozilla

LibreOffice baA <CA Gtk+ 1 KDE/ GNOME i
JDK?
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6.3.1. Calligra

KDE fieiSaAiélDYz2 KDE -’45<Callig_ra
SNbYwii 1€IDS{|3aéGoF_ Words ?to"U®a»Sheets ?jyp®a»Stage
YUUAf+zE Karbon "?0E6-to<

w FreeBSD S editors/calligra  Yz!"20i Port 3éa45F&!"20451
# pkg install calligra
8qbY"320FY|!" Port 20C451

# cd /usr/ports/editors/calligra
# make install clean

6.3.2. AbiWord

AbiWord ?60'63to"UIDF6AEU8¢ )G Microsoft? Word<
i<COlF/A1/AEADZGH<CaAl#<

AbiWord YZz}£THAEA;vaaF /06bu"3aaFi_ Microsoft?

&45 AbiWord Binary 20FY!"é6aec¢l
# pkg install abiword

§gb Binary 20 *FNYzA Port 20CS06451

# cd /usr/ports/editors/abiword
# make install clean

6.3.3. The GIMP

UCfi6304E; ?:FThe GIMP ?<°C93fi6"UID<
iYzx9PA306IDI?4 430+"UID< {EN,p:A361®4Eaecé (script-fu)
33< The GIMP YZ¥u/EA vaa< INENMOTE#c<

&4520Y1
# pkg install gimp

1" Port 20C451

# cd /usr/ports/graphics/gimp
# make install clean

w Port 20C3 graphics -é ( freebsd.org/ports/ ) éN/A1ZEA GIMP
O43®3GoF:;;E!"#$<
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6.3.4. Apache OpenOffice

Apache OpenOffice ? 6=0ig3188IDFR Apache Software FoundationOs Incubator
¥83/ECAa,-< i/A1ab]u3iéID«1 t""Ut»iyp»balDAbsID<

|1i3!"13i<o@)fi 3TEIDF AZBYEE}AAY-3;vaa<

iIN/ALN&I43!"3{»:N(CENM|<

Apache OpenOffice 3t""Uil"=>3 XML ;vaa?23-®[EA[< jyp®AENUC

(Macro) DZGHZ6!"6?3j¢13li< Apache OpenOffice S36-8LF AHZéw

Windows?, Solaris?, Linux®, FreeBSD E Mac 0S? X wOOUU!I@R< SAEVA4C Apache
OpenOffice 3j:Yzw openoffice.org x0!Cé<w FreeBSD rL3j:Y6~+
porting.openoffice.org/freebsd/ <

&45 Apache OpenOffice 201

# pkg install apache-openoffice
%2045 EIFA&}£81I3aecRZ@R Apache OpenOfficel

% openoffice-X.Y.Z
AS X.Y.Z?S453 Apache OpenOffice 3 *0°<"6©@R Apache OpenOffice
°éB6BOH w!"|31g(+)00 .openoffice.org j¢4<
§¢=R20CES&3 Apache OpenOfficeFIYY/A Port 06<

N"TPR1003" ®°A&EC3°N>72" 71

# cd /usr/ports/editors/openoffice-4
# make install clean

_ S&06W%H3 *F§iu3aeco0”,1

# make LOCALIZED_LANG=your_language install clean

00 your_language ,a&3i4 1SO 0g<EN3idogyAw
files/Makefile.localized F#Cé Port 3g0<

6.3.5. LibreOffice

LibreOffice ?62€R31éIDR documentfoundation.org

a,-<iyOarn 0a3iéIDzEYwaa6u!!"<i? Apache OpenOffice

“A<I3-EFAbYw]uié> OIDS{|3+"®41to"U®a»(yp»pPalU®
a»00@a»i¢10U®azE+)204p0e4389<iNENpPai42@PHGI00|?

U»:NC®a2N|<

LibreOffice 3to"U®a!"1=>3 XML
vaa?23Y=[2A[Fiyp@®&ENY26V;¢iD23uCid<LibreOffice

<C@LHYw Windows?, Linux?, FreeBSD zE Mac OS2 X |@R<VAb4 LibreOffice
3itYw libreoffice.org {|<

&453t *3 LibreOffice 201
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# pkg install libreoffice
Port 20C304i-e ( freebsd.org/ports/ ) SAbpo LibreOffice
3iU<45w%H20 Fjo0 libreoffice ,w%H203JK<

2045EIF}£z€2e¢?@R LibreOfficel

% libreoffice

"60il3 ®S°éBGBOAW!"31g(1+) Jlibreoffice j¢4<

§{N|S!"3 LibreOffice 20FNYA Port
00F3="&8C3°n>7E>I3" 706<z€imi-063t *1

# cd /usr/ports/editors/libreoffice
# make install clean

| &O6W%H *FYA cd Q£S&3i4 Port sO<ENZi4Yw Port
. 20C304ai-e ( freebsd.org/ports/ ) S{|<
6.4. toA"®a
UNIX2 ) ) o
fIEIFb61~3toaaré?éy-F=1t0aA3(6®aYZANWHTUUS<*XS§i
-_g45zéto(6®@al
+"®aJK aAjwW e Port45 7
Xpdf o} 0
Qv 0 0
Geegie 0 0
ePDFView 0 0
Okular 0 A
6.4.1. Xpdf

_'2S&060M-3 FreeBSD PDF A"IDF Xpdf 20$C6GHb6!3A i<
iAA&<°03]WGHO-EL< iAl"4é3 X "-HNA&r5389/(Toolkit)<
45 Xpdf 201

# pkg install xpdf

8gbY"320 *FY!" Port 20C451

# cd /usr/ports/graphics/xpdf
# make install clean
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J*45IF@R xpdf Al"uvCi,iYA<

6.4.2. gv

gv ? PostScript? E PDF 3A"< i+2C ghostview 3puf!FN'T,!" Xaw3d

0vG089/Fazbaim?¢j?@< gv

bAEAYPL3DZF¢,_:YAéER»YAEM»CO¢ i»E@yp(Anti-aliasing)w<

GHO6aab3!"¢YZAijiuv?] <

45 gv 201
# pkg install gv
8qbY"320 *FY!" Port 20C451

# cd /usr/ports/print/gv
# make install clean

6.4.3. Geeqie

Geeqgie ?RS*au-3 GQView
uvaAdi?3-EFA\O,-~DZAulSb3u,<Geegie

iNbBC+@4aE6u*3;v893DZFZ$A3UUECHBA{INQ3;v< Geegie

NEN!"@jkA zZE@PH<

45 Geeqie 201

# pkg install geeqgie

8gbY"320 *FY!" Port 20C451

# cd /usr/ports/graphics/geeqie
# make install clean

6.4.4. ePDFView

ePDFView 262MU3 PDF to(6®&FA!"1 Gtk+ 2 Poppler
®al<igiAw,-xSF3S3Yz,iéV> PDF ;v
(&p?3v'3)»"toQ*zEEN!" CUPS ?6N<

&72045 ePDFViewl
# pkg install epdfview

8gbY"320 *FY!" Port 20C451

# cd /usr/ports/graphics/epdfview
# make install clean
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6.4.5. Okular

Okular ?62%2"3to(6®aFz KDE 3 KPDF ,uf<iYz,i/AatodaF/Al PDF,
PostScript?, DjVu, CHM, XPS zE ePub<

&z2045 Okularl
# pkg install okular

8gbY"320 *FY!" Port 20C451

# cd /usr/ports/graphics/okular
# make install clean

6.5. Ku

_'bogURzS&wz3 FreeBSD f/iéi'0Uz30BKUF
=ib61DZ56»!"PA3+"®4aYU45< =1KGUUIDESh1?OACaR3 Quicken

T Excel to<

=X+,1é0=D1

+'"®aJK aAijw & Port 4577 0&0OE?0
GnuCash 0] A GNOME
Gnumeric 0 A GNOME
KMyMoney o} A KDE

6.5.1. GnuCash

GnuCash ? GNOME A£CNOMS36V-F GNOME
ACO&OUDeG5e3 U+ "®anE4l"|<!" GnuCash
YzLM;<y£216»ERUUZEFG Hw< i3r[?3i183DZI<°u0<
GnuCash OU1133gpi»AA200UUZEo}iEEG]"DZ<

INZ-, A63apppox+3V>< GnuCash NZ6E£EI€ Quicken QIF ;v<
iNZ"U&V-@P379E%"IJEA4<

45 GnuCash 201

# pkg install gnucash

8gbY"320 *FY!" Port 20C451

# cd /usr/ports/finance/gnucash
# make install clean

6.5.2. Ghumeric
Gnumeric ? GNOME Nf4,-3jyp®éa< i3ra?;bZoElj*aaa

UKi "3}£2e0, e3UU< iNZoe£EAY-3;vaaFo? Excel, Lotus 1-2-3
ZE Quattro Pro<
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ibECa+3apGHZE!""3*aa8F621p »1I»79» 7ER dw<

45 Gnumeric 201

# pkg install gnumeric

8gbY"320 *FY!" Port 20C451

# cd /usr/ports/math/gnumeric
# make install clean

6.5.3. KMyMoney

KMyMoney ?620BKu+"®aFR KDE Nfa,-<KMyMoney
32a?0UYwW/200BKUUU"®4S{|3n&DZFINSQPAA"ERDZ7C"I:3
Qé&-U<KMyMoney YA&é Quicken QIF ;vé£i¢»;<aj»"UAalJAOUKGap<

&z2045 KMyMoneyl
# pkg install kmymoney-kde4

8gbY"320 *FY!" Port 20C451

# cd /usr/ports/finance/kmymoney-kde4
# make install clean
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Chapter 7. AED

7.1. o

FreeBSD OO%ENA&ad6iF x!"|YzOE?eIQ!34|Ada(Hi-Fi)F
UBA/010EE0O6 MPEG Audio Layer 3 (MP3)» Waveform Audio File (WAV)»Ogg Vorbis

ZEf A£A234L03Z0<4 FreeBSD Port

20CN/AL/EAY*aYz(3»0U86zE_" MIDI gk3+"®4<

FreeBSD NZ666036:;E DVD< FreeBSD Port
20CSAbY0g»/0zZE068afGED3+"®a<

*We:;,_gPL FreeBSD

1386i»A000T»IBIENOT<E °:;b#+"®AYZ!"=153<

¥]=WFa§1y1l

®

K K K K K K K K K

W>

¥

PL FreeBSD !386i<
d6PLzA{y<

00»0E MP3 Ef L&;vaa<
FreeBSD UU061638k89<
060DVD3 .mpg E .avi <
UC(Rip) CD E DVD3aap;v<
PLIGi<

w FreeBSD 45 MythTV
PLAG"Oe<

PLaMNe<

UA¥=WEiFaA&1

8E_g45+"®4 45+"®41202 Port afio<

7.2. PLOG6I

LUPLEIF"184EZ386i-°»0+,9< FreeBSD

ENAA286iFj(CEN386sDp
FreeBSD !lu<

&!"6655F"T&é£é&3il]®érR<}bAééB?Z
P8EX*e«<z8é-I-8£ Intel Mad+30606+I0®4al

&>

# kldload snd_hda

e CUEELIU@AFASII®AS|

snd_hda_load="YES"

fi Y"306ie«yAdC
snd_driver e«l
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# kldload snd_driver

i? metadriver °é£ab}/2"306611®4AH"?3|0{a&3I1®&a<NYz6
metadriver 3£  /boot/loader.conf ;?é£abo6lu®E<

&AEEE snd_driver metadriver I"1#086ilU®AF{}E cat /dev/sndstat <

7.2.1. PLeOX*ENS6
This section is for users who prefer to statically compile in support for the sound card in a custom

kernel. For more information about recompiling a kernel, refer to PL FreeBSD X*

When using a custom kernel to provide sound support, make sure that the audio framework driver
exists in the custom kernel configuration file:

device sound

Next, add support for the sound card. To continue the example of the built-in audio chipset based
on the Intel specification from the previous section, use the following line in the custom kernel
configuration file:

device snd_hda

Be sure to read the manual page of the driver for the device name to use for the driver.

Non-PnP ISA sound cards may require the IRQ and I/O port settings of the card to be added to
/boot/device.hints . During the boot process, loader(8) reads this file and passes the settings to the
kernel. For example, an old Creative SoundBlaster? 16 ISA non-PnP card will use the snd_sbc(4)
driver in conjunction with  snd_sb16 . For this card, the following lines must be added to the kernel
configuration file:

device snd_sbhc
device snd_sbl6

If the card uses the 0x220 I/O port and IRQ 5, these lines must also be added to  /boot/device.hints

hint.sbc.0.at="isa"
hint.sbc.0.port="0x220"
hint.sbc.0.irg="5"

hint.sbc.0.drg="1"
hint.sbc.0.flags="0x15"

The syntax used in /boot/device.hints is described in sound(4) and the manual page for the driver of

the sound card.

The settings shown above are the defaults. In some cases, the IRQ or other settings may need to be
changed to match the card. Referto snd_shc(4) for more information about this card.
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7.2.2.7]06

After loading the required module or rebooting into the custom kernel, the sound card should be
detected. To confirm, run  dmesg | grep pcm . This example is from a system with a built-in Conexant
CX20590 chipset:

pcmO: <NVIDIA (0x001c) (HDMI/DP 8ch)> at nid 5 on hdaa0

pcml: <NVIDIA (0x001c) (HDMI/DP 8ch)> at nid 6 on hdaa0
pcm2: <Conexant CX20590 (Analog 2.0+HP/2.0 )> at nid 31,25 and 35,27 on hdaal

The status of the sound card may also be checked using this command:

# cat /dev/sndstat

FreeBSD Audio Driver (newpcm: 64bit 2009061500/amd64 )
Installed devices:

pcmO: <NVIDIA (0x001c) (HDMI/DP 8ch)> (play)

pcml: <NVIDIA (0x001c) (HDMI/DP 8ch)> (play)
pcm2: <Conexant CX20590 (Analog 2.0+HP/2.0 )> (play/rec ) default

The output will vary depending upon the sound card. If no pcm devices are listed, double-check
that the correct device driver was loaded or compiled into the kernel. The next section lists some
common problems and their solutions.

If all goes well, the sound card should now work in FreeBSD. If the CD or DVD drive is properly
connected to the sound card, one can insert an audio CD in the drive and play it with cdcontrol(1) :

% cdcontrol -f /dev/acd0 play 1

" Audio CDs have specialized encodings which means that they should not be
mounted using mount(8) .

Various applications, such as audio/workman , provide a friendlier interface. The  audio/mpg123
port can be installed to listen to MP3 audio files.

Another quick way to test the card is to send data to /dev/dsp :

% cat filename > /dev/dsp

where filename can be any type of file. This command should produce some noise, confirming that
the sound card is working.

The /dev/dsp* device nodes will be created automatically as needed. When not in
use, they do not exist and will not appear in the output of Is(1).

7.2.3. PLAM&65a

Connecting to a Bluetooth device is out of scope for this chapter. Refer to aa for more
information.

To get Bluetooth sound sink working with FreeBSDOs sound system, users have to install
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audio/virtual_oss first:

# pkg install virtual_oss

audio/virtual_oss requires cuse to be loaded into the kernel:

# kldload cuse

To load cuse during system startup, run this command:

# sysrc -f /boot/loader.conf cuse_load=yes

To use headphones as a sound sink with  audio/virtual_oss , users need to create a virtual device
after connecting to a Bluetooth audio device:

# virtual_oss -C 2 -c 2 -r 48000 -b 16 -s 768 -R /dev/null -P /dev/bluetooth/headphones -d
dsp

headphones in this example is a hosthname from /etc/bluetooth/hosts . BT_ADDR
could be used instead.

jo=  virtual _0ss(8) CEVAj:<

7.2.4. zZA{yd6

%acd:e lists some common error messages and their solutions:

b 7.°%cd:e

cd y.éa

sb_dspwr(XX) timed out The I/0O port is not set correctly.

bad irg XX The IRQ is set incorrectly. Make sure that the set
IRQ and the sound IRQ are the same.

XXX: gus pcm not attached, out of memory There is not enough available memory to use the
device.

xxx: canOt open /dev/dsp! Type fstat | grep dsp to check if another

application is holding the device open.
Noteworthy troublemakers are esound and
KDEOs sound support.

Modern graphics cards often come with their own sound driver for use with HDMI. This sound

device is sometimes enumerated before the sound card meaning that the sound card will not be

used as the default playback device. To check if this is the case, run dmesg and look for pcm. The
output looks something like this:

hdac0O: HDA Driver Revision: 20100226_0142
hdacl: HDA Driver Revision: 20100226 0142
hdac0: HDA Codec #0: NVidia (Unknown)
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hdac0: HDA Codec #1: NVidia (Unknown)

hdac0: HDA Codec #2: NVidia (Unknown)

hdacO: HDA Codec #3: NVidia (Unknown)

pcmO: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 0 nid 1 on hdacO
pcml: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 1 nid 1 on hdacO
pcm2: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 2 nid 1 on hdacO
pcm3: <HDA NVidia (Unknown) PCM #0 DisplayPort> at cad 3 nid 1 on hdac0
hdacl: HDA Codec #2: Realtek ALC889

pcm4: <HDA Realtek ALC889 PCM #0 Analog> at cad 2 nid 1 on hdacl
pcmb5: <HDA Realtek ALC889 PCM #1 Analog> at cad 2 nid 1 on hdacl
pcm6: <HDA Realtek ALC889 PCM #2 Digital> at cad 2 nid 1 on hdacl

pcm7: <HDA Realtek ALC889 PCM #3 Digital> at cad 2 nid 1 on hdacl

In this example, the graphics card ( NVidia) has been enumerated before the sound card ( Realtek
ALC889). To use the sound card as the default playback device, change hw.snd.default_unit to the
unit that should be used for playback:

# sysctl hw.snd.default_unit=n

where n is the number of the sound device to use. In this example, it should be 4. Make this change
permanent by adding the following line to letc/sysctl.conf

hw.snd.default_unit=4

7.2.5. "A0OB6?W

It is often desirable to have multiple sources of sound that are able to play simultaneously. FreeBSD
uses "Virtual Sound Channels" to multiplex the sound cardOs playback by mixing sound in the
kernel.

Three sysctl(8) knobs are available for configuring virtual channels:

# sysctl dev.pcm.0.play.vchans=4

# sysctl dev.pcm.0.rec.vchans=4
# sysctl hw.snd.maxautovchans=4

This example allocates four virtual channels, which is a practical number for everyday use. Both
dev.pcm.O.play.vchans=4 and dev.pcm.0.rec.vchans=4 are configurable after a device has been
attached and represent the number of virtual channels pcmO has for playback and recording. Since
the pcm module can be loaded independently of the hardware drivers, hw.snd.maxautovchans
indicates how many virtual channels will be given to an audio device when it is attached. Refer to
pcm(4) for more information.

The number of virtual channels for a device cannot be changed while it is in use.
First, close any programs using the device, such as music players or sound
daemons.
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The correct pcm device will automatically be allocated transparently to a program that requests
/dev/dspO .

7.2.6. PLUSIEE3RPQ
The default values for the different mixer channels are hardcoded in the source code of the pcm(4)
driver. While sound card mixer levels can be changed using mixer(8) or third-party applications and

daemons, this is not a permanent solution. To instead set default mixer values at the driver level,
define the appropriate values in  /boot/device.hints , as seen in this example:

hint.pcm.0.vol="50"

This will set the volume channel to a default value of 50 when the pcm(4) module is loaded.

7.3. MP3 8E

This section describes some MP3 players available for FreeBSD, how to rip audio CD tracks, and
how to encode and decode MP3s.

7.3.1. MP3 001

A popular graphical MP3 player is Audacious. It supports Winamp skins and additional plugins. The
interface is intuitive, with a playlist, graphic equalizer, and more. Those familiar with Winamp will
find Audacious simple to use. On FreeBSD, Audacious can be installed from the
multimedia/audacious  port or package. Audacious is a descendant of XMMS.

The audio/mpgl23 package or port provides an alternative, command-line MP3 player. Once

installed, specify the MP3 file to play on the command line. If the system has multiple audio
devices, the sound device can also be specified:

# mpgl123 -a /dev/dspl.0 Foobar-GreatestHits.mp3
High Performance MPEG 1.0/2.0/2.5 Audio Player for Layers 1, 2 and 3
E version 1.18.1written and copyright by Michael Hipp and others

E free software(LGPL) without any warranty but with best wishes

Playing MPEG stream from Foobar-GreatestHits.mp3 ...
MPEG 1.0 layer Ill, 128 kbit/s, 44100 Hz joint-stereo

Additional MP3 players are available in the FreeBSD Ports Collection.

7.3.2. UC CD 80

Before encoding a CD or CD track to MP3, the audio data on the CD must be ripped to the hard drive.
This is done by copying the raw CD Digital Audio (CDDA) data to WAV files.

The cdda2wav tool, which is installed with the  sysutils/cdrtools  suite, can be used to rip audio
information from CDs.

With the audio CD in the drive, the following command can be issued as root to rip an entire CD into

individual, per track, WAV files:

# cdda2wav -D 0,1,0 -B

155


https://man.freebsd.org/cgi/man.cgi?query=pcm&sektion=4&format=html
https://man.freebsd.org/cgi/man.cgi?query=mixer&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=pcm&sektion=4&format=html
https://cgit.freebsd.org/ports/tree/multimedia/audacious/
https://cgit.freebsd.org/ports/tree/audio/mpg123/
https://cgit.freebsd.org/ports/tree/sysutils/cdrtools/

In this example, the -D 0,1,0 indicates the SCSI device 0,1,0 containing the CD to rip. Use cdrecord
-scanbus to determine the correct device parameters for the system.

To rip individual tracks, use -t to specify the track:
# cdda2wav -D 0,1,0 -t 7

To rip a range of tracks, such as track one to seven, specify a range:
# cdda2wav -D 0,1,0 -t 1+7

To rip from an ATAPI (IDE) CDROM drive, specify the device name in place of the SCSI unit numbers.
For example, to rip track 7 from an IDE drive:

# cdda2wav -D /dev/acdO -t 7

Alternately, dd can be used to extract audio tracks on ATAPI drives, as described in QESE CD

7.3.3. MP3 0g2yg

Lame is a popular MP3 encoder which can be installed from the audio/lame port. Due to patent
issues, a package is not available.

The following command will convert the ripped WAV file audioOl.wav to audio0l.mp3 :

# lame -h -b 128 --tt "Foo Song Title" --ta "FooBar Artist" --tl "FooBar Album™ \
-ty "2014" --tc "Ripped and encoded by Foo" --tg "Genre" audioOl.wav audioOl.mp3

The specified 128 kbits is a standard MP3 bitrate while the 160 and 192 bitrates provide higher

quality. The higher the bitrate, the larger the size of the resulting MP3. The -h turns on the "higher
quality but a little slower" mode. The options beginning with --t indicate 1D3 tags, which usually
contain song information, to be embedded within the MP3 file. Additional encoding options can be
found in the lame manual page.

In order to burn an audio CD from MP3s, they must first be converted to a non-compressed file
format. XMMS can be used to convert to the WAV format, while mpg123 can be used to convert to
the raw Pulse-Code Modulation (PCM) audio data format.

To convert audioO1.mp3 using mpgl23, specify the name of the PCM file:
# mpgl123 -s audio01l.mp3 > audio0l.pcm
To use XMMS to convert a MP3 to WAV format, use these steps:

Procedure: Converting to WAV Format in XMMS . Launch XMMS. . Right-click the window to
bring up the XMMS menu. . Select Preferences under Options . . Change the Output Plugin to
"Disk Writer Plugin”. . Press Configure . . Enter or browse to a directory to write the
uncompressed files to. . Load the MP3 file into XMMS as usual, with volume at 100% and EQ
settings turned off. . Press Play. The XMMS will appear as if it is playing the MP3, but no music
will be heard. It is actually playing the MP3 to a file. . When finished, be sure to set the default
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Output Plugin back to what it was before in order to listen to MP3s again.

Both the WAV and PCM formats can be used with cdrecord. When using WAV files, there will be a
small tick sound at the beginning of each track. This sound is the header of the WAYV file. The
audio/sox port or package can be used to remove the header:

% sox -t wav -r 44100 -s -w -c 2 track.wav track.raw

Refer to +)2!" CD ED for more information on using a CD burner in FreeBSD.

7.4. +~00

Before configuring video playback, determine the model and chipset of the video card. While Xorg
supports a wide variety of video cards, not all provide good playback performance. To obtain a list
of extensions supported by the Xorg server using the card, run xdpyinfo while Xorg is running.

It is a good idea to have a short MPEG test file for evaluating various players and options. Since
some DVD applications look for DVD mediain  /dev/dvd by default, or have this device name
hardcoded in them, it might be useful to make a symbolic link to the proper device:

# In -sf /dev/cdO /dev/dvd

Due to the nature of devfs(5), manually created links will not persist after a system reboot. In order
to recreate the symbolic link automatically when the system boots, add the following line to
/etc/devfs.conf :

link cdO dvd

DVD decryption invokes certain functions that require write permission to the DVD device.

To enhance the shared memory Xorg interface, it is recommended to increase the values of these
sysctl(8) variables:

kern.ipc.shmmax=67108864
kern.ipc.shmall=32768

7.4.1. 6776"0Z0O

There are several possible ways to display video under Xorg and what works is largely hardware
dependent. Each method described below will have varying quality across different hardware.

Common video interfaces include:

1. Xorg: normal output using shared memory.

2. XVideo: an extension to the Xorg interface which allows video to be directly displayed in
drawable objects through a special acceleration. This extension provides good quality playback
even on low-end machines. The next section describes how to determine if this extension is
running.

3. SDL: the Simple Directmedia Layer is a porting layer for many operating systems, allowing
cross-platform applications to be developed which make efficient use of sound and graphics.
SDL provides a low-level abstraction to the hardware which can sometimes be more efficient
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than the Xorg interface. On FreeBSD, SDL can be installed using the

devel/sdl20 package or port.

DGA: the Direct Graphics Access is an Xorg extension which allows a program to bypass the Xorg

server and directly alter the framebuffer. Because it relies on a low level memory mapping,

programs using it must be run as

5. SVGAIib: a low level console graphics layer.

7.4.1.1. XVideo

To check whether this extension is running, use  xvinfo :

% xvinfo

XVideo is supported for the card if the result is similar to:

X-Video Extension version 2.2
E screen#0
E Adaptor#0: "Savage Streams Engine"

me > e me me e @ e me me e o> me o me me e M me meo me e Mo me Mo meo m
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number of ports: 1
port base: 43
operations supported: Putimage
supported visuals:
depth 16, visuallD 0x22
depth 16, visuallD 0x23
number of attributes: 5
"XV_COLORKEY"(range 0 to 16777215 )
client settable attribute
client gettable attribute (current value is 2110 )
"XV_BRIGHTNESS" (range -128 to 127)
client settable attribute
client gettable attribute (current value is 0 )
"XV_CONTRAST" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128 )
"XV_SATURATION" (range 0 to 255)
client settable attribute
client gettable attribute (current value is 128 )
"XV_HUE" (range -180 to 180)
client settable attribute
client gettable attribute (current value is 0 )
maximum Xvimage size: 1024 x 1024
Number of image formats: 7
id: 0x32595559 (YUY2
guid: 59555932-0000-0010-8000-00aa00389b71

root . The DGA extension can be tested and benchmarked using
doga(l). When dga is running, it changes the colors of the display whenever a key is pressed. To
quit, press Q.
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m

bits per pixel: 16

m

number of planes: 1

type : YUV(packed)

id: 0x32315659 (YV12
guid: 59563132-0000-0010-8000-00aa00389b71
bits per pixel: 12

m mp > Ty mp

number of planes: 3

T

type : YUV(planar )

id: 0x30323449 (1420)
guid: 49343230-0000-0010-8000-00aa00389b71
bits per pixel: 12

m mp Ty [Ty

number of planes: 3

T

type : YUV(planar )
id: 0x36315652 (RV16)

T

E guid: 52563135-0000-0000-0000-000000000000
E  bits per pixel: 16

E  number of planes: 1

E type: RGB(packed )

E  depth:0

E red, green, blue masks: 0x1f, 0x3e0, 0x7c00

E id: 0x35315652 (RV15)

E guid: 52563136-0000-0000-0000-000000000000
E  bits per pixel: 16

E  number of planes: 1

E type: RGB(packed)

E  depth:0

E red, green, blue masks: 0x1f, 0x7e0, 0xf800

E id: 0x31313259 (Y211)

E guid: 59323131-0000-0010-8000-002a00389b71
E  bits per pixel: 6

E  number of planes: 3

E type: YUV(packed )

E id: 0x0

E guid: 00000000-0000-0000-0000-000000000000
E  bits per pixel: 0

E  number of planes: 0

E type: RGB(packed )

I? depth: 1

E red, green, blue masks: 0x0, 0x0, 0x0

The formats listed, such as YUV2 and YUV12, are not present with every implementation of XVideo
and their absence may hinder some players.

If the result instead looks like:
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X-Video Extension version 2.2

screen #0
no adaptors present

XVideo is probably not supported for the card. This means that it will be more difficult for the
display to meet the computational demands of rendering video, depending on the video card and
processor.

7.4.2. Y"URB3 Port 220

This section introduces some of the software available from the FreeBSD Ports Collection which can
be used for video playback.

7.4.2.1. MPlayer 2 MEncoder

MPlayer is a command-line video player with an optional graphical interface which aims to provide
speed and flexibility. Other graphical front-ends to MPlayer are available from the FreeBSD Ports
Collection.

MPlayer can be installed using the multimedia/mplayer  package or port. Several compile options
are available and a variety of hardware checks occur during the build process. For these reasons,
some users prefer to build the port rather than install the package.

When compiling the port, the menu options should be reviewed to determine the type of support to
compile into the port. If an option is not selected, MPlayer will not be able to display that type of
video format. Use the arrow keys and spacebar to select the required formats. When finished, press
Enter to continue the port compile and installation.

By default, the package or port will build the mplayer command line utility and the  gmplayer
graphical utility. To encode videos, compile the multimedia/mencoder  port. Due to licensing
restrictions, a package is not available for MEncoder.

The first time MPlayer is run, it will create  ~/.mplayer in the userOs home directory. This
subdirectory contains default versions of the user-specific configuration files.

This section describes only a few common uses. Refer to mplayer(1) for a complete description of
its numerous options.

To play the file testfile.avi , specify the video interfaces with  -vo, as seen in the following examples:

% mplayer -vo xv testfile.avi

% mplayer -vo sdl testfile.avi

% mplayer -vo x11 testfile.avi

# mplayer -vo dga testfile.avi

# mplayer -vo 'sdl:dga’ testfile.avi
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It is worth trying all of these options, as their relative performance depends on many factors and
will vary significantly with hardware.

To play a DVD, replace testfile.avi with dvd:// N -dvd-device DEVICE where N is the title number to
play and DEVICEis the device node for the DVD. For example, to play title 3 from /dev/dvd :

# mplayer -vo xv dvd://3 -dvd-device /dev/dvd

The default DVD device can be defined during the build of the MPlayer port by
including the  WITH_DVD_DEVICE=/path/to/desired/device  option. By default, the
device is /dev/cdO . More details can be found in the portOs  Makefile.options .

To stop, pause, advance, and so on, use a keybinding. To see the list of keybindings, run mplayer -h
or read mplayer(1).

Additional playback options include -fs -zoom , which engages fullscreen mode, and  -framedrop
which helps performance.

Each user can add commonly used options to their ~/.mplayer/config like so:

VO=XV

fs=yes
zoom=yes

mplayer can be used to rip a DVD title to a .vob. To dump the second title from a DVD:
# mplayer -dumpstream -dumpfile out.vob dvd://2 -dvd-device /dev/dvd

The output file, out.vob , will be in MPEG format.

Anyone wishing to obtain a high level of expertise with UNIX? video should consult
mplayerhg.hu/DOCS as it is technically informative. This documentation should be considered as
required reading before submitting any bug reports.

Before using mencoder , it is a good idea to become familiar with the options described at
mplayerhqg.hu/DOCS/HTML/en/mencoder.html . There are innumerable ways to improve quality,
lower bitrate, and change formats, and some of these options may make the difference between
good or bad performance. Improper combinations of command line options can yield output files
that are unplayable even by mplayer .

Here is an example of a simple copy:
% mencoder input.avi -oac copy -ovc copy -0 output.avi
To rip to afile, use -dumpfile with mplayer .

To convert input.avi to the MPEG4 codec with MPEGS3 audio encoding, first install the audio/lame
port. Due to licensing restrictions, a package is not available. Once installed, type:

% mencoder input.avi -oac mp3lame -lameopts br=192\
E -ovc lavc -lavcopts vcodec =mpeg4:vhg -0 output.avi
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This will produce output playable by applications such as mplayer and xine.

input.avi can be replaced with dvd://1 -dvd-device /dev/dvd  and run as root to re-encode a DVD title
directly. Since it may take a few tries to get the desired result, it is recommended to instead dump
the title to a file and to work on the file.

7.4.2.2. xine 60061

xine is a video player with a reusable base library and a modular executable which can be extended
with plugins. It can be installed using the multimedia/xine  package or port.

In practice, xine requires either a fast CPU with a fast video card, or support for the XVideo
extension. The xine video player performs best on XVideo interfaces.

By default, the xine player starts a graphical user interface. The menus can then be used to open a
specific file.

Alternatively, xine may be invoked from the command line by specifying the name of the file to
play:

% Xine -g -p mymovie.avi

Refer to xine-project.org/faq for more information and troubleshooting tips.

7.4.2.3. Transcode 89

Transcode provides a suite of tools for re-encoding video and audio files. Transcode can be used to
merge video files or repair broken files using command line tools with stdin/stdout stream
interfaces.

In FreeBSD, Transcode can be installed using the  multimedia/transcode  package or port. Many
users prefer to compile the port as it provides a menu of compile options for specifying the support

and codecs to compile in. If an option is not selected, Transcode will not be able to encode that

format. Use the arrow keys and spacebar to select the required formats. When finished, press Enter
to continue the port compile and installation.

This example demonstrates how to convert a DivX file into a PAL MPEG-1 file (PAL VCD):

% transcode -i input.avi -V --export_prof vcd-pal -o output_vcd
% mplex -f 1-o0 output_vcd.mpg output_vcd.mlv output vcd.mpa

The resulting MPEG file, output_vcd.mpg , is ready to be played with MPlayer. The file can be burned
on a CD media to create a video CD using a utility such as  multimedia/vcdimager  or sysutils/cdrdao .

In addition to the manual page for  transcode , refer to transcoding.org/cgi-bin/transcode for further
information and examples.

7.5.10i

167 (TV card) Yzxa"lQ?uce»béloXg</Ai¢c??” RCA T S-video
}Eam?3y8:FGHbLAY2y FM O03DZ<

FreeBSD Y?"  bkir(4) IG®4F?EN PCI 3i3I6i{FA&=1i1"3? Brooktree
Bt848/849/878/879 i Conexant CN-878/Fusion 878a
6:0C6+<UBF&0&~UL{1a®3YUDZ?}bENFYz6+ bktr(4)
:;FzCUAEN3sDyA<
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7.5.1. é£lG®E
&"I6i3IFR&EE bktr(4) U®&F=0Yz?'w /boot/loader.conf
;3180=6RRYZz11

bktr_load="YES"

ilYz8I6iENp>06]e03X*xSF8&=d0Y YwelX*PL;3£z&R1

device bktr
device iicbus

device iicbb
device smbus

Eaz&3!=1r63IU®4EF?T,i3a«\V-¢??" 12C
€4{GOUD?3<28?Fj0»45~3X* <
&7iQ0Oi (Tuner)

2}6a&3087Fjon~iaUU<Idi+é iiw, e:e;SF_aU-il

bktrO: <BrookTree 848A> mem 0xd7000000-0xd7000fff irg 10 at device 10.0 on pciO
iicbb0: <12C bit-banging driver> on bti2c0

iicbus0: <Philips 12C bus> on iichb0 master-only

iicbusl: <Philips I12C bus> on iichb0 master-only

smbus0: <System Management Bus> on bti2cO
bktrO: Pinnacle/Miro TV, Philips SECAM tuner.

é:e°EsDNAGbaN&<§"&FYz!" sysctl(8)
UUG7306piletX*PLYZ<i_&5'!" Philips SECAM
QOIYY3£&6RpeiX*PL;1

options OVERRIDE_TUNER=6

[ sysctl(8) 1

# sysctl hw.bt848.tuner=6

jo+  bkir(4) Cu sysctl(8) Y"36p:EX*YZ<

7.5.2. 0"3+"®4

To use the TV card, install one of the following applications:

¥ multimedia/fxtv  provides TV-in-a-window and image/audio/video capture capabilities.

¥ multimedia/xawtv  is another TV application with similar features.

¥ audio/xmradio provides an application for using the FM radio tuner of a TV card.

More applications are available in the FreeBSD Ports Collection.
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7.5.3. zZA{y

If any problems are encountered with the TV card, check that the video capture chip and the tuner
are supported by bktr(4) and that the right configuration options were used. For more support or to
ask questions about supported TV cards, refer to the freebsd-multimedia  mailing list.

7.6. MythTV

MythTV is a popular, open source Personal Video Recorder (PVR) application. This section
demonstrates how to install and setup MythTV on FreeBSD. Refer to mythtv.org/wiki ~ for more
information on how to use MythTV.

MythTV requires a frontend and a backend. These components can either be installed on the same
system or on different machines.

The frontend can be installed on FreeBSD using the  multimedia/mythtv-frontend package or port.
Xorg must also be installed and configured as described in X Window UU . Ideally, this system has a
video card that supports X-Video Motion Compensation (XvMC) and, optionally, a Linux Infrared

Remote Control (LIRC)-compatible remote.

To install both the backend and the frontend on FreeBSD, use the multimedia/mythtv ~ package or
port. A MySQL? database server is also required and should automatically be installed as a

dependency. Optionally, this system should have a tuner card and sufficient storage to hold
recorded data.

7.6.1.sD

MythTV uses Video for Linux (V4L) to access video input devices such as encoders and tuners. In
FreeBSD, MythTV works best with USB DVB-S/C/T cards as they are well supported by the
multimedia/webcamd  package or port which provides a V4L userland application. Any Digital Video
Broadcasting (DVB) card supported by webcamd should work with MythTV. A list of known working
cards can be found at wiki.freebsd.org/WebcamCompat . Drivers are also available for Hauppauge
cards in the multimedia/pvr250 and multimedia/pvrxxx  ports, but they provide a non-standard
driver interface that does not work with versions of MythTV greater than 0.23. Due to licensing
restrictions, no packages are available and these two ports must be compiled.

The wiki.freebsd.org/HTPC page contains a list of all available DVB drivers.

7.6.2. PL MythTV l&

&!" Binary 2045 MythTV Y1
# pkg install mythtv

iA Port 20C451

# cd /usr/ports/multimedia/mythtv
# make install

Once installed, set up the MythTV database:
# mysql -uroot -p < /usr/local/shared/mythtv/database/mc.sql

Then, configure the backend:
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# mythtv-setup

Finally, start the backend:

# sysrc mythbackend_enable=yes
# service mythbackend start

7.7. n6"O1

In FreeBSD, access to image scanners is provided by SANE (Scanner Access Now Easy), which is
available in the FreeBSD Ports Collection. SANE will also use some FreeBSD device drivers to
provide access to the scanner hardware.

FreeBSD supports both SCSI and USB scanners. Depending upon the scanner interface, different
device drivers are required. Be sure the scanner is supported by SANE prior to performing any
configuration. Refer to  http://www.sane-project.org/sane-supported-devices.html for more
information about supported scanners.

This chapter describes how to determine if the scanner has been detected by FreeBSD. It then
provides an overview of how to configure and use SANE on a FreeBSD system.

7.7.1. (CO1

The GENERICkernel includes the device drivers needed to support USB scanners. Users with a
custom kernel should ensure that the following lines are present in the custom kernel configuration
file:

device usb
device uhci

device ohci
device ehci

To determine if the USB scanner is detected, plug it in and use dmesg to determine whether the
scanner appears in the system message buffer. If it does, it should display a message similar to this:

ugen0.2: <EPSON> at usbusO

In this example, an EPSON Perfection? 1650 USB scanner was detected on /dev/ugen0.2 .

If the scanner uses a SCSI interface, it is important to know which SCSI controller board it will use.
Depending upon the SCSI chipset, a custom kernel configuration file may be needed. The GENERIC
kernel supports the most common SCSI controllers. Refer to {usr/src/sys/conf/NOTES to determine
the correct line to add to a custom kernel configuration file. In addition to the SCSI adapter driver,

the following lines are needed in a custom kernel configuration file:

device scbhus
device pass

Verify that the device is displayed in the system message buffer:
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pass2 at aicO bus O target 2 lun 0

pass2: <AGFA SNAPSCAN 600 1.10> Fixed Scanner SCSI-2 device
pass2: 3.300MB/s transfers

If the scanner was not powered-on at system boot, it is still possible to manually force detection by
performing a SCSI bus scan with camcontrol :

# camcontrol rescan all
Re-scan of bus 0 was successful
Re-scan of bus 1 was successful

Re-scan of bus 2 was successful
Re-scan of bus 3 was successful

The scanner should now appear in the SCSI devices list:

# camcontrol devlist

<IBM DDRS-34560 S97B> at scbus0 target 5 lun O(pass0,da0)
<IBM DDRS-34560 S97B> at scbusO target 6 lun O(passl1,dal)
<AGFA SNAPSCAN 600 1.10> at scbusl target 2 lun @pass3)

<PHILIPS CDD3610 CD-R/RW 1.00> at scbus?2 target O lun 0 (pass2,cd0)

Refer to scsi(4) and camcontrol(8) for more details about SCSI devices on FreeBSD.

7.7.2. SANE PL

The SANE system is split in two parts: the backends (  graphics/sane-backends ) and the frontends
(graphics/sane-frontends  or graphics/xsane ). The backends provide access to the scanner. Refer to
http://www.sane-project.org/sane-supported-devices.html to determine which backend supports
the scanner. The frontends provide the graphical scanning interface. graphics/sane-frontends
installs xscanimage while graphics/xsane installs xsane.

&R Binary 2045=/0V>Y1

# pkg install xsane sane-frontends

1R Port 20C45

# cd /usr/ports/graphics/sane-frontends
# make install clean

# cd /usr/ports/graphics/xsane
# make install clean

After installing the graphics/sane-backends port or package, use sane-find-scanner to check the
scanner detection by the SANE system:

# sane-find-scanner -q
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found SCSI scanner "AGFA SNAPSCAN 600 1.10"at /dev/pass3

The output should show the interface type of the scanner and the device node used to attach the
scanner to the system. The vendor and the product model may or may not appear.

Some USB scanners require firmware to be loaded. Refer to sane-find-scanner(1)
and sane(7) for details.

Next, check if the scanner will be identified by a scanning frontend. The SANE backends include
scanimage which can be used to list the devices and perform an image acquisition. Use -L to list the
scanner devices. The first example is for a SCSI scanner and the second is for a USB scanner:

# scanimage -L
device " snapscan:/dev/pass3 'is a AGFA SNAPSCAN 600 flatbed scanner

# scanimage -L
device ' epsonZ2:libusb:/dev/usb:/dev/iugen0.2 'is a Epson GT-8200 flatbed scanner

In this second example, ‘epson2:libusb:/dev/usb:/dev/ugen0.2' is the backend name ( epson2) and
/dev/ugen0.2 is the device node used by the scanner.

If scanimage is unable to identify the scanner, this message will appear:

# scanimage -L

No scanners were identified. If you were expecting something different,
check that the scanner is plugged in, turned on and detected by the

sane-find-scanner tool (if appropriate ). Please read the documentation
which came with this software  (README, FAQ, manpages).

If this happens, edit the backend configuration file in /usr/local/etc/sane.d/  and define the scanner
device used. For example, if the undetected scanner model is an EPSON Perfection? 1650 and it

uses the epson2 backend, edit /usr/local/etc/sane.d/epson2.conf . When editing, add a line
specifying the interface and the device node used. In this case, add the following line:

usb /dev/ugen0.2

Save the edits and verify that the scanner is identified with the right backend name and the device
node:

# scanimage -L
device 'epson2:libusb:/dev/usb:/dev/ugen0.2' is a Epson GT-8200 flatbed scanner

Once scanimage -L sees the scanner, the configuration is complete and the scanner is now ready to
use.
While scanimage can be used to perform an image acquisition from the command line, it is often

preferable to use a graphical interface to perform image scanning. The graphics/sane-frontends
package or port installs a simple but efficient graphical interface, xscanimage.
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Alternately, xsane, which is installed with the graphics/xsane package or port, is another popular
graphical scanning frontend. It offers advanced features such as various scanning modes, color
correction, and batch scans. Both of these applications are usable as a GIMP plugin.

7.7.3. "Oixy

In order to have access to the scanner, a user needs read and write permissions to the device node

used by the scanner. In the previous example, the USB scanner uses the device node /dev/ugen0.2
which is really a symlink to the real device node  /dev/usb/0.2.0 . The symlink and the device node
are owned, respectively, by the wheel and operator groups. While adding the user to these groups
will allow access to the scanner, it is considered insecure to add a user to wheel . A better solution is
to create a group and make the scanner device accessible to members of this group.

This example creates a group called usb:
# pw groupadd usb

Then, make the /dev/ugen0.2 symlink and the /dev/usb/0.2.0 device node accessible to the usb
group with write permissions of 0660 or 0664 by adding the following linesto  /etc/devfs.rules :

[system=5]

add path ugen0.2 mode 0660 group usb
add path usb/0.2.0 mode 0666 group ush

Finally, add the users to usb in order to allow access to the scanner:
# pw groupmod usb -m joe

For more details referto  pw(8) .
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Alternatively, to load the driver as a module at boot time , place the
following line in loader.conf (5):
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Eif ath load ="YES"

3£ if_ath_load="YES" | /boot/loader.conf °C,e97eUE£=0e«<

V>tuw /boot/kernel  °qbO43e«F=UCTmUU&A?A3<
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psmO: <PS/2 Mouse> irq 12 on atkbdcO
psmO: [GIANT-LOCKED]

psmO: [ITHREAD]
psmO: model Generic PS/2 mouse, device ID 0

T,8sD'WFUIU®a¥N+eAe0X*PL;S-|<
§ dmesg }i3U'\Ei,ed7sD3V>FYYjA¥ Ivar/run/dmesg.boot  ;v3aa<

00FNYZz? pciconf(8) 89Y"?CésDj:FE&89°6iVx+3sDj: 1

% pciconf -lv

athO@pci0:3:0:0: class=0x020000 card =0x058a1014 chip =0x1014168c rev=0x01 hdr
=0x00

E vendor ='Atheros Communications Inc.'

E device ='AR5212 Atheros AR5212 802.11abg wireless'

E class = network
E subclass = ethernet

z}iss ath U®&aS3{|60cém¥x]5a<
w man(l) eec3! -k

6aYOUDb"3{:Fi_F=Yoib/AseL54 iIK3#$aiyAL
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ath_hal (4) - Atheros Hardware Access Layer(HAL)
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# cp GENERIC /root/kernels/MYKERNEL
# In -s /root/kernels/MYKERNEL

PL;SYz!" include ee¢

(Directive)<éaecYzii"fi PL;|@i3PL;F=xAAEIlib;vPLO:cQU VPA
<§AbOC3roYZilu®EA&PLFéacY " GENERIC
APLr5233YZF_-iail

include GENERIC
ident MYKERNEL
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options IPFIREWALL
options DUMMYNET

options IPFIREWALL_DEFAULT_TO_ACCEPT
options IPDIVERT

!"Ug’z:FPL;AAbZ GENERICX*Na3V><x56b~DZ3£ GENERIC
“FNYOEU"F|<ri!" nooptions i nodevice
YZ?{|PL<Vx+3PL;secEf:;Yw config(b) {|<

& >AbabY"YZ3PL:FYz root @Rzéaecl

# cd /usr/src/sys/arch/conf && make LINT
8.5. 06245elX*
[*e0PL;304AEIF¥YEIz&2006X*3=lig1l

Procedure: 06X*

1. ae0pUgll
# cd /usr/src
2. eeleldX*PL;3IK?006~3X*1
# make buildkernel KERNCONF=MYKERNEL

3. 4}5!"aeLX*PL;éc‘)63~X*<Uag§°QE~X*| /boot/kernel/kernel
ABAX*k>| /boot/kernel.old/kernel 1

# make installkernel KERNCONF=MYKERNEL
4. 4eAi~ e8£~3X*F§->cdjo+ c=I"X* e <
APwelX*06] FabX*e«Nasi~06<&0!V~X*IAdde3e«FAw,
UOOEi304 letc/make.conf <
i FI"zé8pYael&oo3e«yA?0yfiPodabé«3PL1
MODULES OVERRIDE = linux acpi

iIFY!"z&8p?A00®ES{|&063e«1

WITHOUT_MODULES = linux acpi sound
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[bii Y"36pFjo+ make.conf(5) CEx+j:<

8.6. ->cd
x00e0X* YZ->zéUae 3801
config 00

§ config 0OF°6iNa&3R°<!I"zé:e,imFA&2 GENERICi NOTES ¢ U?&~"
17 R}£3243&1

config: line 17: syntax error

make 00
§ make 06F%°?T,X*PL,\OU$63;:x config
{|BO<j=+(CPL;F8INyJBOFjk-Imnox= FreeBSD general questions

mailing list A®IX*PL;<

¢=I"X* e
§~X*¢=,eic=aze58AN&RS) OFFreeBSD
baO3e YzZANOA3X*?=<AA&w FreeBSD ,eé£®a (Boot loader)
Y/1&"?,e3X*¥YFxUU eYAii Y/ "Escape to a loader prompt"

YZFAweecOIil}£ boot kernel.old 700,6gi S2AEYza°,e3X*IK<
I"O3X*,eEIF(CPL;AAj0066©< Ivar/log/messages
?b"3iWFiwtO"D,e °-0X*:e<a¥a3F dmesg(8)

N°Nie*©,el3X*:e<

w{|X*BO Fj&Lab ) GENERIC
3Q*Filfi SAYZh93X*FAI"NA3JIK?&'8006 N°G«
|F=@A&FTUE¢x~3X*045EIF kernel.old

C°GH453X*3UFbYZ°c= e<goF? fi~¥aJ§Yh93X*
20-0|gTh93X*a01

# mv /boot/kernel /boot/kernel.bad
# mv /boot/kernel.good /boot/kernel

X*YhoFs ps(1) ¢=h9
§X* *20U894003 *N&Fi_FbooX*!" -CURRENT 3=ligo6A45w
-RELEASE 3UUIFAEAUUE>zG_ ps(1) E vmstat(8) )
§°¢=h9<&UaUBOFj!"2X*0Oa *3=UgA (Source tree) A~00A45
World <!"290UURA V> *N&3X*éFN°?000R<
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Chapter 9. 6N

¢U@AB{6TUBNDZF20N;:|Y!12601i&3DZ<ONR/Op*Go« F/AL
i¢|TINpe3éazENpeYzUy3j¢la<

9.1. 0}.U

p*36NDZYzo|PL]"FONe"IZ66NRA ASCII t"<8&ONA &-3;vFjo+

| <
1. +)602072j&50N3;v1

# mkdir -p /var/spool/lpd/Ip

# chown daemon:daemon /var/spool/lpd/lp
# chmod 770 /var/spool/lpd/lp

2. z root =) /etc/printcap aa €l

m 5
=

:lp=/dev/unlpt0:\ !
:sh:\
‘mx#0:\

:sd=/var/spool/lpd/Ip:\
:If=/var/log/lpd-errs:

T > [T [Th

I UR?TUD?| USB g3Npe<D2|Adi "Npft (Printer)"
g3Npe&!"11*D?|x]3Npeé&!"100 network-printer-name
X]Npe3 DNS OeJK<
3. 04 /etc/rc.conf 3E£ER?.I lpd 1
Ipd_enable="YES"

aial

# service Ipd start
Starting Ipd.

4. 7i6N1

# printf "1. This printer can print.\n2. This is the second line.\n" | Ipr

I §ON3/R\ADZE,uFG?Ui "AVE (Stairstep)"Fjo+
: WAt"NpeAVESN <
iwyz!" lpr 20Nt FA&weecor£;vIKFil§}il"Ué2° (Pipe)
[Ta  lpr<

174



% lpr textfile.txt
% Is -lh | Ipr

9.2. NpeDé

Npeb/EAé&YzD?|IQFM-3fuNpe°D?|IQ3 USB
gFA&3Npe°D?A6 (Parallel) i "Npe (Printer)"
gFGb6V>NpeY?12Dax]JFxNpeZ6rAllQY40!"FAbdV-NpeY?D?
[|_e3£06 (Serial) g<

FreeBSD Yz2=1&-3NpeY¥s<

USB
USB NpeYzD?|IQ!6gY"3 USB g<

x FreeBSD 67| USB NpeF°+)/05aZa1 /dev/ulpt0 zE

/dev/unlpt0 F|T|/166543;¢¢°6/-|Npe<w¢OONSI]N ulpt0 ¥°AP
USB gFiiP USB gYZ°wV>NpeM BOFTUY:°Yzj!" unlptd 53<  unlpto
N°fiP USB g<

A6 (IEEE-1284)
Adg5a!" /dev/lpt0 FU5aNrNpe?}Dalg° WFiAN°e(67<

U+%.SNoC"=a "A&"

DagFHbAEAIQ&pSgb=aDag<Yz"/21?D2AdNpe| USB

gFb1/2IFABNpeYz6x9 USB Npe!"<bd6ak9 ONIiT (Print server)
35a8NY"?D2A6Npe|x]<

£6 (RS-232)
£6gN266aAaDAgFS @8 "WNpe!F|1Tirs3+"6FWé»2p2A&3.6
64EAESH[@é&<

a+wOe¢3£06g3£05aIK, /devicuau0 i /dev/cuaul <Nb£6 USB
[AY1"FG53a33JKY°? /dev/cualo0 <

&2£06NpeYz: " TaEpOY4:0pFiS}i&3? . |} (Baud rate) 1 BPS (Bits Per
Second) zE  &#(C (Parity) <p@bpaF360£6Npe°!" 3|}!? 9600

Hga#(C<

X]NpeYiaD?3|ulx]<

§Npe?” DHCP -qu># FY"I&4E DNS OeJKFDNS

+0>V~?x0eJKZ6U+|a&3 IP # <eelLx|Npedop>3 IP

#Y,1=0BO<

éApg]NpeYz~E!“ LPD %:eLaTi30N89FONXO (Print queue)
3JKN°w="geL<V>Npe°EI!"3X6?.L"Uj¢3eaFi_ raw
X6°6N=U;¢FG text XoY° witM230Ra° (Carriage return)<

8V>x]NpeNYONP|T|g° 9100 3j¢<

9.2.1. %&

béx]D&22?45}PA36aFHYzOU0!36N<8&”PDIQFj+al"
USBFRGjo!»PA<ABDEIIYZ!"F3bWETA2!AIZy <GEODEY ¢ jAP
LFN&-°3Weé.66aNaFHY2:6p_[}IE&#(C231QR[FA £6NpeAN
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A<

9.3. °%e30u0xi4
|TaNpe3j¢"1"NpezoUy3idF=1i4K,(uOxi4 (Page Description
Languages) i PDL<

ASCII
fi ASCII t"?|Ti¢|Npe}PA3EaF60 "GU+00&ON3t"1j¢S3 A
°6NG0O A WOii<Yz!"384<°0Fgbi=Y/*1!¢,i7$<511"PA3f
ASCII
,3?2xt"YzPAIQONAAG&I&PNA&OGI/OFON3U YTaU+|T3a4
<

V>¥1Npec=06Nf ASCII t"F=x=INpejAPL<

PostScript?

PostScript? 2 ASCIlI 640 @F2PA3t"N&FPostScript?
®ai4bo2eecYzUi}Ea&3toFYz!"Na3"-20!F*?F=%5e3DZ?b
ya3FOEQUA&Y U®EIAFY2°=0®4&i4°R+"®4 >Faz!"|?UN|3<

¥13Npeb ™ °-| PostScript? 304[?XRN<

PCL (Printer Command Language)

PCL R ASCII 66G?F3£1ID£6 (Escape sequence)
?24ia4»Y/"-ZEONG-<éV>NbegEN PCL5FOPEN]~3 PCL6 i
PCLXLF=1?3 *? PCL5 3wCl (Superset)FAYzOUV036N!A<

zOe,uv (Host-Based)
EMl/zYZ°!"I:>A3‘iUTEjM‘3-.D?£nNpeSA*leNpegzéNﬁt"FO@ A
3Fth26!°0wel!3lIu®ah]l| T|INpe<=1K, zOe, U (Host-based)
3Npe<

ii®a2z0e,u13NpeYs:142°? u'"icto3vs:eLF=x=tNpeAZw}°
"390UUh9<

9.3.1. /0 PostScript? pii PDL

Port 20C2 FreeBSD 89Cb/AYz"U PostScript? }i3+"®aFUpuUilY/0
PostScript? A ©" PDL 3891

b 8.} PDL aa
} PDL >R .
PCL T PCL5 print/ghostscript9-base Ayl -

sDEVICE=ljetd»*V4!"
-sDEVICE=cljet5

PCLXL T PCL6 print/ghostscript9-base Ayl -
SDEVICE=pxImono »*¥4!"
-sDEVICE=pxIcolor

ESC/P2 print/ghostscript9-base -sDEVICE=uniprint
XQX print/foo2zjs
9.3.2. %&

&Yz0N}PA3éaR?Y/EN PostScript* 3NpeFo??EN PCL 3NpeFbl i
print/ghostscript9-base  =*NpeNY0=>EN PostScript* 3Npe6O!"<bi*EN
PostScript? | PCL 3Npe%°N°IBENfi ASCII thv<
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RoaNpe_&1-3Z[aNpe¥2°NEN PostScripte i PCLF=aNpe¥:°YzoNfi ASCII

thv< print/ghostscript9-base ENV>:aNpe!"3 )
PDLFN"&w=aNpe!dN]@z0-,u1300v2°°<°s~FRCA&|TEC3i¢AD
N<

z0e,u3Npe¥2APLFb°T,"1u"3 PDL
Ge=!"FgYZ,1I"=e3Npe<

b44da PDL 3%Yp http://www.undocprint.org/ formats/

page_description_languages <aa-°Npea!"3rL PDL Yp http://www.openprinting.org/
printers Cé<

9.4. 120N

UCY-ONF;vYZz| T|Npe5&F¢A0GgPL<i_F&|T60JK, sample.txt
3;v| USB Npel

# cp sample.txt /dev/uniptO

&Ta!"x]Npec‘)NAUéNpeEN3D2F3éAb°aEg° 9100 36N9(’)E_Y!" nc(l)
?1"<&!" DNS OeJK, netlaser 3NpedN2!=O&3;vY1l

# nc netlaser 9100 < sample.txt

9.5. LPD (R6aNpe Daemon)

waaoNoo;vK9 Spooling FsQ®a (Spooler)
xI"Z6aM@RIQ3f ®AGNA&WONpes~3]"6N89<

FreeBSD aA3sQ®4 (Spooler) K9 Ipd(8) FGON89°!" Ipr(1) ?20a<

9.5.1. GuPL

+)&"?j*"6N893al»PL ;b4 zExy? i I"|YZz(6=1;v3aal

# mkdir -p /var/spool/lpd/Ip

# chown daemon:daemon /var/spool/lpd/Ip
# chmod 770 /var/spool/lpd/lp

Npe°L'w
letc/printcap FCUNpeZ@a/A3x+ithIJK»D2a32pzEaan PL<+)
/etc/printcap !"zéaal

5=}
=

n

:Ip=/dev/unlptO:\
:shi\ #
mx#0\  $
:sd=/var/spool/lpd/lp:\ %
If=/var/log/lpd-errs: &

m m

T mp
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I Npe3JK< Ipr(1) °|TGN89| Ip NpeF|<b!" -P
?a&eLi NpeFazin3NpeJK+!" Ip<

NpeaD?|5a<00UR,a&3Dée-F_U"ai<
# WONB89,0 NON»(<
$ Ny 6N893}é\|<
% UNpe3sQ (Spooling) g(]aF¢uNpe°ei!"60é)3sQ (Spooling) ai<
& 4aUNpe3cd37P;<

w=)  letc/printcap  EIF!" chkprintcap(8) 7iNpe?}bcdl
# chkprintcap

waMEitasg4a3BO<

.1 letc/rc.conf S3 Ipd(8) 1
Ipd_enable="YES"

a1l
# service Ipd start

9.5.2. 1" lpr(1) 6N
Documents are sent to the printer with Ipr. A file to be printed can be named on the command line

or piped into Ipr. These two commands are equivalent, sending the contents of doc.txt to the
default printer:

% lpr doc.txt
% cat doc.txt | Ipr

Printers can be selected with  -P. To print to a printer called laser:

% lpr -Plaser doc.txt

9.53.

The examples shown so far have sent the contents of a text file directly to the printer. As long as the
printer understands the content of those files, output will be printed correctly.

Some printers are not capable of printing plain text, and the input file might not even be plain text.
Filters allow files to be translated or processed. The typical use is to translate one type of input, like
plain text, into a form that the printer can understand, like PostScript® or PCL. Filters can also be
used to provide additional features, like adding page numbers or highlighting source code to make
it easier to read.

The filters discussed here are input filters or text filters . These filters convert the incoming file into
different forms. Use su(1) to become root before creating the files.
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Filters are specified in /etc/printcap with the if= identifier. To use /usr/local/libexec/If2crlf  as a

filter, modify /etc/printcap like this:

Ip:\

E :lp=/dev/unipt0:\

E :sh:\

E :mx#0:\

E :sd=/var/spool/lpd/Ip:\

I? ;if=/usr/local/libexec/If2crlf:\ !
E :If=/var/log/lpd-errs:

| if= identifies the input filter that will be used on incoming text.

The backslash line continuation characters at the end of the lines in  printcap
entries reveal that an entry for a printer is really just one long line with entries
delimited by colon characters. An earlier example can be rewritten as a single less-
readable line:

Ip:Ip=/dev/unlptO:sh:mx#0:sd=/var/spool/lpd/Ip:if=/usr/local/libexec/If2crl
f:If=/var/log/lpd-errs:

9.5.3.1. ,'wfit"NpeAVE®N

Typical FreeBSD text files contain only a single line feed character at the end of each line. These
lines will "stairstep” on a standard printer:

A printed file looks

like the steps of a staircase
scattered by the wind

m mp

A filter can convert the newline characters into carriage returns and newlines. The carriage returns
make the printer return to the left after each line. Create usr/local/libexec/If2crlf  with these
contents:

#!/bin/sh
CR=$\r'
lusr/bin/sed -e "s/$/${CR}/g"
Set the permissions and make it executable:
# chmod 555 /usr/local/libexec/If2crlf

Modify /etc/printcap to use the new filter:

:if=/usr/local/libexec/If2crlf:\
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Test the filter by printing the same plain text file. The carriage returns will cause each line to start at
the left side of the page.

9.5.3.2. 1" print/enscript w PostScript* NpedHfit"aa

GNUEnRscript converts plain text files into nicely-formatted PostScript? for printing on PostScript?
printers. It adds page numbers, wraps long lines, and provides numerous other features to make
printed text files easier to read. Depending on the local paper size, install either print/enscript-
letter or print/enscript-a4  from the Ports Collection.

Create /usr/local/libexec/enscript  with these contents:

#!/bin/sh
{usr/local/bin/enscript -0 -

Set the permissions and make it executable:

# chmod 555 /usr/local/libexec/enscript

Modify /etc/printcap to use the new filter:

;if=/usr/locall/libexec/enscript:\

Test the filter by printing a plain text file.

9.5.3.3. 6N PostScript? | PCL Npe

Many programs produce PostScript® documents. However, inexpensive printers often only
understand plain text or PCL. This filter converts PostScript? files to PCL before sending them to
the printer.

R Port 20C45 Ghostscript PostScript? 16TF print/ghostscript9-base <

Create /usr/local/libexec/ps2pcl  with these contents:

#1/bin/sh
{usr/local/bin/gs -dSAFER -dNOPAUSE -dBATCH -qg -sDEVICE-=ljet4 -sOutputFile=- -

Set the permissions and make it executable:
# chmod 555 /usr/local/libexec/ps2pcl
PostScript? input sent to this script will be rendered and converted to PCL before being sent on to
the printer.
Modify /etc/printcap to use this new input filter:
sif=/usr/local/libexec/ps2pcl:\

Test the filter by sending a small PostScript? program to it:
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% printf "%% \! PS\n /Helvetica findfont 18 scalefont setfont \
72 432 moveto (PostScript printing successful.) show showpage \004" | lpr

9.5.3.4. 101

A filter that detects the type of input and automatically converts it to the correct format for the

printer can be very convenient. The first two characters of a PostScript? file are usually %! . A filter
can detect those two characters. PostScript? files can be sent on to a PostScript? printer

unchanged. Text files can be converted to PostScript? with Enscript as shown earlier. Create
/usr/locall/libexec/psif  with these contents:

#!/bin/sh

#

# psif - Print PostScript or plain text on a PostScript printer
#

IFS=""read -r first_line

first_two_chars="expr "$first_line" : "\(..\)"

case "$first_two_chars" in

%!)

E # %! : PostScript job, print it.

E echo "$first_line" && cat && exit 0
E exit2

E

E # otherwise, format with enscript

E (echo "$first_line"; cat ) | /usr/local/bin/enscript -0 - && exit 0
E exit2

Set the permissions and make it executable:
# chmod 555 /usr/local/libexec/psif

Modify /etc/printcap to use this new input filter:
:if=/usr/local/libexec/psif:\

Test the filter by printing PostScript? and plain text files.

9.5.4. A£D

The entries in /etc/printcap are really definitions of queues. There can be more than one queue for a
single printer. When combined with filters, multiple queues provide users more control over how
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their jobs are printed.
As an example, consider a networked PostScript? laser printer in an office. Most users want to print

plain text, but a few advanced users want to be able to print PostScript? files directly. Two entries
can be created for the same printer in  /etc/printcap

textprinter:\

E :lp=9100@officelaser:\

E :sh:\

E :mx#0:\

E :sd=/var/spool/lpd/textprinter:\
E :if=/usr/localllibexec/enscript:\
E :lf=/var/log/lpd-errs:
psprinter:\

E :Ilp=9100@officelaser:\

E :sh:\

E :mx#0:\

I? :sd=/var/spool/lpd/psprinter:\
E :lf=/var/log/lpd-errs:

Documents sent to textprinter will be formatted by the  /usr/local/libexec/enscript  filter shown in an
earlier example. Advanced users can print PostScript? files on psprinter , where no filtering is done.

This multiple queue technique can be used to provide direct access to all kinds of printer features. A
printer with a duplexer could use two queues, one for ordinary single-sided printing, and one with a

filter that sends the command sequence to enable double-sided printing and then sends the
incoming file.

9.5.5.)82_"6N

Several utilities are available to monitor print jobs and check and control printer operation.
9.5.5.1. Ipqg(1)

Ipg(1) shows the status of a userOs print jobs. Print jobs from other users are not shown.

Show the current userOs pending jobs on a single printer:

% Ipq -Plp
Rank Owner Job Files Total Size
1st jsmith 0 (standard input ) 12792 bytes

Show the current userOs pending jobs on all printers:

% Ipg -a

Ip:

Rank Owner Job Files Total Size
1st jsmith 1 (standard input ) 27320 bytes
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laser:

Rank Owner Job Files Total Size
1st jsmith 287 (standard input ) 22443 bytes

9.5.5.2. Iprm(2)

Iprm(1) is used to remove print jobs. Normal users are only allowed to remove their own jobs. root
can remove any or all jobs.

Remove all pending jobs from a printer:

# lprm -Plp -

dfA002smithy dequeued
cfA002smithy dequeued
dfA003smithy dequeued
cfA003smithy dequeued

dfA004smithy dequeued
cfA004smithy dequeued

Remove a single job from a printer.  Ipg(1) is used to find the job humber.

% Ipq
Rank Owner Job Files Total Size
1st jsmith 5 (standard input ) 12188 bytes
% lprm -Plp 5
dfA005smithy dequeued
cfA005smithy dequeued
9.5.5.3. Ipc(8)
Ipc(8) is used to check and modify printer status.  Ipc is followed by a command and an optional
printer name. all can be used instead of a specific printer name, and the command will be applied
to all printers. Normal users can view status with Ipc(8) . Only root can use commands which modify

printer status.

Show the status of all printers:

% Ipc status all

Ip:

E queuing is enabled
E printing is enabled
E 1 entryin spool area
E printer idle

laser:

E queuing is enabled
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mp

printing is enabled

1 entryin spool area
waitingfor laser to come up

T [Tp

Prevent a printer from accepting new jobs, then begin accepting new jobs again:

# Ipc disable Ip

Ip:

E queuing disabled
# Ipc enable Ip

Ip:
E queuing enabled

Stop printing, but continue to accept new jobs. Then begin printing again:

# Ipc stop Ip

Ip:

E printing disabled
# Ipc start Ip

Ip:

printing enabled

E
E daemon started

Restart a printer after some error condition:

# Ipc restart Ip
Ip:
E no daemon to abort

printing enabled

E
E daemon restarted

Turn the print queue off and disable printing, with a message to explain the problem to users:

# Ipc down Ip Repair parts will arrive on Monday

Ip:

E printer and queuing disabled

E status message is now: Repair parts will arrive on Monday

Re-enable a printer that is down:

#lpcup lp
Ip:
E printing enabled
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E daemon started

Seelpc(8) for more commands and options.

9.5.6. -ONpe

Printers are often shared by multiple users in businesses and schools. Additional features are
provided to make sharing printers more convenient.

9.5.6.1. 4

The printer name is set in the first line of the entry in /etc/printcap . Additional names, or aliases,
can be added after that name. Aliases are separated from the name and each other by vertical bars:

Ip|repairsprinter|salesprinter:\

Aliases can be used in place of the printer name. For example, users in the Sales department print
to their printer with

% lpr -Psalesprinter sales-report.txt
Users in the Repairs department printto  their printer with
% lpr -Prepairsprinter repairs-report.txt

All of the documents print on that single printer. When the Sales department grows enough to need
their own printer, the alias can be removed from the shared printer entry and used as the name of a
new printer. Users in both departments continue to use the same commands, but the Sales
documents are sent to the new printer.

9.5.6.2. O»

It can be difficult for users to locate their documents in the stack of pages produced by a busy

shared printer. Header pages were created to solve this problem. A header page with the user name

and document name is printed before each print job. These pages are also sometimes called banner
or separator pages.

Enabling header pages differs depending on whether the printer is connected directly to the
computer with a USB, parallel, or serial cable, or is connected remotely over a network.

Header pages on directly-connected printers are enabled by removing the :sh:\ (Suppress Header)
line from the entry in  /etc/printcap . These header pages only use line feed characters for new lines.
Some printers will need the  /usr/shared/examples/printing/hpif filter to prevent stairstepped text.
The filter configures PCL printers to print both carriage returns and line feeds when a line feed is
received.

Header pages for network printers must be configured on the printer itself. Header page entries in

letc/printcap are ignored. Settings are usually available from the printer front panel or a
configuration web page accessible with a web browser.

9.5.7. 0+t%
Example files: /usr/shared/examples/printing/

The 4.3BSD Line Printer Spooler Manual , /usr/shared/doc/smm/07.lpd/paper.ascii.gz
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Manual pages: printcap(5) , Ipd(8) , Ipr(1) , Ipc(8), Iprm(1) , Ipg(1) .
9.6. i BNUU

Several other printing systems are available in addition to the built-in Ipd(8) . These systems offer
support for other protocols or additional features.

9.6.1. CUPS (Common UNIX2 Printing System)

CUPS is a popular printing system available on many operating systems. Using CUPS on FreeBSD is
documented in a separate article: CUPS

9.6.2. HPLIP

Hewlett Packard provides a printing system that supports many of their inkjet and laser printers.

The portis print/hplip . The main web page is at http://hplipopensource.com/  hplip-web/ index.html .
The port handles all the installation details on FreeBSD. Configuration information is shown at

http://hplipopensource.com/  hplip-web/ install/ manual/ hp_setup.html

9.6.3. LPRNng

LPRng was developed as an enhanced alternative to  Ipd(8) . The portis sysutils/LPRng . For details
and documentation, see https://Iprng.sourceforge.net/
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Chapter 10. Linux” Binary O4][
10.1. -o

FreeBSD OU Linux? Binary 304[F§/!"\w FreeBSD
UUINA&URYZ45E@REV>3 Linux~a Binary< -3babeeiFwTtuéFLinux?
Binary w FreeBSD 3pi¢w Linux2 O<

JGFV>rLw Linux2 90UU!I3DZw FreeBSD AgbEN<i_F8§ Linux2 Binary "A3!"
i3862 rL3u}F_iUFG 8086 eaF°¢=w FreeBSD @R<

I FreeBSD 10.3 IEN 64 #G3 Linux? Binary O4[<

¥]=WFa81y1

¥ gw FreeBSD UUI" Linux@ Binary Qaéa<
¥  g45f 3 Linux? ¥4"®4l<

¥ gw FreeBSD UU45 Linux2 +"®&4<

¥ w FreeBSD S Linux2 O4[3*9+X<

w, UA¥=WEiFaA&1
¥ 8E g45 fi 3"UéID <
10.2. PL Linux@ Binary O3a[
Linux2 ®&IPAN°45FHAN® i Linux2 Binary Q4[< Linux® ®&lYz#045i?A
FreeBSD Port 20C45<
WA[00 Port iIF&EE Linux2 X*e«F}Y06°001
# kldload linux
U 64-#G304[1
# kldload linux64

&~e«Sefl

% kldstat
E Id Refs Address Size Name

E 1 20xc0100000 16bdb8 kernel
E 7 10xc24db000 d000 linux.ko
w FreeBSD 45p*3 Linux2 ®AIE Binary }PA3é4?45 emulators/linux_base-c6

Port <&45 Portl

# pkg install emulators/linux_base-c6

2017?
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&w.e i Linux2 O4[FYz3£=R| letc/rc.conf 1
linux_enable="YES"

w 64-#G3ellF letc/rc.d/abi  °€UE£"?0 64-#GeG3e«<

Since the Linux® binary compatibility layer has gained support for running both 32- and 64-bit
Linux® binaries (on 64-bit x86 hosts), it is no longer possible to link the emulation functionality
statically into a custom kernel.

10.2.1. #045h ®4al

8b Linux® £"®awPL Linux? Binary O4[liedys " ®ai3tuF&~=0 Linux2
Binary A&UoY4"®alA#045<

w Linux® UUFY!" ldd ?{i+"®aA&noYs"®al< i_F(C linuxdoom
A&uovs"®alFwb45 Doom 3 Linux? UU@R=0zecl

% ldd linuxdoom
libXt.s0.3 (DLL Jump 3.1) => /usr/X11/lib/libXt.s0.3.1.0

libX11.s0.3 (DLL Jump 3.1) =>/usr/X11/lib/libX11.s0.3.1.0
libc.so.4 (DLL Jump 4.5pl26 ) => /lib/libc.s0.4.6.29

JIFQE&b Linux? UU}U S}H6c3;v| FreeBSD UU3 /compat/linux <
QE]IF+)2°DU (Symbolic link) p}iU™"6c3JK<z=0im°w FreeBSD
UU >zé;vl

/compat/linux/usr/X11/lib/libXt.s0.3.1.0
/compat/linux/usr/X11/lib/libXt.s0.3 -> libXt.s0.3.1.0
/compat/linux/usr/X11/lib/libX11.s0.3.1.0
/compat/linux/usr/X11/lib/libX11.s0.3 -> libX11.50.3.1.0

/compat/linux/lib/libc.s0.4.6.29
/compat/linux/lib/libc.s0.4 -> libc.s0.4.6.29

§ Linux@ ¥2" @&l S wFA?| . ldd
}iU6c30&00 °FYNARQEER}IGC3;VF!".b3®ai+Yh9<8bj
~3 *+0l&QEY:"®4aIFAZ*DUzR~ 3®AIFA ¥Y-|<

i_Fzé®aiS*w FreeBSD UU1

/compat/linux/lib/libc.s0.4.6.27
/compat/linux/lib/libc.s0.4 -> libc.s0.4.6.27

H Idd EiBinary A&!"j~3 *1
libc.so.4 (DLL Jump 4.5pl26 ) -> libc.s0.4.6.29

~J.b3®@alAbw}iog 60 *F®atélY!I"icA3 *@RF J_UF'
KméAo0.b3 libc.so ,j~3 *1
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/compat/linux/lib/libc.s0.4.6.29
/compat/linux/lib/libc.so0.4 -> libc.s0.4.6.29

60?:FAbw45 Linux® ®4| FreeBSD ]3i6©°A&Cli Linux? Binary
OE3Y,"®&aI<EIUU¥b$063 Linux? ¥4"®@4alZ6@R~453 Linux®
BinaryF¥NoA&rd309<

10.2.2. 45 Linux®ELF Binary

ELF Binary b~ OA&rd320u<x@R¢Y2a (Unbranded) 3 ELF BinaryF° >cd:el

% ./my-linux-elf-binary

ELF binary type not known
Abort

&ef FreeBSD X*ul? FreeBSD ELF Binary A? Linux2 BinaryFY!" brandelf(1) 1
% brandelf -t Linux my-linux-elf-binary

RC GNU 897°el16a:x3%4j:| ELF BinaryF¥2°NA&=020<

10.2.3. 45z Linux®RPM ,uf3+"®a

&45 Linux2RPM ,u{3+"®4aFA845 archivers/rpm4  20i Port<45]"EIF root
Yz!"=02e¢45 .rpm 1

# cd /compat/linux
# rpm2cpio < /path/to/linux.archive.rpm | cpio -id

_A&F brandelf S453 ELF Binary<bRF=8°¢=-,%y|45<

10.2.4. PLOeJKyT?

" DNS ¢=h9iii=0cd1

resolv+: "bind" is an invalid keyword resolv+:
"hosts" is an invalid keyword

8 /compat/linux/etc/host.conf PL_é1

order hosts, bind

multi on
=zelLouau letc/hosts FRO, DNS< x /compat/linux/etc/host.conf N WF Linux@
+'®a°!" letc/host.conf A°8bNOA&3 FreeBSD i=<_"JKiii\PL!"
letc/resolv.conf  3iFYY-| bind <
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10.3. QAOO

This section describes how Linux? binary compatibility works and is based on an email written to
FreeBSD chat mailing list by Terry Lambert tlambert@primenet.com  (Message ID:
<199906020108.SAA07001@usr09.primenet.com >).

FreeBSD has an abstraction called an "execution class loader". This is a wedge into the execve(2)
system call.

Historically, the UNIX2 loader examined the magic number (generally the first 4 or 8 bytes of the
file) to see if it was a binary known to the system, and if so, invoked the binary loader.

If it was not the binary type for the system, the execve(2) call returned a failure, and the shell
attempted to start executing it as shell commands. The assumption was a default of "whatever the
current shell is".

Later, a hack was made for sh(1) to examine the first two characters, and if they were \n, it invoked
the csh(1) shell instead.

FreeBSD has a list of loaders, instead of a single loader, with a fallback to the #! loader for running
shell interpreters or shell scripts.

For the Linux®ABI support, FreeBSD sees the magic number as an ELF binary. The ELF loader looks
for a specialized brand , which is a comment section in the ELF image, and which is not present on
SVR4/Solaris? ELF binaries.

For Linux@ binaries to function, they must be branded as type Linux using brandelf(1) :
# brandelf -t Linux file

When the ELF loader sees the Linux brand, the loader replaces a pointer inthe  proc structure. All
system calls are indexed through this pointer. In addition, the process is flagged for special

handling of the trap vector for the signal trampoline code, and several other (minor) fix-ups that are
handled by the Linux? kernel module.

The Linux@ system call vector contains, among other things, a list of sysent[] entries whose
addresses reside in the kernel module.

When a system call is called by the Linux? binary, the trap code dereferences the system call
function pointer off the  proc structure, and gets the Linux®, not the FreeBSD, system call entry
points.

Linux® mode dynamically  reroots lookups. This is, in effect, equivalentto  union to file system
mounts. First, an attempt is made to lookup the file in /compat/linux/original-path . If that fails, the
lookup is done in /original-path . This makes sure that binaries that require other binaries can run.

For example, the Linux® toolchain can all run under Linux2ABI support. It also means that the

Linux® binaries can load and execute FreeBSD binaries, if there are no corresponding Linux?

binaries present, and thata uname(1) command can be placed in the /compat/linux directory tree
to ensure that the Linux® binaries cannot tell they are not running on Linux2.

In effect, there is a Linux® kernel in the FreeBSD kernel. The various underlying functions that
implement all of the services provided by the kernel are identical to both the FreeBSD system call

table entries, and the Linux® system call table entries: file system operations, virtual memory
operations, signal delivery, and System V IPC. The only difference is that FreeBSD binaries get the
FreeBSD glue functions, and Linux® binaries get the Linux® glue functions. The FreeBSD glue
functions are statically linked into the kernel, and the Linux@ glue functions can be statically linked,
or they can be accessed via a kernel module.

Technically, this is not really emulation, it is an ABI implementation. It is sometimes called "Linux?
emulation” because the implementation was done at a time when there was no other word to
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describe what was going on. Saying that FreeBSD ran Linux? binaries was not true, since the code
was not compiled in.
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Chapter 11. PL2QR
11.1. o

w FreeBSD I ®SFOxi&36XEOR?_ga&PLUU< *WYAC? FreeBSD
3PLA®F/061YzQu FreeBSD 6Z36pPL<

¥]=WFa§1y1l

¥ rc.conf PL3uY- E lusr/localletc/rc.d 10 Script<
_gPLA7x]i<

_gwx]54!PLFGOe<

_gl"w letc S34aPL;<

g sysctl(8) 8pQR FreeBSD<
_gQRONBZEjX*y'<

K K K K K

w,UA¥=WEiFaA&1

¥ 1y UNIX2 E FreeBSD puf ( FreeBSD pf )<
¥ TDX*PL2063uT ( PL FreeBSD X* )<

11.2. TUiu

AEA!"°!" Port 20C45°uéID| FreeBSD

HA&4510WUppUH_Y'|'ﬂéID<‘|l]F|’_ mail/postfix T www/apache22
IA?w:AA&WUUGUH TG3IDES3/0<*WX8:;Y" 210 UEID3®E<

w FreeBSD éApa+3ilFi_ cron(8) N??°UUiu Script ?@R<

11.2.1. 66+"®aPL

iw FreeBSD °U" rc.d FPLi"®é'I'l]Q3VDAHOUVABDZ<!"Q OU FreeBSD
S3iu a0|34i"FYzPL+"®&awn rLIiGEITuUHYz?” letc/rc.conf

s

?|qro364?CyuOwil Script S36a4<6op*3 Script YZ°_&iail
#!/bin/sh
#
# PROVIDE: utility
# REQUIRE: DAEMON
# KEYWORD: shutdown

. letc/rc.subr

name=utility
rcvar=utility_enable

command="/usr/local/sbin/utility"

load_rc_config $name
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#

# DO NOT CHANGE THESE DEFAULT VALUES HERE
# SET THEM IN THE /etc/rc.conf FILE

#

utility _enable=${utility_enable-"NO"}
pidfile=${utility_pidfile-"/var/run/utility.pid"}

run_rc_command "$1"

=0 Script °&'&@R3 utility °wFa3ia DAEMON EliuFN& OUPL2;<®% ID
(Process ID, PID) 3é=<

ayU+"®@a¥Y8EeRo| letc/rc.conf S1

utility_enable="YES"

I"=2éaYzPA3"Uzecoop»U" letc/rc.subr  A0U3APap»2 rcorder(8) O&aAYw
rc.conf PA3PL<

11.2.2. "I0?10A 14

i 3iayz!" inetd(8) ?iGFw inetd wéiii b_g" inetd(8) zEAPL3HE:;<
wTituVv:" cron(8) ?iGUUIGFRC ~cron(g) °!" crontab(5)
3;bI?@R=1®L£Faz=06=bNOTaF=x003!"INYZzil2U-el3+"®a

<

cron(8) 3 @reboot DZFY"?oyaelx+3 7FG&89°wUUNIH @R cron(8) I@R<

11.3. PL cron(8)

w FreeBSD fiS}b"3fiS6Z89¥? cronF=089°waa@RAHLI(C /etc/crontab
?}b&@R389JIG0 /var/cron/tabs  ?}be03 crontab ;vF=%;v"?4{&x cron

weel3 7@R389Fcrontab S3¢60Z@L 160& @R389F0K9 cron job <
=i1"1/aé-3PL;1fi6?UU crontabFUU crontab N+&6a;Fl,!"!

crontabF!"! crontab YZEA&+)204<=/a;v3aaw crontab(5) b:;<UU crontab
letc/crontab  3aaAbw!"! crontab aqb3 who c#FwUU crontabFcron

°Eléc#azL3!"I?@Rae¢FGW!"] crontabF°z+) crontab 3!"I? @Raeg<

"l crontab 0" Yz4{ei389F root "INYbei3!"] crontab
?4{NwUU crontab S389<

zé,UU crontab letc/crontab  3-iZgl

# letc/crontab - root's crontab for FreeBSD

#
# $FreeBSD: head/zh_ TW.UTF-8/books/handbook/book.xml 53653 2019-12-03 17:05:41Z

rcyu $
#!
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SHELL=/bin/sh

PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin !

#

#minute hour mday month wday whocommand #

#
*5*% * * * oot [usr/libexec/atrun $

1z #
"G,»3 Rypey<Yw;vS63eyOpP&@ RCcdU9E,g&@R<eyNY2ac¢aRF
}Y°6x08e¢30V>Fey"iw~30RF>GRY °0A[I<

we (=) "G"?L 6geiPL<w=0imxSF!"1w°?L’ SHELLE PATH<8 SHELL
BR[Fcron Y°I"fiP3 Bourne shell<§ PATH 8R[FY"leeLaeci Script
3|UjarZ@R<

# URL1wUU crontab °!"|3_oc#1 minute , hour , mday , month , wday , who zE
command < minute c#?e.eleec&@R3 7S3-F hour aeLeec&@R3 F
2iiU37F month ?iFzE wday ?8ii37<=lc#"Tp@yp 24 M3 7i \*
?ypabYZz3@< who =0c#AbUU crontab
rbF"?2eeL &"#60!"1? @Raec<}I60cH#Y ?& @R 3ac<

$ =0ZglL 1689a!"3pdF */5 12ypo *
NGae3?¢0i3¢683¢673¢OoM 3¢ 5 -<°I* root @R

Jusr/libexec/atrun  <ae¢YAdgPC36pF38aec&!"ARYAz@ é "\" DEé*GOR<

11.3.1. )!"13 Crontab

&+)60!"} crontab Y!"oaéa@R crontab 1
% crontab -e

=¥,°1"AP3th04al?,i1"3
crontabF!""00@R=0ze¢°,i60>3;vF!"|+) crontab
El=0ae¢Y°,iS+)3 crontab Uoda<

3£=IR| crontab ;3}!é?PL&i6pzEk{w crontab Sc#3[~<°b"1

SHELL=/bin/sh
PATH=/etc:/bin:/sbin:/usr/bin:/usr/sbin

# Order of crontab fields
# minute hour mday month wday command

JIt60&@R3aeci Script 320RFeL&@Ra¢3 7<=0im°¢iwe" 2
a@ReeL3el Bourne shell scriptFRCgbw PATH eeL Script 3]aFaz"i= Ju3
Script Jal1

0 14 * * * Jusr/home/dru/bin/mycustomscript.sh

w!"e03 Script E'l'Fj_(’j&Lé Script YZ@RAH!" cron
whby3€i6pé7i<&QE00"?@R!a cron Zg3&iYz!"1

env -i SHELL=/bin/sh PATH=/etc:/bin:/sbin:/usr/bin:/usr/shin
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HOME=/home/dru LOGNAME=dru /usr/home/dru/bin/mycustomscript.sh

w crontab(5) bér cron !"3€i6pF§ Script
SAbOg°!I"E" G«|;v3aecF#d(C Script Ya°w cron
3éih9<°n&<

0a]" crontab Elj*;vF04]3 crontab °6&045H cron °¥Cé crontab
AwfieeL3 a@Rfi cron job<&6i crontab Sb#6! cron job Yz!"Uaecl

% crontab -
0 14 * * * Jusr/home/dru/bin/mycustomscript.sh

&-|"w!"} crontab S3 cron job Y1

% crontab -r
remove crontab for dru?y

11.4. UU FreeBSD S3iu

FreeBSD wUUQUH " rc(8) UUS3IG Script<dC letc/rc.d 3 Script OU1p*3iayY!"
service(8) 3! start, stop zE restart YZ?_'<i_F!"zésecYzfi~il sshd(8) 1

# service sshd restart

=0®EYZ"?2W@RS3UUIGIIFGW rc.conf(5)
SbaeL3itY°w,e ediu<i_F&wUUIU i natd(8) FY£ER| letc/rc.conf 1

natd_enable="YES"

§ natd_enable="NO" RS"WFY§ NO Vi, YEFwWEO,e rc(8) script
¥°@U8£6gOE3IUFx+ éan<

RC rc(8) UUO&"CwUU e24e iG2!aiuFAbxbiu36pPLw letc/rc.conf
start , stop zE restart r°b9"<i_ sshd restart A°w /etc/rc.conf S3 sshd_enable P, YES
“r°h9F8&N?" letc/rc.conf 3PL?  start,stop 1 restart 60iGYA&weegi3!

"one"Fi_&N7? giw letc/rc.conf  3PLA~IU sshd(8) Y@Rzéaecl

# service sshd onerestart

&(Cooiu?tbw letc/rc.conf IFY@RIiU3 rc(8) Script 3! rcvar <=0im°(C
sshd(8) ?}w  /etc/rc.conf S8i1

# service sshd rcvar
# sshd

#

sshd_enable ="YES"
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# (default: ")

I R # sshd 3}i?&lnaecFG< root console<
&tO?060iU?}aw@RFY!" status Fi_&&~ sshd(8) ?}a°w@R1

# service sshd status
sshd is running as pid 433.

wTHuFNYz reload

001G<=009°Aj-T60 °0aeL 3IUF5 1Ufi~E£APLFWEAp3tueF

-Toig3 °? SIGHUP<AN?¢0OiUcbhENUDZ<

rc(8) UU"wx]JiGEN+"wéAp3UUGH <i_ @R letc/rc.d/bgfsck  Script
°6Nizé:el

Starting background file system checks  in 60 seconds.

=0 Script "?w&a0;vUU(CFAbwUUGIH &@R<

AEAUUIG°OER 10?2h9Fi_ yp(8) Efi z RPC ,uf3itw rpcbind(8)
IITYZ°000<&y. =aBOFR"will Script 1638yS3EOEER meta-
data<wUUQuH " rcorder(8) ®a-7=ey?.L&zcdO£?@RUUIUz"$OE<

T rc.subr(8) 3A&Fz&34iM13£|ab3iu Script €Y "enable" il Scriptl

¥ PROVIDE PLU;vaOU3it<

z84iNYZ°weoil Script 3lel"F J<"&F3?2UC rcorder(8) ?2<°%"30il
¥ REQUIRE 6iUitA&"3it<b!"U4i"3 Script *waeLiil El r@R<
¥ BEFORE 6iOEUIU3iG<b!"U4i"3 Script °weel3iuil Ei @R<

?’=+3PL¢0IG Script 3=14i"FUU¥YU Script
3iGOLQRCQFGNAI"|A UNIX2 90UUA!"3 "runlevels"<

roé3j:Yw rc(8) zE rc.subr(8) S{|<j6+ UtW  ?CE_g+)ed rc(8) Script

389::<

11.4.1. UUUUrL3PL

UUPL;:30&8#C ‘ . o

letc/rc.conf F=0;v3PLj:-.<?COH°wUUIl ¥C?PLUUFINOUPL;:z rc*

i<

w /etc/rc.conf S3PLZ@°3,w o /etc/defaults/rc.conf
3APPLFN+04é;vS3APPLFabUUrL3PL1| letc/rc.conf Aui<

waCz""&8UUrL3PL24yrL3PL- F'UN6UUbO0aé=F+n3é="
§UUrL3PL6aw letc/rc.conf.local Fi_zé8&2"|abUU3PLZa6w letc/rc.conf 1

sshd_enable="YES"
keyrate="fast"
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defaultrouter="10.1.1.254"

GA2'|UUU3PL6W letc/rc.conf.local 1

hostname="nodel.example.org"
ifconfig_fxpO="inet 10.1.1.1/8"

I"+"®&_ rsync i puppet § letc/rc.conf  AA|¢oOUUFGwaUU'aei3
/etc/rc.conf.local <
56UUAN°3u letcirc.conf FazUUPLj:N°TUAod<
letc/rc.conf zE /etc/rc.conf.local  /o;vee!" sh(1)
l y7F=xUU89!Z6+)jQR3PLEV<j6+ rc.conf(5)

?CEVAb4UOO3;:<

11.5. PLXJ3ui

U FreeBSD UU!?2:3£2PLxJ3ii (Network Interface Card, NIC) °?200°¢389<

11.5.1. {|a&3it®4

»3F&B&L NIC 3-°Efil"36+<FreeBSD EN&a NICFY(Cé FreeBSD
- *3sDOA[yA?Cii?}bERE NIC<

8bENE NICFay&&Leé NIC 4&A&3 FreeBSD IU®&IK<jo+
lusr/src/sys/confINOTES E /usr/src/sys/arch/conf/NOTES  ?CE NIC
lU®ayAEREN36+«04i:<xbzB?FjA¥eiu®a389#$F°bOUVADL4
ENsDE&Iu®aSaB03;:<

GENERICX*SbaA%e NIC 3|"L'l®é'l FR~?w,e +€°67| NIC<Yz}E£ more
Ivar/run/dmesg.boot ~ ?(BUU3, e:eAl">GiHUt"<wUiSF/om¥x] NIC
I"UUSDb3 dc(4) lu®al

dc0: <82¢169 PNIC 10/100BaseTX> port 0xa000-0xa0ff mem 0xd3800000-0xd38
000ff irg 15 at device 11.0 on pciO

miibus0: <MII bus> on dc0O

bmtphyO: <BCM5201 10/100baseTX PHY> PHY 1 on miibusO

bmtphyO: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

dcO: Ethernet address: 00:a0:cc:da:da:da

dcO: [ITHREAD]

dcl: <82c169 PNIC 10/100BaseTX> port 0x9800-0x98ff mem 0xd3000000-0xd30
000ff irq 11 at device 12.0 on pciO

miibus1: <MIl bus> on dcl

bmtphyl: <BCM5201 10/100baseTX PHY> PHY 1 on miibusl

bmtphyl: 10baseT, 10baseT-FDX, 100baseTX, 100baseTX-FDX, auto

dcl: Ethernet address: 00:a0:cc:da:da:db
dcl: [ITHREAD]
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Sw GENERICSgbé NIC 3iu®aF3pY"3iu®aF#dwPLE!" NIC
i&0E£EIU®AFD/aéaYz]"=0Al

¥ }pA3éar!" kidload(8) &£ NIC
&I"3X*e«<&w,e eUEEFY3E:x3PL| /boot/loader.conf <N?ab NIC
IU®AGY x0e«!"<

¥ i'Fp>006U NIC 3EN|eOX*Fjo+ lusr/src/sys/confINOTES

lusr/src/sys/arch/conf/INOTES ;
ElU®&a389#$?1y&welX*PL;S&3E#PL<&CEVADb4A~00X*3
i:Yo+ PL FreeBSD X*  <8w,e bd7| NICFRNA&OA~0OX*<

11.5.1.1. " Windows2NDIS {u®a

@N 3FlIb@AU+%AgbOUIYAIU®ES Ttor, WNFFT,=tobOE¥:Oev

<TUFFreeBSD _ )

Ef 9OUU3§-BKAgé/éévYZY/l?"IIQZabg®OC88®?,-|l'J®<":'1'I'

?1"ibU Microsoft? Windows?2 60"3i0®a Binary<

FreeBSD U Network Driver Interface Specification (NDIS) bOU "=>" 3ENF=/A1 ndisgen(8)
Y"?/0 Windows? XP IL'J®é;"YW FreeBSD !!"Séé:<’RQ ndis(4) lu®al"3?

Windows? XP binaryFazAZw i386% E amd64 UU!@R<PCI, CardBus, PCMCIA zE USB

5aNchEN<

&!"  ndisgen(8) A&U¥¥a¢ 1l

1. FreeBSD X*=lg<
2. 60 .SYS®;J3 Windows? XP [U®4 Binary<
3. 60 .INF ®;J3 Windows2 XP [U®4PL;<

ééUeeL NIC I"3 .SYSE .INF ;<%°=t:vYzwiu®a CD
NU+Ys3xy!{|<zé-i°!" W32DRIVER.SYSE W32DRIVER.INK

[0@43#GbA"2 FreeBSD 3 *O<i_ FreeBSD/i386 A&!" Windows? 32-bit
[U®AFG FreeBSD/amd64 YA&!" Windows? 64-bit [1®&<
€020200610®4 Binary "YE£3X*e«<z root m>!" ndisgen(8) 1

# ndisgen /path/to/W32DRIVER.INF /path/to/W32DRIVER.SYS

=0ae¢?U0a3F°Oi}£6gaA3rd|:F~3X*e«°6 >wgi3g(F!"
kidload(8) ?&£~3e«l

# kldload ./W32DRIVER_SYS.ko

|1 >3X*¢«EBF ndis.ko zE if_ndis.ko N'iéEF°woghOE ndis(4)
3e«BeE GeeUEE<8gbeUeEFYA!"zEacHUEEL

# kldload ndis
# kldload if _ndis

"00aC EE ndis(4) miniport [G®4/5®&FG [0ae¢°é£ >3 NIC [U®E<

(C dmesg(8) Cii?}bogéfcdF86aeacF}iU +°_ éail
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ndisO: <Wireless-G PCI Adapter> mem 0xf4100000-0xf4101fff irq 3 at device 8.0 on pcil
ndisO: NDIS API version: 5.0

ndisO: Ethernet address: Oa:bl:2c:d3:4e:f5

ndis0: 11b rates: 1Mbps 2Mbps 5.5Mbps 11Mbps

ndisO: 11g rates: 6Mbps 9Mbps 12Mbps 18Mbps 36Mbps 48Mbps 54Mbps
|UEI ndisO Yzd6gf NIC PLI"<
&PLUUC.e é£ ndis(4) e«FYQE >3é« W32DRIVER_SYS.ko|

/boot/modules  <JI3£ER| /boot/loader.conf 1

W32DRIVER_SYS_load="YES"

11.5.2. PLX]i

6£a&3 NIC [U®AEIFayA&PL3IIF=0019YZwWA45 S3I" bsdinstall(8)
PL 1<

&Cii NIC PLY}£zézecl

% ifconfig
dcO: flags =8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500

E options =80008<VLAN_MTU,LINKSTATE>

E ether 00:a0:cc:da:da:da

E inet 192.168.1.3 netmask Oxffffff00 broadcast 192.168.1.255
E media: Ethernet autoselect (100baseTX <full-duplex> )

E  status: active

dcl: flags =8802<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> metric 0 mtu 1500

E options =80008<VLAN_MTU,LINKSTATE>

E  ether 00:a0:cc:da:da:db

E inet 10.0.0.1 netmask OxffffffO0 broadcast 10.0.0.255
E  media: Ethernet 10baseT/UTP

E status: no carrier
100: flags =8049<UP,LOOPBACK,RUNNING,MULTICAST> metric 0 mtu 16384

E options =3<RXCSUM, TXCSUM>

E inet6 fe80::1%Il00 prefixlen 64 scopeid 0x4

E  inet6 ::1 prefixlen 128

I? inet 127.0.0.1 netmask 0xff000000

E nd@éptions =3<PERFORMNUD,ACCEPT_RTADV>

w=0imSo6ilzé5al

¥ dcO: "60m¥x]Pi<
¥ dcl: “lom¥x]pu<

¥ 100: Loopback 5a<
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FreeBSD °I"U@&IKaY, e ad7|33UuiOL£?Y4I NIC<i_ sis2 2eewUU!"
sis(4) 1G®a3 "ud NIC<

WUISF dco SEAH@RS<O&3EIbl

1. UP ypeiiSPLOAHékRd<

2. 30ibxPx] ( inet) #F 192.168.1.3<

3. 30ib6ob63mx]!" ( netmask )FAS  Oxffffff00 waC 255.255.255.0<

4. 3ib6ob6300# F 192.168.1.255<

5. 30i(  ether) 3MAC#? 00:a0:cc:da:da:da <

6. *DE3Y/,euY/ea ( media: Ethernet autoselect (100baseTX <full-duplex>)  )<w*iS
dcl oPL!" 10baseT/UTP E3<&CEVAb4Y"3lU®AaE3e-j0+89#%<

7. DU3E> ( status ) ,!I"S ( active )Fypbd7|ée ° (Carrier Signal)<8§ dcl
ayp3BUi\(Em¥x]eYE>, status: no carrier ?a°3<

§ ifconfig(8) 34U &1

dcO: flags =8843<BROADCAST,SIMPLEX,MULTICAST> metric 0 mtu 1500
E options =80008<VLAN_MTU,LINKSTATE>
ether 00:a0:cc:da:da:da

media: Ethernet autoselect (100baseTX <full-duplex> )
status: active

m»

T [Th

Yyp[\PL3Ui<

Uiz __root ?PL<NIC 3PLYwae¢O@R ifconfig(8)
?]"F3i~,eEl6°UOF|<8PLN3| letc/rc.conf <8w LAN Sb DHCP
MMFYAA3£UR1

ifconfig_dcO="DHCP"

00 dc0 ,eUU3a&d<

3£=REIF3yEI 7i2zA{y *®i89<
| 8x]w45 SPLFYZ°S3b NIC 3PLZa<w3£6gPLijo©(C
. letc/rc.conf <

w=0iSFgb DHCP {iiF"##uPL NIC<O¢60wUU!3 NIC 3£6RPLF_Uil

ifconfig_dcO="inet 192.168.1.3 netmask 255.255.255.0"
ifconfig_dc1="inet 10.0.0.1 netmask 255.255.255.0 media 10baseT/UTP"

00 dcO E dcl zE IP #'j:;,UU3a&<j6+11@4389#$» ifconfig(8) zE
rc.conf(5) CEVAb4Y"3YZE letc/rc.conf  3i=<

§x]gb!" DNSFY04a letc/hosts 3£ LAN 10e3JK2 IP # <&CEVA|:jo+
hosts(5) E /usr/shared/examples/etc/hosts <

§qb DHCP iiTHA& CxPX]F#dA&#UPLAPUEEJKIiTL
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# echo 'defaultrouter="your_default_router" >> /etc/rc.conf
# echo 'nameserver your DNS_server' >> /etc/resolv.conf

11.5.3. 7i2zA{y

"&30V|Y letc/rc.conf
EIFA&A~TUUU?7{x]PLA(CUUR~1G?}qbOgPLcd<i;!"=0ze¢8
PL2"|xJUUl

# service netif restart

§fiP3%2:0SPLC letc/rc.conf  N&a¥&é=osecl

# service routing restart

x]UUR~IGIF¥Y2y7; NIC<

11.5.3.1. 7jm¥x]i
&(Cm¥x]i?}Sa&PLY ping(8) 3uielFJi ping(8) f C LAN 130e1

% ping -c5 192.168.1.3

PING 192.168.1.3 (192.168.1.3): 56 data bytes

64 bytes from 192.168.1.3: icmp_seq =0 ttl =64 time =0.082 ms
64 bytes from 192.168.1.3: icmp_seq =1 ttl =64 time =0.074 ms
64 bytes from 192.168.1.3: icmp_seq =2 ttl =64 time =0.076 ms
64 bytes from 192.168.1.3: icmp_seq =3 ttl =64 time =0.108 ms
64 bytes from 192.168.1.3: icmp_seq =4 ttl =64 time =0.076 ms

--- 192.168.1.3 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev =0.074/0.083/0.108/0.013 ms

% ping -c5 192.168.1.2

PING 192.168.1.2 (192.168.1.2): 56 data bytes

64 bytes from 192.168.1.2: icmp_seq =0 ttl =64 time =0.726 ms
64 bytes from 192.168.1.2: icmp_seq =1 ttl =64 time =0.766 ms
64 bytes from 192.168.1.2: icmp_seq =2 ttl =64 time =0.700 ms
64 bytes from 192.168.1.2: icmp_seq =3 ttl =64 time =0.747 ms
64 bytes from 192.168.1.2: icmp_seq =4 ttl =64 time =0.704 ms

--- 192.168.1.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
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round-trip min/avg/max/stddev = 0.700/0.729/0.766/0.025 ms

&7ixly7FY!"OeJK?0y IP # <§wx]!gb DNS iiiY"idPL

letc/hosts FEOe[\PL| letc/hosts  SFYAo& letc/hosts 3£ LAN 10e3JKE IP
# F&CEVA|:jo+ hosts(5) E /usr/shared/examples/etc/hosts <
11.5.3.2. zZA{y

w{|sDEIDPLBO_F&B(CQoPA3A<x]é(!qu>§]3iuga&PL1pr
MNPL?}a&fFreeBSD ?}ENé NICfw4aBOEIFEF&S(C Hardware Notes»V~
FreeBSD [}~3 STABLE *»(Cnqrs?*-(zE!xCé<

§3UiYZh9F3?6Z @8FjA¥
tuning(7) Fa N&(Cx]PLFT,Na&3x|PL°M Dé}As~<

V>1"1°6|60i/© device timeout
3:eFwUT1(ii?a°3<§:eLM->I@V3Fj&~?}b2fi 35aQaFo©(C
x]éFi+p!"fi 3li<

&y.  watchdog timeout —cdF8(Cx]é</EAIA&"EN Bus Mastering 3 PCI
(fFw6A-30ecFAbo0 PCI (FENFY-02(f 0<(C NIC
zEOec¢:;t0?&L?},UBO<

8UUc=]R|T%|@aOeY"ii No route to host
:eF=YZ?T,gbaeLAP3]Ri\(!x]e<j(C_ netstat -rn
3} A&~bb60ob63]RYDEPOeF8gbFjA¥ Y:02]R <

M” ping: sendto: Permission denied  cd:e3=T%2°?LMNPLcd<8w FreeBSD
Ib,ILMNF30\L"0g3mYFAP3=Y?g%ab|}Fx!?" ping(8) <jo+ LMN
CEVAj:<

b 3i36Z@8inC6 QFw:atuYAiPLE3Y/éaB ) autoselect
Vj,a&3E3YZF J=wéV>sDYh9F3YZ¢=y.BOFa¥3F(Cabx]PLA
0+ tuning(7) <

11.6. FGOe

FreeBSD .
1°€3"UEOR?FGXyyUFxzouiiiwx]thiAuiitF=Yz? seLAOX]
#8|60x]31?20|<

60X]2U°h60 "A* (Real)" # HYzb/EAD "1J (Alias)" # <60°w /etc/rc.conf
S64tJZ@?231F_éil

ifconfig_fxp0_alias0="inet XXX.XXX.XXX.XXX netmask XXxX.XXX.XXX.XXX
70"z alias 0 ,pF!"DMp"i_ alias0, alias1
zUewFPL®E°W'600|e°3%€éSa<

&PRLIX]!" (Netmask) )
3gyF!"33U"Ipbbo0a&3]ux]!"3# FGh abwUx]S3# Y"I"

@V 1 3x]""FY" 255.255.255.255 1 Oxffffffff ?pi<

Oi?:Fboo fxp0 2UDUJ/OX]1 10.1.1.0 I"x]"" 255.255.255.0 zE 202.0.75.16
X 255.255.25~5.240 <GUUS&PL!"-. 10.1.1.1 | 10.1.1.5 zE 202.0.75.17 |
202.0.75.20 <wael3x]-. SAb"60# +I"A*3X]I"Fii\ ( 10.1.1.2 | 10.1.15E
202.0.75.18 | 202.0.75.20) Y"iPL!" 255.255.255.255 3!'"<

wUtiéa&PLx]J3i3éa_é letc/rc.conf S3Zgl
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ifconfig_fxpO="inet 10.1.1.1 netmask 255.255.255.0"
ifconfig_fxp0_aliasO="inet 10.1.1.2 netmask 255.255.255.255"
ifconfig_fxp0_alias1="inet 10.1.1.3 netmask 255.255.255.255"
ifconfig_fxp0_alias2="inet 10.1.1.4 netmask 255.255.255.255"
ifconfig_fxp0_alias3="inet 10.1.1.5 netmask 255.255.255.255"
ifconfig_fxp0_alias4="inet 202.0.75.17 netmask 255.255.255.240"
ifconfig_fxp0_alias5="inet 202.0.75.18 netmask 255.255.255.255"

ifconfig_fxp0_alias6="inet 202.0.75.19 netmask 255.255.255.255"
ifconfig_fxp0_alias7="inet 202.0.75.20 netmask 255.255.255.255"

b6aVPA3éaYzpe=1PLF¥?!"z>G-k3 IP
#yA<Ab 60# °!"eeL3mx]!"Ff 3# Y°!" 255.255.255.255
3mx]!"<

ifconfig_fxp0_aliases="inet 10.1.1.1-5/24 inet 202.0.75.17-20/28"

11.7. PLUU7P

>2¥CUU7PUUUUU?:260<°i&3AFWUU7PS3i:YZ"?67sD2ID3
BOFa%:NYz567+"®a2UUPL3cd<=1j:w4@[BC2A04+Na¥%:hi1fi&3
»Y4FEAPUU Daemon 2+"®&¢° >7PZa<

FreeBSD OU160UU7P®4 syslogd "?0U7P<fP syslogd °2UU e it<=Y!"w
letc/rc.conf  S306p syslogd_enable ?_"<GHbpot"®aspYw letc/rc.conf I"
syslogd_flags ?PL<jo+ syslogd(8) ?CEVAY"6p3j:<

UWX°¥_gPL FreeBSD UU7P®a?0*%2Fa7PAHY _g@R7P|/ (Log
rotation) 27PUU<

11.7.1. PL*%7P

PL; /etc/syslog.conf " syslogd

y|7PZa~ &03AtFbpoopYz"?_“ay|Ao 3"Uéa< Pu (facility)
"20r-0 >:e3mUU (subsystem)F_X*i! DaemonFG 26 (level)
"?20na->3A0IA[<NYzEI+"®44-i3:eE >7PA0ei30eJK?.LI

M"a309<

UPL;SORypo0U9IFEOR34aG,00Y/ic# (Selector field) 2y6ou9c#

(Action field)<Y/ic#3a4, facility.level Yz"?¢U%?é facility C26 level
iVa237P:eFNYzw26i3£Y/[3¢Uda?V&ae3eel-01334<a¥4600U9Y

ZI"AOY/icHAI"-° ( ) ?2-k<" *

Yz, UBg¥ag <U9cHY"?2aL|T7P:e3@aF_00;viFa7POe<-i,zé,

FreeBSD fiP3  syslog.conf 1

# $FreeBSD: head/zh_TW.UTF-8/books/handbook/book.xml 53653 2019-12-03 17:05:41Z
rcyu $

#

# Spaces ARE valid field separators in this file. However,

# other *nix-like systems still insist on using tabs as field

# separators. If you are sharing this file between systems, you
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# may want to use only tabs as field separators here.

# Consult the syslog.conf(5) manpage.
*.err;kern.warning;auth.notice;mail.crit /dev/console
*.notice;authpriv.none;kern.debug;lpr.info;mail.crit;news.err /var/log/messages

security.* /var/log/security
auth.info;authpriv.info Ivar/log/auth.log
mail.info /var/log/maillog
Ipr.info Ivar/log/lpd-errs
ftp.info Ivar/log/xferlog

cron.* /var/log/cron

I-devd

*.=debug Ivar/log/debug.log
*.emerg *

# uncomment this to log all writes to /dev/console to /var/log/console.log
#console.info Ivar/log/console.log

# uncomment this to enable logging of all log messages to /var/log/all.log
# touch /var/log/all.log and chmod it to mode 600 before it will work

#rx /var/log/all.log

# uncomment this to enable logging to a remote loghost named loghost
A @loghost

# uncomment these if you're running inn

# news.crit /var/log/news/news.crit
# news.err Ivar/log/news/news.err
# news.notice /var/log/news/news.notice

# Uncomment this if you wish to see messages produced by devd

# !devd
# *.>=info
'ppp
*x Ivar/log/ppp.log
!*
w=0-iS1
¥ "8 R{iabdl err iz1263:eFAb kern.warning , auth.notice 2 mail.crit
3:eFJIg=17P:e|T| Console ( /dev/console )<
¥ 712 Re{iabal mail PUSC  info 1z!1263:eFA-O:ep Ivar/log/maillog <
¥ 17 R!I"1¢j6a ( =) ?A{i debug 263:eFAS§:e-0p /var/log/debug.log <
¥ "33 R?&L®43-i"=<=YzxwéRz&3mYAUeaeL3®a>6<wUiSFAbR
ppp >3:e°6-0| Ivar/log/ppp.log <
azY"26A}IA|INIA3OE, emerg, alert , crit , err, warning , notice , info zE debug <
Pu (facility) YcrLO£FY"3b auth , authpriv , console , cron, daemon , ftp , kern, Ipr, mail ,

mark , news, security , syslog, user, uucp E local0 |
local7 <&PRwi 90UU3PpYZ°Na<
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&-0abab notice 2z!263:e| /var/log/daemon.log Y3£zéZgl

daemon.notice /var/log/daemon.log
&CEVAb4ANE3262Pu3;:jo+ syslog(3) E syslogd(8) <&CEVAb4
letc/syslog.conf »i=zEVAQA"=-i3j:jo+ syslog.conf(5) <

11.7.2. 7POU2Y

7P;v°N3<%0!F=U&°n>7AHVAW7PS{|b"3i:F7PUU¥?,1A

iNs=aBO<w FreeBSD Yz!" newsyslog 20U7P;vF=0a+3®4°L9!/ (Rotate)
28C7P;VFAHYY/[3+)A037P;VAWT7P;vB-U#a %a®a<7P;vYZ

°R syslogd >iRfA 6g° >7P;v3®a<newsyslog a°°R cron(8)
?@RFiA<60UU DaemonFAP°¢OM™ @RO©<

newsyslog “¥CAPL; letc/newsyslog.conf  ?.LA&CC3U9F¢O&R newsyslog
auUU37P;v°WUPL;SPLORFCOR&:;;v3;bi»xy»g &|/&;v»Y"
37P!/64F_1acFzE7P!/ &%:33®4<zé, FreeBSD 3fiPPL1

# configuration file for newsyslog
# $FreeBSD: head/zh_TW.UTF-8/books/handbook/book.xml 53653 2019-12-03 17:05:41Z

rcyu $

#

# Entries which do not specify the '/pid_file' field will cause the

# syslogd process to be signalled when that log file is rotated. This

# action is only appropriate for log files which are written to by the

# syslogd process (ie, files listed in /etc/syslog.conf). If there

# is no process which needs to be signalled when a given log file is

# rotated, then the entry for that file should include the 'N' flag.

#

# The 'flags' field is one or more of the letters: BCDGJNUXZ or a '-'.

#

# Note: some sites will want to select more restrictive protections than the
# defaults. In particular, it may be desirable to switch many of the 644
# entries to 640 or 600. For example, some sites will consider the

# contents of maillog, messages, and Ipd-errs to be confidential. In the
# future, these defaults may change to more conservative ones.

#

# logfilename [owner:group] mode count size when flags [/pid_file] [sig_num]
Ivar/log/all.log 600 7 * @TOO J

/var/log/amd.log 644 7 100 * J

/var/log/auth.log 600 7 100 @0101T JC

Ivar/log/console.log 600 5 100 * J

Ivar/log/cron 600 3 100 * JC

/var/log/daily.log 640 7 * @TOO JN

Ivar/log/debug.log 600 7 100 * JC
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Ivar/log/kerberos.log 600 7 100 * J

Ivar/log/lpd-errs 644 7 100 * JC

/var/log/maillog 640 7 * @TOO JC

Ivar/log/messages 644 5 100 @0101T JC

Ivar/log/monthly.log 640 12 * $M1DOJN

Ivar/log/pflog 600 3 100 * JB /var/run/pflogd.pid

Ivar/log/ppp.log root:network 640 3 100 * JC

/var/log/devd.log 644 3 100 * JC

Ivar/log/security 600 10 100 * JC

/var/log/sendmail.st 640 10 * 168 B

Ivar/log/utx.log 644 3 * @O01T05B

Ivar/log/weekly.log 640 5 1 $wW6DO0 JN

Ivar/log/xferlog 600 7 100 * JC
¢OR3, 1,&!/37PIK»2y20!/2~+v1"3;blEf« (Y])< mode
c#YPL7P;v3xyF count yp&'aAdo)/ 37P;vFG size 2 when c#°b0
newsyslog g &|/é;v<7P;v°wxfi;vw’ size c#3EMiSw’ when
c#eel3 7 JIFY!"° ( *) A[éc#< flags

c#Yzo  QA3GpFi_1_gaci/lvi+)Ao37P;v<}I/ockHG, YIFY
@&L®E£3®E ID (PID) ;JKZE;v!/1&|Teé®£3 ° (Signal) 6°<

&C3VAb4abc#»Y"364E_geel|/ 7Fjo+ . newsyslog.conf(5) <RGC newsyslog
?R cron(8) @RFTUg=¢fw cron(8) Sa{L3 77$aVEE3@R|/;v<

11.7.3. PLF&7P

Monitoring the log files of multiple hosts can become unwieldy as the number of systems increases.
Configuring centralized logging can reduce some of the administrative burden of log file
administration.

In FreeBSD, centralized log file aggregation, merging, and rotation can be configured using syslogd
and newsyslog. This section demonstrates an example configuration, where host A, named
logserv.example.com , will collect logging information for the local network. Host B, named
logclient.example.com , will be configured to pass logging information to the logging server.

11.7.3.1. 7PiiTPL

A log server is a system that has been configured to accept logging information from other hosts.
Before configuring a log server, check the following:

¥ |If there is a firewall between the logging server and any logging clients, ensure that the firewall
ruleset allows UDP port 514 for both the clients and the server.

¥ The logging server and all client machines must have forward and reverse entries in the local
DNS. If the network does not have a DNS server, create entries in each systemOs letc/hosts .
Proper name resolution is required so that log entries are not rejected by the logging server.

On the log server, edit /etc/syslog.conf to specify the name of the client to receive log entries from,
the logging facility to be used, and the name of the log to store the hostOs log entries. This example
adds the hostname of B, logs all facilities, and stores the log entries in ~ /var/log/logclient.log

i 25. 7TPilTPL-i

+logclient.example.com
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**  Jvar/log/logclient.log

When adding multiple log clients, add a similar two-line entry for each client. More information
about the available facilities may be found in syslog.conf(5) .

Next, configure /etc/rc.conf :

syslogd_enable="YES"
syslogd_flags="-a logclient.example.com -v -v"

The first entry starts syslogd at system boot. The second entry allows log entries from the specified
client. The -v -v increases the verbosity of logged messages. This is useful for tweaking facilities as
administrators are able to see what type of messages are being logged under each facility.

Multiple -a options may be specified to allow logging from multiple clients. IP addresses and whole
netblocks may also be specified. Refer to  syslogd(8) for a full list of possible options.

Finally, create the log file:

# touch /var/log/logclient.log

At this point, syslogd should be restarted and verified:

# service syslogd restart
# pgrep syslog

If a PID is returned, the server restarted successfully, and client configuration can begin. If the
server did not restart, consult  /var/log/messages for the error.

11.7.3.2. 7POUA&PL

A logging client sends log entries to a logging server on the network. The client also keeps a local
copy of its own logs.

Once a logging server has been configured, edit  /etc/rc.conf on the logging client:

syslogd_enable="YES"
syslogd_flags="-s -v -v"

The first entry enables syslogd on boot up. The second entry prevents logs from being accepted by

this client from other hosts ( -s) and increases the verbosity of logged messages.

Next, define the logging server in the clientOs [etc/syslog.conf . In this example, all logged facilities
are sent to a remote system, denoted by the ~ @ symbol, with the specified hostname:

**  @logserv.example.com

After saving the edit, restart syslogd for the changes to take effect:
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# service syslogd restart

To test that log messages are being sent across the network, use logger(1) on the client to send a
message to syslogd:

# logger "Test message from logclient"

This message should now exist both in  /var/log/messages on the client and /var/log/logclient.log
the log server.

11.7.3.3. 7Piil|c

If no messages are being received on the log server, the cause is most likely a network connectivity
issue, a hostname resolution issue, or a typo in a configuration file. To isolate the cause, ensure that
both the logging server and the logging client are able to ping each other using the hostname
specified in their /etc/rc.conf . If this fails, check the network cabling, the firewall ruleset, and the
hostname entries in the DNS server or  /etc/hosts on both the logging server and clients. Repeat
until the ping is successful from both hosts.

If the ping succeeds on both hosts but log messages are still not being received, temporarily
increase logging verbosity to narrow down the configuration issue. In the following example,
/var/log/logclient.log  on the logging server is empty and /var/log/messages on the logging client
does not indicate a reason for the failure. To increase debugging output, edit the syslogd_flags
entry on the logging server and issue a restart:

syslogd_flags="-d -a logclient.example.com -v -v"

# service syslogd restart

Debugging data similar to the following will flash on the console immediately after the restart:

logmsg: pri 56, flags 4, from logserv.example.com, msg syslogd: restart

syslogd: restarted
logmsg: pri 6, flags 4, from logserv.example.com, msg syslogd: kernel boot file is

/boot/kernel/kernel

Logging to FILE /var/log/messages

syslogd: kernel boot file is /boot/kernel/kernel
cvthname (192.168.1.10)

validate: dgram from IP 192.168.1.10, port 514, name logclient.example.com ;
rejected in rule O due to name mismatch.

In this example, the log messages are being rejected due to a typo which results in a hostname
mismatch. The clientOs hostname should be logclient , not logclien . Fix the typo, issue a restart,
and verify the results:

# service syslogd restart
logmsg: pri 56, flags 4, from logserv.example.com, msg syslogd: restart

on
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syslogd: restarted
logmsg: pri 6, flags 4, from logserv.example.com, msg syslogd: kernel boot file is

/boot/kernel/kernel

syslogd: kernel boot file is /boot/kernel/kernel

logmsg: pri 166, flags 17, from logserv.example.com,

msg Dec 10 20:55:02 <syslog.err> logserv.example.com syslogd: exiting on signal 2
cvthname (192.168.1.10)

validate: dgram from IP 192.168.1.10, port 514, name logclient.example.com ;

accepted in rule 0.
logmsg: pri 15, flags 0, from logclient.example.com, msg Dec 11 02:01:28 trhodes: Test

message 2

Logging to FILE /var/log/logclient.log
Logging to FILE /var/log/messages

At this point, the messages are being properly received and placed in the correct file.

11.7.3.4. A@bPRAZ

As with any network service, security requirements should be considered before implementing a
logging server. Log files may contain sensitive data about services enabled on the local host, user
accounts, and configuration data. Network data sent from the client to the server will not be

encrypted or password protected. If a need for encryption exists, consider using security/stunnel
which will transmit the logging data over an encrypted tunnel.

Local security is also an issue. Log files are not encrypted during use or after log rotation. Local
users may access log files to gain additional insight into system configuration. Setting proper
permissions on log files is critical. The built-in log rotator, newsyslog, supports setting permissions

on newly created and rotated log files. Setting log files to mode 600 should prevent unwanted
access by local users. Refer to newsyslog.conf(5) for additional information.

11.8. PL;

11.8.1. /etc ga

bpoa(Sj*yPL:F=1albl

letc ¥%"UUrL3PL;:<

letc/defaults UUPL;3AP *<

/etc/mail sendmail(8) ré3PLzEA MTA PL;<

letc/ppp user- E kernel-ppp ®a3PL<

lusr/locall/etc S45+"®a3PL;FYZ°hz+"®au-
3mai<

lusr/local/etc/rc.d S45+"®a3 rc(8) Script<

Ivar/db &0 >3UUrLj¢T;vFi_20i¢iz

E locate(1) j¢i<

11.8.2. OeJK

11.8.2.1. /etc/resolv.conf

FreeBSD &_g*CxPx]xIJKUU (Internet Domain Name System, DNS) ?R resolv.conf(5)
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? <

/etc/resolv.conf S}°"3Zg,1

nameserver y7®a (Resolver) &Cé3JKiil IP
#AF=11°"EA030£?CEF}AYz
buo<

search OeJKCé!"3uuyA<=120°I"*eO
eJKaw3xI<

domain *9oxIIK<

1-3 letc/resolv.conf ° €1

search example.com

nameserver 147.11.1.11
nameserver 147.11.100.30

I search 2 domain YZ#/6!"<
xI"DHCP F dhclient(8) ¥:°°!I"A DHCP ii142y|3j:3u /etc/resolv.conf <

11.8.2.2. /etc/hosts

letc/hosts  ?PA3t"¢IF°2 DNS E NIS 6&!"?0UOeJK2 IP #3U+<Y§? )
LAN aDU3w%IQZ@3£|=0;v0}PA3Y4IF?0yPLG0 ) named(8) iii<|UED
letc/hosts  YZ"?20U*%3xPx]IK-GF?NGC"JKBEV DNS fiiCE3AE<

# $FreeBSD: head/zh_TW.UTF-8/books/handbook/book.xml 53653 2019-12-03 17:05:41Z
rcyu $

#

#

# Host Database

#

# This file should contain the addresses and aliases for local hosts that

# share this file. Replace 'my.domain’ below with the domainname of your
# machine.

#

# In the presence of the domain name service or NIS, this file may

# not be consulted at all; see /etc/nsswitch.conf for the resolution order.

#

#

i A localhost localhost.my.domain

127.0.0.1 localhost localhost.my.domain

#

# Imaginary network.

#10.0.0.2 myname.my.domain myname

#10.0.0.3 myfriend.my.domain myfriend
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#

# According to RFC 1918, you can use the following IP networks for
# private nets which will never be connected to the Internet:

#

# 10.0.0.0 - 10.255.255.255

# 172.16.0.0 - 172.31.255.255

# 192.168.0.0 - 192.168.255.255

#

# In case you want to be able to connect to the Internet, you need

# real official assigned numbers. Do not try to invent your own network
# numbers but instead get one from your network provider (if any) or

# from your regional registry (ARIN, APNIC, LACNIC, RIPE NCC, or AfriNIC.)
#

/etc/hosts  3a4a é1

[Internet address] [official hosthame] [alias1] [alias2] ...

10.0.0.1 myRealHostname.example.com myRealHostname foobarl foobar2
jo+  hosts(5) CEVAj:<

11.9.1"  sysctl(8) QR

sysctl(8) Y"?Vi@RS3 FreeBSD UUF=/AEATCP/IP
‘JEFG-.DUU3QAYZFxb3+3UUUU;Z6PA3056Z<bw E"0UUBHY
z!" sysctl(8) ?¥C2PL<

sysctl(8) 0&OU/ODZ1¥C20;UUPL<

(6abY¥C3dp1
% sysctl -a
&¥CrLopA&eeL iK1

% sysctl kern.maxproc
kern.maxproc: 1044

&PLrLopY!" variable =value i=1

# sysctl kern.maxfiles=5000
kern.maxfiles: 2088 -> 5000
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sysctl 3PL@Y:2, AS»pNAKBFASAKD3 1Yp?F  0yp)<

&weOel,e eUuPLOWBpYSA3E| letc/sysctl.conf <&CEVA3j:j6+
sysctl.conf(5) E sysctl.conf <

11.9.1. sysctl.conf

sysctl(8) 3PL;C letc/sysctl.conf Faa@o letc/rc.conf FPLp@!" variable=value
dé<eeL3p@°wUUQEA!"led PLF3A<abdpGYwUeaPL<

i_F&43Ifi° (Fatal signal)
Sa3-0A 1"u|A "Ma@R3®EFY3£zEPL| letc/sysctl.conf 1

# Do not log fatal signal exits (e.g., sig 11)
kern.logsigexit=0

# Prevent users from seeing information about processes that

# are being run under another UID.
security.bsd.see_other_uids=0

11.9.2. a¥ sysctl(8)
wbltuYZ°A&Uija¥3 sysctl(8) p@FG=°A&f~iuUU<

i FT0l-°3 cardbus(4) 5&¢=67|-.D-.GH°06Abé)z&3cd1

cbb0: Could not map register memory
device_probe_and_attach: cbb0 attach returned 12

=00aA&>[a¥3 _ sysctl(8) PL<3E hw.pci.allow_unsupported_io_range=1 |
/boot/loader.conf  JIfi~iU<iw cardbus(4) £Ya°h9<

11.10. QR®n

2g?3WXe érwen5alaaYQR3e 2YZ<wéApviSFb!"elGo3snF_

SCSI

°neF°",¢\UDUU6Z0&3mn<" JS3bN!"elGo3°ney.évF_F«>s
nF31"elGo3°nen9aAN°UoO<wQR®n F+oYzk" iostat(8)
a¢3DZ?7i4aUUU36VF=02ecY x!"'CEUU 10 O43b"j:<

11.10.1. Sysctl 6p

11.10.1.1. vfs.vmiodirenable

The vfs.vmiodirenable sysctl(8) variable may be set to either 0 (off) or 1 (on). Itis setto 1 by default.
This variable controls how directories are cached by the system. Most directories are small, using

just a single fragment (typically 1 K) in the file system and typically 512 bytes in the buffer cache.

With this variable turned off, the buffer cache will only cache a fixed number of directories, even if

the system has a huge amount of memory. When turned on, this sysctl(8) allows the buffer cache to
use the VM page cache to cache the directories, making all the memory available for caching

directories. However, the minimum in-core memory used to cache a directory is the physical page

size (typically 4 K) rather than 512 bytes. Keeping this option enabled is recommended if the system

is running any services which manipulate large numbers of files. Such services can include web

caches, large mail systems, and news systems. Keeping this option on will generally not reduce
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performance, even with the wasted memory, but one should experiment to find out.

11.10.1.2. vfs.write_behind

The vfs.write_behind sysctl(8) variable defaultsto 1 (on). This tells the file system to issue media
writes as full clusters are collected, which typically occurs when writing large sequential files. This
avoids saturating the buffer cache with dirty buffers when it would not benefit I/O performance.
However, this may stall processes and under certain circumstances should be turned off.

11.10.1.3. vfs.hirunningspace

The vfs.hirunningspace sysctl(8) variable determines how much outstanding write 1/0O may be

gueued to disk controllers system-wide at any given instance. The default is usually sufficient, but

on machines with many disks, try bumping it up to four or five megabytes . Setting too high a value
which exceeds the buffer cacheOs write threshold can lead to bad clustering performance. Do not

set this value arbitrarily high as higher write values may add latency to reads occurring at the same
time.

There are various other buffer cache and VM page cache related  sysctl(8) values. Modifying these
values is not recommended as the VM system does a good job of automatically tuning itself.

11.10.1.4. vm.swap_idle_enabled

The vm.swap_idle_enabled sysctl(8) variable is useful in large multi-user systems with many active
login users and lots of idle processes. Such systems tend to generate continuous pressure on free
memory reserves. Turning this feature on and tweaking the swapout hysteresis (in idle seconds) via
vm.swap_idle_thresholdl and vm.swap_idle_threshold2 depresses the priority of memory pages
associated with idle processes more quickly then the normal pageout algorithm. This gives a

helping hand to the pageout daemon. Only turn this option on if needed, because the tradeoff is
essentially pre-page memory sooner rather than later which eats more swap and disk bandwidth.

In a small system this option will have a determinable effect, but in a large system that is already
doing moderate paging, this option allows the VM system to stage whole processes into and out of
memory easily.

11.10.1.5. hw.ata.wc

Turning off IDE write caching reduces write bandwidth to IDE disks, but may sometimes be

necessary due to data consistency issues introduced by hard drive vendors. The problem is that

some IDE drives lie about when a write completes. With IDE write caching turned on, IDE hard

drives write data to disk out of order and will sometimes delay writing some blocks indefinitely

when under heavy disk load. A crash or power failure may cause serious file system corruption.

Check the default on the system by observing the hw.ata.wc sysctl(8) variable. If IDE write caching
is turned off, one can set this read-only variable to 1 in /boot/loader.conf in order to enable it at
boot time.

For more information, referto  ata(4) .

11.10.1.6. SCSI_DELAY(kern.cam.scsi_delay )

The SCSI_DELAYkernel configuration option may be used to reduce system boot times. The

defaults are fairly high and can be responsible for 15 seconds of delay in the boot process. Reducing
it to 5 seconds usually works with modern drives. The  kern.cam.scsi_delay boot time tunable
should be used. The tunable and kernel configuration option accept values in terms of milliseconds
and not seconds .

11.10.2. IV~

To fine-tune a file system, use tunefs(8) . This program has many different options. To toggle Soft
Updates on and off, use:
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# tunefs -n enable /filesystem
# tunefs -n disable /filesystem

A file system cannot be modified with  tunefs(8) while it is mounted. A good time to enable Soft
Updates is before any partitions have been mounted, in single-user mode.

Soft Updates is recommended for UFS file systems as it drastically improves meta-data
performance, mainly file creation and deletion, through the use of a memory cache. There are two
downsides to Soft Updates to be aware of. First, Soft Updates guarantee file system consistency in
the case of a crash, but could easily be several seconds or even a minute behind updating the
physical disk. If the system crashes, unwritten data may be lost. Secondly, Soft Updates delay the
freeing of file system blocks. If the root file system is almost full, performing a major update, such
as make installworld , can cause the file system to run out of space and the update to fail.

11.10.2.1. b4IV~3VAX=i:

Meta-data updates are updates to non-content data like inodes or directories. There are two
traditional approaches to writing a file systemOs meta-data back to disk.

Historically, the default behavior was to write out meta-data updates synchronously. If a directory
changed, the system waited until the change was actually written to disk. The file data buffers (file
contents) were passed through the buffer cache and backed up to disk later on asynchronously.
The advantage of this implementation is that it operates safely. If there is a failure during an
update, meta-data is always in a consistent state. A file is either created completely or not at all. If
the data blocks of a file did not find their way out of the buffer cache onto the disk by the time of
the crash, fsck(8) recognizes this and repairs the file system by setting the file length to 0.
Additionally, the implementation is clear and simple. The disadvantage is that meta-data changes
are slow. For example, rm -r touches all the files in a directory sequentially, but each directory
change will be written synchronously to the disk. This includes updates to the directory itself, to
the inode table, and possibly to indirect blocks allocated by the file. Similar considerations apply
for unrolling large hierarchies using  tar -x.

The second approach is to use asynchronous meta-data updates. This is the default for a UFS file
system mounted with mount -0 async . Since all meta-data updates are also passed through the
buffer cache, they will be intermixed with the updates of the file content data. The advantage of
this implementation is there is no need to wait until each meta-data update has been written to
disk, so all operations which cause huge amounts of meta-data updates work much faster than in
the synchronous case. This implementation is still clear and simple, so there is a low risk for bugs
creeping into the code. The disadvantage is that there is no guarantee for a consistent state of the
file system. If there is a failure during an operation that updated large amounts of meta-data, like a
power failure or someone pressing the reset button, the file system will be left in an unpredictable
state. There is no opportunity to examine the state of the file system when the system comes up
again as the data blocks of a file could already have been written to the disk while the updates of
the inode table or the associated directory were not. It is impossible to implement a fsck(8) which is
able to clean up the resulting chaos because the necessary information is not available on the disk.
If the file system has been damaged beyond repair, the only choice is to reformat it and restore
from backup.

The usual solution for this problem is to implement dirty region logging , which is also referred to as
journaling . Meta-data updates are still written synchronously, but only into a small region of the

disk. Later on, they are moved to their proper location. Because the logging area is a small,

contiguous region on the disk, there are no long distances for the disk heads to move, even during

heavy operations, so these operations are quicker than synchronous updates. Additionally, the
complexity of the implementation is limited, so the risk of bugs being present is low. A

disadvantage is that all meta-data is written twice, once into the logging region and once to the

proper location, so performance "pessimization" might result. On the other hand, in case of a

crash, all pending meta-data operations can be either quickly rolled back or completed from the

logging area after the system comes up again, resulting in a fast file system startup.

Kirk McKusick, the developer of Berkeley FFS, solved this problem with Soft Updates. All pending
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meta-data updates are kept in memory and written out to disk in a sorted sequence ("ordered
meta-data updates"). This has the effect that, in case of heavy meta-data operations, later updates

to an item "catch" the earlier ones which are still in memory and have not already been written to

disk. All operations are generally performed in memory before the update is written to disk and the
data blocks are sorted according to their position so that they will not be on the disk ahead of their
meta-data. If the system crashes, an implicit "log rewind" causes all operations which were not

written to the disk appear as if they never happened. A consistent file system state is maintained

that appears to be the one of 30 to 60 seconds earlier. The algorithm used guarantees that all
resources in use are marked as such in their blocks and inodes. After a crash, the only resource
allocation error that occurs is that resources are marked as "used" which are actually "free". fsck(8)
recognizes this situation, and frees the resources that are no longer used. It is safe to ignore the

dirty state of the file system after a crash by forcibly mounting it with mount -f . In order to free
resources that may be unused, fsck(8) needs to be run at a later time. This is the idea behind the
background fsck(8): at system startup time, only a  snapshot of the file system is recorded and
fsck(8) is run afterwards. All file systems can then be mounted "dirty", so the system startup

proceeds in multi-user mode. Then, background fsck(8) is scheduled for all file systems where this
is required, to free resources that may be unused. File systems that do not use Soft Updates still

need the usual foreground  fsck(8) .

The advantage is that meta-data operations are nearly as fast as asynchronous updates and are
faster than logging , which has to write the meta-data twice. The disadvantages are the complexity

of the code, a higher memory consumption, and some idiosyncrasies. After a crash, the state of the

file system appears to be somewhat "older". In situations where the standard synchronous

approach would have caused some zero-length files to remain after the fsck(8), these files do not
exist at all with Soft Updates because neither the meta-data nor the file contents have been written

to disk. Disk space is not released until the updates have been written to disk, which may take place
some time after running rm(1) . This may cause problems when installing large amounts of data on a
file system that does not have enough free space to hold all the files twice.

11.11. QRX*y"

11.11.1. ;vI®REYy"

11.11.1.1. kern.maxfiles

The kern.maxfiles sysctl(8) variable can be raised or lowered based upon system requirements. This
variable indicates the maximum number of file descriptors on the system. When the file descriptor
table is full, file: table is full will show up repeatedly in the system message buffer, which can be
viewed using dmesg(8) .

Each open file, socket, or fifo uses one file descriptor. A large-scale production server may easily
require many thousands of file descriptors, depending on the kind and number of services running
concurrently.

In older FreeBSD releases, the default value of  kern.maxfiles is derived from maxusers in the kernel
configuration file. kern.maxfiles grows proportionally to the value of  maxusers . When compiling a
custom kernel, consider setting this kernel configuration option according to the use of the system.

From this number, the kernel is given most of its pre-defined limits. Even though a production

machine may not have 256 concurrent users, the resources needed may be similar to a high-scale

web server.

The read-only sysctl(8) variable kern.maxusers is automatically sized at boot based on the amount
of memory available in the system, and may be determined at run-time by inspecting the value of
kern.maxusers . Some systems require larger or smaller values of  kern.maxusers and values of 64,
128, and 256 are not uncommon. Going above 256 is not recommended unless a huge number of file
descriptors is needed. Many of the tunable values set to their defaults by kern.maxusers may be
individually overridden at boot-time or run-time in /boot/loader.conf . Refer to loader.conf(5) and
/boot/defaults/loader.conf for more details and some hints.

In older releases, the system will auto-tune maxusers ifitis setto 0..When setting this option, set
maxusers to at least 4, especially if the system runs Xorg or is used to compile software. The most
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important table set by maxusers is the maximum number of processes, which is set to 20+ 16 *
maxusers . If maxusers is setto 1, there can only be 36 simultaneous processes, including the 18 or
so that the system starts up at boot time and the 15 or so used by Xorg. Even a simple task like
reading a manual page will start up nine processes to filter, decompress, and view it. Setting

maxusers to 64 allows up to 1044 simultaneous processes, which should be enough for nearly all

uses. If, however, the error is displayed when trying to start another program, or a server is running

with a large number of simultaneous users, increase the number and rebuild.

maxusers does not limit the number of users which can log into the machine. It
instead sets various table sizes to reasonable values considering the maximum
number of users on the system and how many processes each user will be running.

11.11.1.2. kern.ipc.soacceptqueue

The kern.ipc.soacceptqueue sysctl(8) variable limits the size of the listen queue for accepting new
TCP connections. The default value of 128 is typically too low for robust handling of new
connections on a heavily loaded web server. For such environments, it is recommended to increase
this value to 1024 or higher. A service such as sendmail(8) , or Apache may itself limit the listen
gueue size, but will often have a directive in its configuration file to adjust the queue size. Large
listen queues do a better job of avoiding Denial of Service (DoS) attacks.

11.11.2. X}y

The NMBCLUSTERSkernel configuration option dictates the amount of network Mbufs available to

the system. A heavily-trafficked server with a low number of Mbufs will hinder performance. Each

cluster represents approximately 2 K of memory, so a value of 1024 represents 2 megabytes of

kernel memory reserved for network buffers. A simple calculation can be done to figure out how

many are needed. A web server which maxes outat 1000 simultaneous connections where each
connection uses a 6 K receive and 16 K send buffer, requires approximately 32 MB worth of network
buffers to cover the web server. A good rule of thumb is to multiply by 2,502x32MB /2 KB =64 MB/
2 kB =32768. Values between 4096 and 32768 are recommended for machines with greater

amounts of memory. Never specify an arbitrarily high value for this parameter as it could lead to a

boot time crash. To observe network cluster usage, use -m with netstat(1) .

The kern.ipc.nmbclusters  loader tunable should be used to tune this at boot time. Only older
versions of FreeBSD will require the use of the NMBCLUSTERSkernel config(8) option.

For busy servers that make extensive use of the  sendfile(2) system call, it may be necessary to
increase the number of sendfile(2) buffers via the NSFBUFSkernel configuration option or by
setting its value in /boot/loader.conf  (see loader(8) for details). A common indicator that this
parameter needs to be adjusted is when processes are seen in the sfbufa state. The sysctl(8)
variable kern.ipc.nsfbufs is read-only. This parameter nominally scales with kern.maxusers ,
however it may be necessary to tune accordingly.

Even though a socket has been marked as non-blocking, calling sendfile(2) onthe
# non-blocking socket may result in the  sendfile(2) call blocking until enough  struct
sf_buf's are made available.

11.11.2.1. net.inet.ip.portrange.*

The net.inet.ip.portrange.*  sysctl(8) variables control the port number ranges automatically bound
to TCP and UDP sockets. There are three ranges: a low range, a default range, and a high range.
Most network programs use the default range which is controlled by net.inet.ip.portrange.first  and
net.inet.ip.portrange.last , which defaultto 1024 and 5000, respectively. Bound port ranges are
used for outgoing connections and it is possible to run the system out of ports under certain
circumstances. This most commonly occurs when running a heavily loaded web proxy. The port
range is not an issue when running a server which handles mainly incoming connections, such as a
web server, or has a limited number of outgoing connections, such as a mail relay. For situations
where there is a shortage of ports, it is recommended to increase net.inet.ip.portrange.last
modestly. A value of 10000, 20000 or 30000 may be reasonable. Consider firewall effects when
changing the port range. Some firewalls may block large ranges of ports, usually low-numbered
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ports, and expect systems to use higher ranges of ports for outgoing connections. For this reason, it
is not recommended that the value of  net.inet.ip.portrange.first ~ be lowered.

11.11.2.2. TCP Ebdop)

TCP bandwidth delay product limiting can be enabled by setting the net.inet.tcp.inflight.enable
sysctl(8) variable to 1. This instructs the system to attempt to calculate the bandwidth delay
product for each connection and limit the amount of data queued to the network to just the

amount required to maintain optimum throughput.

This feature is useful when serving data over modems, Gigabit Ethernet, high speed WAN links, or
any other link with a high bandwidth delay product, especially when also using window scaling or

when a large send window has been configured. When enabling this option, also set
net.inet.tcp.inflight.debug to 0 to disable debugging. For production use, setting
net.inet.tcp.inflight.min to at least 6144 may be beneficial. Setting high minimums may effectively
disable bandwidth limiting, depending on the link. The limiting feature reduces the amount of data

built up in intermediate route and switch packet queues and reduces the amount of data built up in

the local hostOs interface queue. With fewer queued packets, interactive connections, especially

over slow modems, will operate with lower Round Trip Times . This feature only effects server side
data transmission such as uploading. It has no effect on data reception or downloading.

Adjusting net.inet.tcp.inflight.stab  isnot recommended. This parameter defaults to 20,
representing 2 maximal packets added to the bandwidth delay product window calculation. The
additional window is required to stabilize the algorithm and improve responsiveness to changing
conditions, but it can also result in higher ping(8) times over slow links, though still much lower
than without the inflight algorithm. In such cases, try reducing this parameter to 15,10, or 5 and
reducing net.inet.tcp.inflight.min to a value such as 3500 to get the desired effect. Reducing these
parameters should be done as a last resort only.

11.11.3. FG-.D

11.11.3.1. kern.maxvnodes

A vnode is the internal representation of a file or directory. Increasing the number of vhodes
available to the operating system reduces disk I/0. Normally, this is handled by the operating
system and does not need to be changed. In some cases where disk 1/O is a bottleneck and the
system is running out of vnodes, this setting needs to be increased. The amount of inactive and free
RAM will need to be taken into account.

To see the current number of vnodes in use:

# sysctl vfs.numvnodes
vfs.numvnodes: 91349

To see the maximum vnodes:

# sysctl kern.maxvnodes
kern.maxvnodes: 100000

If the current vnode usage is near the maximum, try increasing kern.maxvnodes by a value of 1000.
Keep an eye on the number of vfs.numvnodes . If it climbs up to the maximum again,

kern.maxvnodes will need to be increased further. Otherwise, a shift in memory usage as reported

by top(1) should be visible and more memory should be active.
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11.12. 23a0>7

b UU°A&VA34a0 (Swap) )
>7TF*WX°3¥ [a23a0>73éa16a?w.h3-tui~3sn23a0>7Fd6aY
?2w.b3-tuS+)604a0;<

&CEVADb4_g3va0>73:»b#Y"3YZzE,g&03VFY o+ a0>73v <

11.12.1. !"~sni.b-tu23a0>7

w~3°n!2340>7¢m!".bsn!3-tu°bjy36!<PL-tu2snw ) 3£°n
Sh:;F60 mJ-tuga °gr|-tu3ga2a0-tueMA+C3AZ<

" swapon ?234a0-tu|UUFil

# swapon /dev/adalslb

Yz!"dg[\lé’»&pS%éAi¢3-tup,a0>7F3wAbi¢3
-tull” swapon °3pAy|é-tulab3j¢Fiw@R swapon
Ei&~A3&!"é-tu2380>7<

&w e eu3£UAa0-tuFY3£zEZg| letc/fstab 1
/dev/adalslb none swap sw 0 O

jo+  fstab(5) ?GEw  /etc/fstab SZ@3:;<VAb4 swapon 3j: Yzw swapon(8) {|<

11.12.2. +)ao;
z€im°+)60 64M 340;C /usr/swap0 ?oy!"-tu+)a0>7<

1"80;, 180> 7IAGWX*OGTEE md(4) aA3e«Fjo+ PL FreeBSD X*
1yb406e0X*3j:<

i 26. +)a0;C FreeBSD 10. XEzl *

1. +)ao;1

# dd if=/dev/zero of=/usr/swap0 bs=1m count=64

2. w~;vPL:x3xyl

# chmod 0600 /usr/swap0

3. 3£R| letc/fstab  zxUUAEA0;3j:1

md99 none swap sw,file=/usr/swapO,late 0 0O

SI"  md(4) 583 md99 F'aju3580°U0089 I'<
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4. 40>7°CUUIG 23<8&)x23a0>7Fjo+ swapon(8) 1

# swapon -aL

i 27. +)a0;C FreeBSD 9. XEoI *

1. +)ao; lusr/swap0 1

# dd if=/dev/zero of=/usr/swap0 bs=1m count=64
2. PL:x3xyC lusr/swap0 1

# chmod 0600 /usr/swap0
3. w /etc/rc.conf 1a0;1

swapfile="/usr/swap0" # Set to name of swap file

4. 80>7°GUUIG 23<8&)x2340>7FYaeL60\I"3-. D5A<]
6+ -.D°n CEVAb4-.D583;:<

# mdconfig -a -t vhode -f /usr/swap0 -u 0 && swapon /dev/mdO

11.13. IW2;wWUU

zb6!3é4h"sDiW?@&3FIW2;WUUx90UUYz) UU3y FAHWUU(q

ARd58 Z6-i8a<|90UIWUU3mM-?QAIWUU (Advanced Power Management,
APM)FAPM YEIUU3!I"Eu??_IW"C<JGF!" APM
&90UU?UUUUBIW"CEqAA[?RAHQbA[3FT,sD?R BIOS
a0UF!"UIWUUPLAbby3PL[2Y&[FH APMBIOS
?2RU+¥%OUHrLCTisD6UFGOOUUS"?” APM IU®40,S3C APM
ID3UrzeUUIWwe<

w APM bU00&3BO< 6FIWUU?RU+YrL3 BIOS

?1"F290UU?- 3<i_F!"!'Yw APMBIOS PLsn3r& 7@Fww~ 7~ BIOS
YW\sEQOUU3aRe&£asn3/\< IFAPM 3pa?a(w BIOS
xS3FAHWOOUU-.E6h9F=yp!"!AZ6? 20~3vD| ROM 204 APMBIOS
S3BOFG=%3®£?bK3F800FYZ°xUUQEC=?=3E><"UFAPM
20+Y4rL3-1F=ypbAEARQ389FWEOU+Y43 BIOS

{13BOWf 3U+%0qby.<}I64FAPMBIOS
Agb$63>7?2*9QR3IWUUZiYad:+0e"u3®a<

Plug and Play BIOS (PNPBIOS) w@AtuéANYEFPNPBIOS ? 16
#G3-1Faz90UU"eG 16 #GrZ "G PNPBIOS<FreeBSD OU166 APM iG®&?0
APMF+Y"w 2000 'EiaEM3UUF&Iu®4a3:;C apm(4) <

APM 31a!?QAP&2IWsii (Advanced Configuration and Power Interface, ACPI)<ACPI
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?QZRUinétéYHigééFOUlsDiW2IWUU33UFi?
90UUTa.I_3§2IV\[QL] (Operating System-directed configuration and Power Management)
4i3&?FOU190UUVA3_"éa2A[<

*WX8§i-_gw FreeBSD PL ACPIFJIOU6*_gU ACPI
Ic30izE_gOa/A|ci:3BO4aFx -BKZ6BOAGA ACPI 3BO<

11.13.1. PL ACPI

w FreeBSD acpi(4) [G®afiP°wUU,u" é£FH )
N +600|X*xS<=0Ii®aw,eEic=0A&FT,UU&4{*"i04asDUl<

~J_UF§UUG|BOFACPI A?YZ54%Fw ) /boot/loader.conf ~ SPL.
hint.acpi.0.disabled="1"  Elfi~ eiwe£®a0Oi PL=00pF _ Aau  S3:<
ACPI 2 APM

NZ& "wH:- I"F§b37|bo6oaw@RF&EE31I§°SO<

ACPI YZ"?xUUQEuvear!" acpiconf 2 -s 6403!'R 1] 5
3pr<dAp!"IAAI 1 (0la¥s| RAM) i 3 (&% RAM)FYZ 5 °@Rl4e (Soft-
off)F_a@R halt -p 6%<

i 3yzy! sysctl ?PLFjo+ acpi(4) zE acpiconf(8) zCEVAj:<

11.13.2.°¢BO

ACPI is present in all modern computers that conform to the ia32 (x86), ia64 (Itanium), and amd64
(AMD) architectures. The full standard has many features including CPU performance management,
power planes control, thermal zones, various battery systems, embedded controllers, and bus
enumeration. Most systems implement less than the full standard. For instance, a desktop system
usually only implements bus enumeration while a laptop might have cooling and battery
management support as well. Laptops also have suspend and resume, with their own associated
complexity.

An ACPI-compliant system has various components. The BIOS and chipset vendors provide various
fixed tables, such as FADT, in memory that specify things like the APIC map (used for SMP), config
registers, and simple configuration values. Additionally, a bytecode table, the Differentiated
System Description Table DSDT, specifies a tree-like name space of devices and methods.

The ACPI driver must parse the fixed tables, implement an interpreter for the bytecode, and modify
device drivers and the kernel to accept information from the ACPI subsystem. For FreeBSD, Intel?
has provided an interpreter (ACPI-CA) that is shared with Linux? and NetBSD. The path to the ACPI-
CA source code is src/sys/contrib/dev/acpica . The glue code that allows ACPI-CA to work on
FreeBSD is in src/sys/dev/acpica/Osd . Finally, drivers that implement various ACPI devices are
found in src/sys/dev/acpica .

For ACPI to work correctly, all the parts have to work correctly. Here are some common problems,
in order of frequency of appearance, and some possible workarounds or fixes. If a fix does not
resolve the issue, referto CE24a|c;j: for instructions on how to submit a bug report.

11.13.2.1. uvBO

In some cases, resuming from a suspend operation will cause the mouse to fail. A known work
around is to add hint.psm.0.flags="0x3000" to /boot/loader.conf

11.13.2.2. Gelwpb

ACPI has three suspend to RAM (STR) states, S1-S3, and one suspend to disk state (STD), called S4.
STD can be implemented in two separate ways. The  S4BIOS is a BIOS-assisted suspend to disk and
S40S is implemented entirely by the operating system. The normal state the system is in when

plugged in but not powered up is "soft off" ( Sb).
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Use sysctl hw.acpi to check for the suspend-related items. These example results are from a
Thinkpad:

hw.acpi.supported_sleep_state: S3 S4 S5
hw.acpi.s4bios: 0

Use acpiconf -s to test S3, S4, and S5. An s4bios of one (1) indicates S4BIOS support instead of S4
operating system support.

When testing suspend/resume, start with S1, if supported. This state is most likely to work since it
does not require much driver support. No one has implemented S2, which is similar to  S1. Next, try
S3. This is the deepest STR state and requires a lot of driver support to properly reinitialize the

hardware.

A common problem with suspend/resume is that many device drivers do not save, restore, or
reinitialize their firmware, registers, or device memory properly. As a first attempt at debugging the
problem, try:

# sysctl debug.bootverbose=1

# sysctl debug.acpi.suspend_bounce=1
# acpiconf -s 3

This test emulates the suspend/resume cycle of all device drivers without actually going into S3
state. In some cases, problems such as losing firmware state, device watchdog time out, and
retrying forever, can be captured with this method. Note that the system will not really enter S3

state, which means devices may not lose power, and many will work fine even if suspend/resume
methods are totally missing, unlike real S3 state.

Harder cases require additional hardware, such as a serial port and cable for debugging through a
serial console, a Firewire port and cable for using  dcons(4) , and kernel debugging skills.

To help isolate the problem, unload as many drivers as possible. If it works, narrow down which

driver is the problem by loading drivers until it fails again. Typically, binary drivers like nvidia.ko ,
display drivers, and USB will have the most problems while Ethernet interfaces usually work fine. If
drivers can be properly loaded and unloaded, automate this by putting the appropriate commands

in /etc/rc.suspend and /etc/rc.resume . Try setting hw.acpi.reset_video to 1 if the display is messed
up after resume. Try setting longer or shorter values for hw.acpi.sleep_delay to see if that helps.

Try loading a recent Linux? distribution to see if suspend/resume works on the same hardware. If it

works on Linux?, it is likely a FreeBSD driver problem. Narrowing down which driver causes the

problem will assist developers in fixing the problem. Since the ACPI maintainers rarely maintain

other drivers, such as sound or ATA, any driver problems should also be posted to the freebsd-
current list and mailed to the driver maintainer. Advanced users can include debugging printf(3) sin
a problematic driver to track down where in its resume function it hangs.

Finally, try disabling ACPI and enabling APM instead. If suspend/resume works with APM, stick with

APM, especially on older hardware (pre-2000). It took vendors a while to get ACPI support correct
and older hardware is more likely to have BIOS problems with ACPI.

11.13.2.3. UUc4+

Most system hangs are a result of lost interrupts or an interrupt storm. Chipsets may have problems
based on boot, how the BIOS configures interrupts before correctness of the APIC (MADT) table, and
routing of the System Control Interrupt (SCI).

Interrupt storms can be distinguished from lost interrupts by checking the output of vmstat -i and
looking at the line that has  acpiO. If the counter is increasing at more than a couple per second,
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there is an interrupt storm. If the system appears hung, try breaking to DDB ( CTRLH!ALT +ESC on
console) and type show interrupts

When dealing with interrupt problems, try disabling APIC support with hint.apic.0.disabled="1" in
/boot/loader.conf

11.13.2.4. xe

Panics are relatively rare for ACPI and are the top priority to be fixed. The first step is to isolate the
steps to reproduce the panic, if possible, and get a backtrace. Follow the advice for enabling

options DDB and setting up a serial console in  A£6€] (Serial Line) QF DDB |c®a or setting
up a dump partition. To get a backtrace in DDB, use  tr. When handwriting the backtrace, get at least
the last five and the top five lines in the trace.

Then, try to isolate the problem by booting with ACPI disabled. If that works, isolate the ACPI
subsystem by using various values of debug.acpi.disable . Seeacpi(4) for some examples.

11.13.2.5. UUwaei4ell e

First, try setting hw.acpi.disable_on_poweroff="0" in /boot/loader.conf . This keeps ACPI from
disabling various events during the shutdown process. Some systems need this value set to 1 (the
default) for the same reason. This usually fixes the problem of a system powering up spontaneously
after a suspend or poweroff.

11.13.2.6. BIOS AbbBO3 Bytecode

Some BIOS vendors provide incorrect or buggy bytecode. This is usually manifested by kernel
console messages like this:

ACPI-1287: *** Error: Method execution failed [\\_SB_.PCI0.LPCO.FIGD._STAJ\
(Node 0xc3f6d160 ), AE_NOT_FOUND

Often, these problems may be resolved by updating the BIOS to the latest revision. Most console
messages are harmless, but if there are other problems, like the battery status is not working, these
messages are a good place to start looking for problems.

11.13.3. 3,AiP3 AML

The BIOS bytecode, known as ACPI Machine Language (AML), is compiled from a source language
called ACPI Source Language (ASL). The AML is found in the table known as the Differentiated
System Description Table (DSDT).

The goal of FreeBSD is for everyone to have working ACPI without any user intervention.
Workarounds are still being developed for common mistakes made by BIOS vendors. The
Microsoft? interpreter ( acpi.sys and acpiec.sys ) does not strictly check for adherence to the
standard, and thus many BIOS vendors who only test ACPI under Windows? never fix their ASL.
FreeBSD developers continue to identify and document which non-standard behavior is allowed by
Microsoft®'s interpreter and replicate it so that FreeBSD can work without forcing users to fix the
ASL.

To help identify buggy behavior and possibly fix it manually, a copy can be made of the systemOs
ASL. To copy the systemOs ASL to a specified file name, use  acpidump with -t, to show the contents
of the fixed tables, and -d, to disassemble the AML:

# acpidump -td > my.asl

Some AML versions assume the user is running Windows?. To override this, set
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hw.acpi.osname= "Windows 2009" in /boot/loader.conf , using the most recent Windows?2 version
listed in the ASL.

Other workarounds may require  my.asl to be customized. If this file is edited, compile the new ASL
using the following command. Warnings can usually be ignored, but errors are bugs that will
usually prevent ACPI from working correctly.

# iasl -f my.asl

Including -f forces creation of the AML, even if there are errors during compilation. Some errors,
such as missing return statements, are automatically worked around by the FreeBSD interpreter.

The default output filename for  iasl is DSDT.aml. Load this file instead of the BIOSOs buggy copy,
which is still present in flash memory, by editing /boot/loader.conf  as follows:

acpi_dsdt_load="YES"
acpi_dsdt_name="/boot/DSDT.aml"

Be sure to copy DSDT.aml to /boot , then reboot the system. If this fixes the problem, send a diff(1)
of the old and new ASL to freebsd-acpi so that developers can work around the buggy behavior in
acpica.

11.13.4. CE24ac;:

The ACPI driver has a flexible debugging facility. A set of subsystems and the level of verbosity can

be specified. The subsystems to debug are specified as layers and are broken down into

components ( ACPI_ALL_COMPONENTS and ACPI hardware support ( ACPI_ALL_DRIVER$. The
verbosity of debugging output is specified as the level and ranges from just report errors
(ACPI_LV_ERRORto everything ( ACPI_LV_VERBOSE The level is a bitmask so multiple options can
be set at once, separated by spaces. In practice, a serial console should be used to log the output so

it is not lost as the console message buffer flushes. A full list of the individual layers and levels is

found in acpi(4) .

Debugging output is not enabled by default. To enable it, add options ACPI_DEBUG to the custom
kernel configuration file if ACPI is compiled into the kernel. Add ACPI_DEBUG=L1to /etc/make.conf
to enable it globally. If a module is used instead of a custom kernel, recompile just the acpi.ko
module as follows:

# cd /sys/modules/acpi/acpi && make clean && make ACPI_DEBUG=1

Copy the compiled acpi.ko to /boot/kernel and add the desired level and layer to  /boot/loader.conf
The entries in this example enable debug messages for all ACPI components and hardware drivers
and output error messages at the least verbose level:

debug.acpi.layer="ACPI_ALL_COMPONENTS ACPI_ALL_DRIVERS"
debug.acpi.level="ACPI_LV_ERROR"

If the required information is triggered by a specific event, such as a suspend and then resume, do

not modify /boot/loader.conf . Instead, use sysctl to specify the layer and level after booting and
preparing the system for the specific event. The variables which can be set using sysctl are named
the same as the tunables in /boot/loader.conf

Once the debugging information is gathered, it can be sent to freebsd-acpi so that it can be used by
the FreeBSD ACPI maintainers to identify the root cause of the problem and to develop a solution.
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Before submitting debugging information to this mailing list, ensure the latest
BIOS version is installed and, if available, the embedded controller firmware
version.

When submitting a problem report, include the following information:

¥ Description of the buggy behavior, including system type, model, and anything that causes the
bug to appear. Note as accurately as possible when the bug began occurring if it is new.

The output of dmesg after running boot -v , including any error messages generated by the bug.
The dmesg output from boot -v with ACPI disabled, if disabling ACPI helps to fix the problem.
Output from sysctl hw.acpi . This lists which features the system offers.

K K K K

The URL to a pasted version of the systemOs ASL. Do not send the ASL directly to the list as it
can be very large. Generate a copy of the ASL by running this command:

# acpidump -dt > name-system.asl
Substitute the login name for name and manufacturer/model for  system . For example, use njl-
FooCo06000.asl .
Most FreeBSD developers watch the FreeBSD-CURRENT mailing list , but one should submit
problems to freebsd-acpi to be sure it is seen. Be patient when waiting for a response. If the bug is
not immediately apparent, submit a bug report. When entering a PR, include the same information

as requested above. This helps developers to track the problem and resolve it. Do not send a PR
without emailing freebsd-acpi first as it is likely that the problem has been reported before.

11.13.5. 0+t%
More information about ACPI may be found in the following locations:

¥ The FreeBSD ACPI Mailing List Archives ( https://lists.freebsd.org/pipermail/freebsd-acpi/ )
¥ The ACPI Specification

¥ acpi(4), acpi_thermal(4) , acpidump(8) , iasl(8), and acpidb(8)
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# when going to single-user mode.
console none unknown off insecure

N4@ ( insecure ) console ypU Console 3*D4@[1i,N4@ (insecure)FazAbaE root
vg3BYzI"Al"|éa<

12.2.4.2. Al"lea

§ init 2°{|;,vUUIWAI"|ea3!"]"189A}E exit

> Al"leaFUU¥°QEAI"@aFw=0e4a¥° IUU3jWPa<

iWPAUU (Resource configuration system) °A letc/defaults/rc.conf  ¥CPLAP@ZzEA
letc/rc.conf ¥CUUrL3PLF2y°aM18UUGC [etc/fstab

3;vUUFRNriax]ia»f 3UU DaemonFJI@R*%S45203i0 Script<

&1yVAb4iWPAUUFjo+ rc(8) zECU#C letcirc.d 3 Script<
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12.3. PL eithii

a° FreeBSD UU e°w Console Eiz6Ud:e?pi eQA< eithil (Boot splash
screen)

?006aYz6ab,ed72i0i0:e©c3,ehtF3x! 11ithiFIbbop3.e
e£®4a3:eF_1,eYZYAzE{p 730iFI°w e Ei<w,e®f YzO8ij
130i?43EiS3ithii<

FreeBSD b/ap*3&iYz!"F6a?iiP3|UFG Console

acoeiFwUU]" eEIF¥°Ei Console

{£0i<606a81Y?PLO306-HEIFjo+ X Window UU
ZCEVADb4_g452PL6-HEIUU®a26-H{EUU®4&3):<

UU eEIFiGhufP®9,jk-®aFda 7\I"¥°EiithuFAHT&Vjf

03@AFA; @|<C}FJloaMie<itjk'-®&3PLYw letc/rc.conf 236R  saver=

?Vi<b/AEAa=3jk-®aY"Fw splash(4) Sbi<  saver= 3YZA*2'pFG
ConsoleFU6-HETUU®3AN°bogii'<

?°45 sysutils/bsd-splash-changer 20V

PortFYw,e Eile@Y3ithii<iGhiDZEN 256 ¥434+6 ( .Jbmp )»ZSoft PCX ( .pcx)
i TheDraw ( .bin) &4< .bmp,.pcx i .bin 6+"TOWE-tuFi_C /boot <iuo=+;""

320x200 6?1Va3dy7Azzowaé VGA 3uith9F&wAP 256 ¥2»320x200

6?iVa3y7APL eiu6+FY3£ER)| /boot/loader.conf FA00 splash.bmp
FP&I"38+6;1

splash_bmp_load="YES"

bitmap_load="YES"
bitmap_name="/boot/splash.bmp"

&!" PCX :YY004a+6;1

splash_pcx_load="YES"

bitmap_load="YES"
bitmap_name="/boot/splash.pcx"

8&i!" https://en.wikipedia.org/wiki/TheDraw aa3 ASCll oY1l

splash_txt="YES"

bitmap_load="YES"
bitmap _name="/boot/splash.bin"

&!"jg36+?"UOEThUEN3y7A}8Yp 1024x768 6?FVESA

e«N"wUU, e é£<8!"e03X*Fj&Le0X*PL;SbAb VESA
X*PLYZ<&EE VESA e«?ETiuhiYw /boot/loader.conf
laimSO|30UREI3£ER1

vesa_load="YES"

fi b"3 loader.conf YZAbl

beastie disable="YES"
=0°43 eYZYA3EIF3{pg Oil°'w<x!431 eYZYAFw{pg Oi—
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JEY/3YZA?°1GU+3 eYZ<

loader_logo="beastie"
=0YZ°00fiP2!Y43MaESiomEiC,eYZYACI3 "FreeBSD" th<

&CEVA|:Fjo+ splash(4) , loader.conf(5) zE vga(4)<
O 1=

12.4. 5a0i

wo,UUUIG F e loader(8) °¥C

device.hints(5) F=0;Sj*1X*,ej:Fx0pFb %:Y20°Kf, "580i (Device
hints)"<=1 "530T (Device hints)" °|Te5ali®&05a3Pa!"<

580iINYWAa 3 ,eé£®a01 selF_ Aau  S3i-FigpNYz!" set 23»!"
unset -|»!" show (6FNY3,PLw _/boot/device.hints

30pF3w, ee£®4}£3540TAN?€6b63FWEGOTi~,e01¥°06<

6oUU elF¥Y! kenv(1) ?6iab3dp<

/boot/device.hints  3i=,600pORF!"~"° "#" 0,8y2°F¢6R3U2 &1
Ehint.driver.unit.keyword ="value"

wAa 3 eé£®a3i=Y,1
Set hint.driver.unit.keyword  =value

AS driver ,58I0@4JK» unit ,54IU@&A#O°E keyword
,Oldi"F4i"RzEeYZa«"1

¥ at: eel58aDU3&4a{ (Bus)<

¥ port:aelL&!"31/0 u#a<

¥ irg: el&!"3SOjEd°<

¥ drg: el DMA EEo°<

¥ maddr : eL53a!"3*D-.D#a<

¥ flags: PLOUn53a34aa0a#G<

¥ disabled : 8P, 1 YY438534<

RC54IU®AYZ°2E(EVA\OCU"30iF+adA¥ I®A389#$<&CEVA

j:jo+ device.hints(5) , kenv(1), loader.conf(5) zE loader(8) <

12.5. 4e®L

w!" shutdown(8) _"4° F init(8) °Aj@R letc/rc.shutdown  Script &y|T TERM

" °pab3®LFJI|T KILL “°o\w 7aSa3®£<

&WENIWUU3A22UU43 FreeBSD OelWFY!” shutdown -p now

x43IWF&A~10 FreeBSD UUY!" B shutdown -r now <89B'T, root i,  operator
3'KrY@R shutdown(8) F;b=tm>3BNY!" halt(8) 2 reboot(8) Fo+=tae¢2

shutdown(8) 389#$?CEVA|:<

&Uif«"KY 5+ "2ufueuU <
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IWOUA&zEE acpi(4) e«isip>00pelX*S<
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Chapter 13. 4@|
13.1. o

Nr*DIFGF4@[=000¢|buo O.04yiF!"04évis36"?Yu_g&'UU
2x]34@[<m, FreeBSD "ily_g,! 62f <

wUWeeroop*=UE-i<FreeBSD
UU34@[bAA20FHbAEAUEBYYZ"?234@[<

¥]=WFa§1y1l

®

Uy FreeBSD UU4@- <

FreeBSD S36a3v (Crypt) e'<
_gPLOO[vg~ <

_gPL inetd(8) S3 TCP Wrapper<
_gw FreeBSD PL Kerberos<

_gPL IPsec AH+) VPN<

_gw FreeBSD PLA!" OpenSSH<
_g!";vUU ACL<

_g!" pkg ?BCA Port 20C453 11€ID20<
_gk" FreeBSD 4@ab<

cd?®E;< (Process Accounting) zE_gw FreeBSD i<
_gl"{EetijWy el 1"iwk<

K K K K K K K K K K K

w,UA¥=WEiFaA&1
¥ 1y FreeBSD pfEXx]-,<

fi 34@[a0°w*89#$3f ":;<i_ 5'~C_" (Mandatory Access Control, MAC)
‘w 57C_" (MAC) erExX]LMN°w LMN  ér<

13.2. b3

'42¢0B3WG6FOgUUS304acY X£ |CEU4ii:3"CxA \UOX]3AA<;
:A@3AS60X*=Y¥? CIA U CFypyi:UU3ev[ (Confidentiality)»]u]
(Integrity) zEY"[ (Availability)<

CIA
UrC?1Q4@3uPFR_a0U2!"9A 143 CE|'~6%&<i_F600OU°9A
1.37"1i:64@3" (ev[)» Y230ANW\¥EGE; (1)

ZE Y5l YZMC YL30Aj: (Y')<

&OU
CIAF4@ui°+"LNHA3Z[<LNHA3- 223p0'@A2? 1A0A206¥¢ \U
04@UUOy<i_FUUUUINZ®L LMN2IixJiUU34@[FA&A BCU°»
(C Binary
3]u[2&'\645aR89<&@Rb63'4Z[F"11yUazE_gaNUa<

cdUa|iQ4@[? . e
UAANIyCwWFaAj\S®x"CUU3Fa 6;FUaN/AK8»alRID»\3/Y 3x]
5&»1Jac»4@[ase&p?éeaau#<
UU2X]YZ6V®x CFb 2T BOFi?TFA 6IFIWTVISF2TYO74i
I1K8<0,!"IFi&3?00L-ékzExbodM M @aaeZ64~A4aYZ3BOrn4
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@4C<0,0U!Fn&3?1yUaAekw->"Z6NsUa<

x&+" 4|00 F+oRu*u°zEUUPL, i' @Fay&'x]2F!]aUUsZz
E«-34@®E</EA«-Sh+,y-58Pa34@[0ZFeaZ+/A89y» ! IQ»
RU58»#e»!éiiT», -1134@Pa<wsApviSFRcShAE89RE
(SOP)Fxbzb FiR4@AECaé<

p32e?3V>8:;_gw FreeBSD UU!@R=u134@Pa<*Wag?3V>8§¥w
FreeBSD UU@R4@[@Z °"|3rL89<

13.2.1. LA{E

&&'60UU34@}03ma¥?00u°3BCF& root
"1605GbO3vgFA=0vg\wii %é!" FJI436ge{ENCX3U°<

&La{E"Cu°b/aé=F 0a?zLu°Fzé-i°zL toor 0°l

# pw lock toor

“laLa{£rC3éa?E Shell Vi, lusr/sbin/nologin  FAbw6!"YzVif 1"'3

Shelll

# chsh -s /usr/shin/nologin toor

lusr/sbin/nologin  shell Yz UU-q Shell sAj{£3!"I<

13.2.2. U°56®x

wboviFA&2f 1"Y4"UUUUxyFFreeBSD

b/aéaYz“U=atu<':g§aFN?jN+n3éaF?2 wheel f«3"K¥%4" root
3vgF=aeal"YzZwA&w6!"|3"Cx }£ su JI}E wheel
3vgFW]"A&UUNCx3eecEIF!"t}E . exit > <&3£!"||=0f«FYoa
letc/group  JI3EE!M)| wheel Zg3}F!"|"izn° "G-kKANYb>G<
“[aéaFN?j+03é4F45 security/sudo  20i Port

205xy<=0IDOU1rd3BC»V+¢3!"! "FJIYzPLzLI"AZ@RrLA
xy3eeg<

WASEIF!" _visudo ?0a /usr/local/etc/sudoers = <=0-i°+)~
trhodes U°|éf«FJIPL&f«YRA~IU apache24 3"Cx1

# pw groupadd webadmin -M trhodes -g 6000

# visudo
%webadmin ALL=(ALL) /usr/sbin/service apache24 *

13.2.3. vgogeéa

vg’?i:y-3"&EaF>§“T~!"vg_Ft&bQRH5é3Rge"?3vj"wvgi¢TS
3vg<FreeBSD EN DES, MD5, SHA256, SHA512 zE Blowfish R¢iy=Cii
®al<AP!" SHAS512FN+ei"VN4@ 3R¢iy=F3Yi"V4@3 Blowfish iy=<

| Blowfish N? AES 36V>HN?2logaéi:"Uaé (Federal Information
. Processing Standards, FIPS)FwT181YZN°8&!"=a3véa<

webadmin f«FA3E

crypt()
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&AEgi"gaRciy=?3vT#!"\vgFw6!"Yz(6w FreeBSD
vgi¢tiSe!"I3RcFEORE30, li¥ z2°4ifi"?3vvgal"3Rce <§!

" DES Y,(iN°h6g2°FG MD5 32°Y? $FSHA256 E SHA512 33°? $6$FBlowfish
32°? $2a$<wzEeimS dru 3vg!zAP3 SHA512 iy=3vFT,AR¢3, 1,

$6$<PRF&3v 3R¢FN?=?3vgF°j*Cvgi¢iS1

# grep dru /etc/master.passwd
dru: $6$pzljSvCAN .PBYQBASPXpSeWPx3g5kscj3IMIM7tUEUSPmMGexxta .8LI9TGSi2INQqYGKs
zsBPuGMEO0:1001:1001::0:0:dru:/usr/home/dru:/bin/csh

Rce ?PLwé!"!3{£é! (Login class)FzU,iFé!"!AC default
{£€FHR¢iy=?zERPLwW /etc/login.conf 1

E  :passwd_format=sha512:\
&Viiy=, BlowfishFYUjéR_é&1
E  :passwd_format=blf:\

JE  PL{fet Sadr3éa@R cap_mkdb
[etc/login.conf <PRF=0U9N°fA'6gS*"w3vgRcF3=yp"I&Eab!"|@R
passwd ?Vifivgrbi=fi~3vabvg<

TUF&{£F+!"5f~ (Two-factor authentication)FOi?:aa” &
"bT¥e"F_1YeFzE "aETOj:"F_1vg<eA OpenSSH ? FreeBSD
HTUU36V>Fab?yx]3{£+?"3v 3DEH!"zXY,uf3~y?0yvg<&l

yVA:jo+ OpenSSH<Kerberos 3!"'YZ°A&A0GIrd3VirZwiix]!"
OpenSSHF=Vjw Kerberos S°b:;<

13.2.4. 5'vg@Z

5 w*%u°!"a5Avg3eZ2?UU4@3uTES<w FreeBSD
vgiA»vg5AzEVgQR[Y!"a+3Y(z~yé« (Pluggable Authentication Modules,
PAM) ?@R<

*X§i-_gPLvgiAéy2!yzE!" A pam_passwdqc.so
25" 1"0ING3vgFU«YW!"!Vifivg 5 &E<

&PLU&«FA&S" w6!"|FIICUeyw letc/pam.d/passwd SAb pam_passwdqc.so
3R<JI0&éR?qlvgeZl

password requisite pam_passwdqc.so min=disabled,disabled,disabled,12,10
similar=deny retry=3 enforce=users

=0im°PL~vgaA23AE< min

PLYz_ “vgiAéyFibEO@T,=0e«EIvg3QRAL 1Eaé-<GQRA?R"
wvgSrMw3NGe-?L Fi_1t"»p »2°zEEMuF=tvgé-w

pam_passwdqc(8)

bx+3:;<w=0imFvge-3i0Z,433FypN°2EA$=1QRA3vgFNrl

Ag< 12 PLvgeZY2Er$ua"Ge-QRAHPO 12 0"G3vgF 10
PLvgeZ2Enr$Ua"rGe-QRAHpS 10 07G3vg<

similar PLY°g%z!"li6©¢)3vg< retry PL°OU!"I0O}E~vg3e°<

236


https://man.freebsd.org/cgi/man.cgi?query=pam_passwdqc&sektion=8&format=html

6=0;Vj"EIFVjvg3!"!8°li|_é3:el

% passwd
Changing local password for trhodes
Old Password:

You can now choose the new password.

A valid password should be a mix of upper and lower  case letters,
digits and other characters. You can use a 12 character long
password with characters from at least 3 of these 4 classes, or

a 10 character long password containing characters from all the
classes. Characters that form a common pattern are discarded by
the check.

Alternatively, if no one else can see your terminal now, you can

pick this as your password: "trait-useful&knob"
Enter new password:

§}£160NagvgaZ3vgFY  6g%AE8bFJI!"°be°ofFijw PL

38/MfjOp<
8ApvgeZ°xvgwA7 1'9<&w FreeBSD PLvg'é79FYw /etc/login.conf
Sél"3{£ePL passwordtime <w default {£e!SbPL-il1

# ‘passwordtime=90d:\

TUF&PLU{£&13vgw 90 iEI" 9AA&-|&y?° ( #)FJijroal’ A@R
cap_mkdb /etc/login.conf <

&wo"!PLIyFY§b679i|93ip2!"IK|a pw 1
# pw usermod -p 30-apr-2015 -n trhodes

_=0imFb6793a4,i»izE'<& CEVA;:Y6+ pw(8) <

13.2.5. 67 Root 89 (Rootkit)

rootkit a3?Aj\*®xCEUU root
ACx3ID<0@45EIF=0aRID8Yz,;a€3,ind00a 6!/QE3E-<i*!
F63UUSH rootkit
8?H@R1UAUIEIFEUUR+EAPA~45F T, xI<°DA3j4iUUB®&NYZ°
Ad 6'ae30¢<

rootkit
UUU!IG4a0b0f3?216357|F¥ypT"S08?F3=¢-3+"®4ic3<°OF
*X8°1-00YZz"?67 rootkit 389F security/rkhunter <

45U201 Port EIFUU¥Y!"zéae¢(C<éaecOUAEA:H A&#108 ENTER

&1
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# rkhunter -c

E®FE] EIFgiE>3:e¥°Eiwhiil<=0:e/A1S(C Ad;v»YZ3;v»Y
Z3 rootkit ZEfi VAj:<w(C3'®SFYZ°® >6'h4Cc;v»OpenSSH
Y2:eLY/ES45IDSadee *3%"34@[8b»=1BOYZz)x"UiwVx+3-7E

l0"U<
¢#00!+1ywUU! @R1#:®@4zE=1®43"u<"1é89 _ rkhunter 2 sysultils/Isof
ZE=>a¢_ netstat 2 ps

YzUU!EC3;j:F-08#617a°3FxbN:x3®ail OizBFJi{iév<"J
US& 16?7F3N"1677)S66871<

13.2.6. Binary (+

(+UU;v2 Binary o »
?@n&3FT,iYZOUUUUU,2{4/A£Cb4UUBV3j:FZ6)6UUBV3IDL"®
aK,£ 87UU (Intrusion Detection System, IDS)<

FreeBSD =>0U1u13 IDS

UUF J¢iil°b4@[3 0°%a0U!0436VF3=1:?j"w*%3F=xaR3
I"be°Z60j=1i:?©ciUUU38V<NTUF°+a+)60€)3 Binary
1JAg=1Jj*waA»root ;b3@liwY-|3 USB °niFa rsync iiivO<

a+ mtree 89YzUG0@0S3aa >60ma;F >ma;°"|6oamg (Seed)

i°pFJIw(Cma?}bVi °N°A&!"=6amgicp<=x(Co0;vi Binary

?}60i6"YZ360A<RC 6'AN&EamgF&i6i(C;v3R+g (Checksum)

p@?6a4NYZ3<z&im® >6« SHA256 R¢FE¢60W /bin 3UU Binary
¢°bOOFAR°§=1@z0coj*W root 3l@lF /root/.bin_chksum_mtree 1

# mtree -s 3483151339707503 -c -K cksum,sha256digest -p /bin > /root/.bin_chksum_mtree
# mtree: /bin checksum: 3427012225

3483151339707503 ypamgF=00+&-0&?HNY=AiBl<

(6 /root/.bin_cksum_mtree  +°>@)z&3}iU"1

# user: root

# machine: dreadnaught

# tree: /bin

# date: Mon Feb 3 10:19:53 2014
# .

/set type=file uid=0 gid=0 mode=0555 nlink=1 flags=none
type=dir mode=0755 nlink=2 size=1024 \
time=1380277977.000000000
\133 nlink=2 size=11704 time=1380277977.000000000 \
cksum=484492447 \

m m -

T [Tp

sha256digest=6207490fbdb5ed1904441fbfa941279055c3e24d3a4049aeb45094596400662a

E cat Size=12096 time=1380277975.000000000 cksum=3909216944 \
E

238


https://cgit.freebsd.org/ports/tree/sysutils/lsof/

sha256digest=65ea347b9418760b247ab10244f47a7ca2a569c9836d77f074e7a306900c1e69

E chflags size=8168 time=1380277975.000000000 cksum=3949425175 \
E

sha256digest=c99eb6fc1c92cac335c08be004a0a5h4c24a0c0ef3712017b12¢c89a978b2dac3

E chio size=18520 time=1380277975.000000000 cksum=2208263309 \
E

sha256digest=ddf7c8cb92a58750a675328345560d8cc7fe14fb3ccd3690c34954che69fc964

E chmod sSize=8640 time=1380277975.000000000 cksum=2214429708 \
E

sha256digest=a435972263bf814ad8df082c0752aa2a7bdd8b74ff01431ccbhd52ed1e490bbe7

eT3§)eJK»+)mé;3792_7»ZE+)Umé;3!":JKG°-0WUab><SFab
xSA°bw@(S¢0o Binary 3R+g»éM» 7zE SHA256 0g<

&(+ Binary

13?3006V FY!"8i >3ma;¢ Ugig(3aaFJij*U’|;v<=0aecA&
x(0 >=m§;a!"3amgl

# mtree -s 3483151339707503 -p /bin < /root/.bin_chksum_mtree >>

/root/.bin_chksum_ output
# mtree: /bin checksum: 3427012225

=009+° >2!0+) /bin ma;” >3R+gO&aF8wUg(3 Binary gbd6V F#d
[root/.bin_chksum_output ~ =0}i;§°?>3<&eGoVFYz!" touch Vi
/root/.bin_chksum_output 379JI0@R(+aec6©1

# touch /bin/cat
# mtree -s 3483151339707503 -p /bin < /root/.bin_chksum_mtree >>

/root/.bin_chksum_output
# more /root/.bin_chksum_output

cat changed
E modification time expected Fri Sep 27 06:32:55 2013 found Mon Feb 3 10:28:43 2014

+aUAD Binary zEPL;3g0+)ma;FUAbbU;¢3a0N2<%4°°, /bin , /sbin ,
{usr/bin , /usr/sbin , /usr/local/bin ,/etc E /usr/localletc +)mé;<
NbVQA3 IDS UUFi_ security/aide <&Aptu mtree

SYOUUUaA3DZ<g§amg2R+gU " wal!"!c="C3%E&?<°fi&360A
<VAb4 mtree 3j:Yw mtree(8) {|<

13.2.7. UU4@[QR

w FreeBSDFb/AAUUDZYzZ!" sysctl QRF*X°+,6pYzQR?,100iu (Denial of

Service, DoS) 634@[DZ<VAb4!" sysctl

3i:/A1_g2 Vip@DE_gw7iEI0édViYw I" sysctl(8) QR {I<
og 7!" I" sysctl(8) QR

03PLBVG°xMANS&306¢3YZ[I5F'|UU3Y [<TU+&U
ab36V0)6F8YZ3iFow7jUU*+Fo|!é3UU!l"<

fiP FreeBSD X*°!"4@[26 -1 ?,eF=0K9"N4@e&"FT,NY&6 (Immutable)
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VOAYz043HY z¥Cip£ab35a<|<b!" sysctl Twil Script
PLU{EDF}Y4@[268°w -1<4@[26YzwUUIG ?'w letc/rc.conf PL
kern_securelevel_enable , YESzEPL  kern_securelevel 3@,S&34@26?05<j6+
security(7) zE init(8) zCEVA2='PLEY"34@[26043;:<

0a securelevel °¢\ Xorg c=@RzEM*i BOFj00|c3ék<

net.inet.tcp.blackhole ~ zE net.inet.udp.blackhole  PLYZz"?aUwS43Dag (Port) y|3
SYN 2/HN°4| RST 4+FiP309?°4| RST
?pieéD3gSH43FVifiP3u9YUD?g"O ("wCUwUU!@R3+"®3)

OUOL®A3'-F&=d0YPL net.inet.tcp.blackhole , 2 E net.inet.udp.blackhole
1<jo+ blackhole(4) zCEVAb4=!PL3j:<

net.inet.icmp.drop_redirect  zE net.inet.ip.redirect PLYzOf ! fi~¢ R 6 (Redirect
attacks) Ffhi~¢B 67 DoS 36aF°|TEC ICMP é- 5

32/FRC=12/AN?"&3FPL net.inet.icmp.drop_redirect , 1zEPL
net.inet.ip.redirect , 0 YaU=/<

?WIR (Source routing)

?26a072"CwaVx]SNY]R# 3é=FRCNY]R# 12°?«¥xiNY]R3FTU
Yz43=0DZ<&43=0DZYPL net.inet.ip.sourceroute  zE
net.inet.ip.accept_sourceroute , 0<

x6Uwx]!3eTA&|T:erdbwmx]!30e™ F°-T ICMP )
44jE:e|Oo# <IGFEV30e?qbURYz@R=00193<&g%ab?&5V300

JEYPL net.ineticmp.bmcastecho , 0<
Abo6trd3PLw security(7) b:;<
13.3. 6©[vg

fiP FreeBSD Sa+0©[vg (One-time Passwords In Everything, OPIE)<OPIE
Pg"?,'AT 6 (Replay

attack)FAT 6a3? 6!-11T#!"'3vgFJil"évg?*"CUU<RCw OPIE
38ieF6«vgAZd!"6OF6-13vgU  6!G4¥qbcd9"<OPIE
"14@33véa26B/4+UU (Challenge/response system) ?UUvg<FreeBSD
w*OIAPC" MD5 3v<

OPIE !"1uaN&e-3vgF 6a?603 UNIXa | Kerberos vgF ia?R opiekey
a >360[vgF ua?"?>60[vg3 "6vvg (Secret password)"Fovvg2 UNIX?
vge4HN+OAa<

U OPIE 7:Ab66/0V>3{¢@A&<AS60?"amg (Seed)” TK"XY
(Key)"FR/ONF2E0p «"<560Y ?"jy©p (lteration count)"F?603C 1 | 100
73p"<OPIE °§amg26vvgSDIF2" MD5 3vp©i

(Eljy©p)Fo8U /07iobn33tAN? >60[vg<~yUU°LM;<}I!"3
6O[vgF8!"!OU3vg3vi2io©3vgOaYYys ~y<RCC"1AR33vEaF
§!""3vg6"DUCNc=3? >EI360[vg<jy©p°weOO{£ DEINOF?
LIM2{E@AT352<x[yOPNOP 1 “FOPIE ¥&fi~GuH<

=000®£°00|60®a<|TjyOp»amg28vvg? >6«6O[vgipooO[v

g3 opiekey(1) <|10uH OPIE EGF"?Vjvg»jyOpiamg3

opiepasswd(1l) <°¥Cow letc/opiekeys 304uy;?0i!"!gi3jy©p2amg3
opieinfo(1) <

*WXE¥ JANA389F 6?_gw4@DEE0 6©360[vgPLF 1?_g!"wN
4@3Déé!"

opiepasswd F'0?_gwN4@3Dé&{£UUF U?_g >poYz&-0idNE?wN4
@3]al3xXY<
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13.3.1. GUH OPIE

"6©&0iH OPIEF&WA@3|a@Rzézec1

% opiepasswd -c
Adding unfurl:

Only use this method from the console ; NEVER from remote. If you are using
telnet, xterm, or a dial-in, type ~C now or exit with no password.

Then run opiepasswd without the  -c parameter.
Using MD5 to compute responses.

Enter new secret pass phrase:

Again new secret pass phrase:

ID unfurl OTP key is 499 t04268
MOS MALL GOAT ARM AVID COED

-C °PLC"0Pzecw4@|a@R3 Console gaF_w!"lu_ES3IQi!?” SSH
Dé|éuw!"ju_ES3IQ<

OiMIF}E"? >60[{E£XY36vvgF+!"60NAAGKI?3vgFH=2!"|
{£0°a!"3vgNaFvg i3C 10 | 127 0"GIAE7FJIj-9=0vg<

ID R°6I{£JIK ( _unfurl )»fiP3jyep ( 499) ZEfiP3amg (
104268 )<WQR{E FUU°-9=16pAHE?F=NypNA&5-0=1i:<}i6
R°GIE]=16p26vvga >?36C[VgFWEOCLE ¥&!"=06C[vg<

13.3.2. wN4@DeééOouuH

&WN4@3UU!UHIVovwg A&TOY!"A@3DE3%E@R
opiekey F=YZ2wTou 630e!3 Shell<tiHA&PLjy©pF100
YZ?Nc3p~FamgYzéReelLile >SFWN4@Dée&daiHOei!"
opiepasswd(1) 1

% opiepasswd

Updating unfurl:

You need the response from an OTP generator.

Old secret pass phrase:

E otp-md5 498 to4268 ext

E Response: GAME GAG WELT OUT DOWN CHAT
New secret pass phrase:

E otp-md5 499 t04269

E Response: LINE PAP MILK NELL BUOY TROY

ID mark OTP key is 499 gr4269
LINE PAP MILK NELL BUQOY TROY

&C"fAP3amgFYi0é Return
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00UH<yW}E4+ET-|[4@3DéJia” OA33vop >vgl

% opiekey 498 t04268
Using the MD5 algorithm to compute response.
Reminder: Do not use opiekey from telnet or dial-in sessions.

Enter secret pass phrase:
GAME GAG WELT OUT DOWN CHAT

204N4@3DEFJIQE >3060[vg4!<

13.3.3. >A«60[vg

wiiiH OPIE EIQR{£°Ei_&30i:el

% telnet example.com
Trying 10.0.0.1...
Connected to example.com
Escape characteris "' .

FreeBSD/i386 (example.com ) (ttypa )

login: <username>

otp-md>5 498 gr4269 ext
Password:

OPIE 30i0U160@b"3DZF8wvgOi~ 08
Return F¥° i4+DZAE}£3aaF=0DZwA#8}£06Ni?3vg @b'"<
U F& >00[vg?4+{£ 30iF="WE 6HY4@ @R opiekey(1)
3UU!"<=0ee¢hOU Windows?, Mac OS? 2 FreeBSD
*FI'" A&jy©p2amg0,wae¢036pFiew&{£Oew{£ a0i3:e<

w 63UU'@R1

% opiekey 498 t04268
Using the MD5 algorithm to compute response.
Reminder: Do not use opiekey from telnet or dial-in sessions.

Enter secret pass phrase:
GAME GAG WELT OUT DOWN CHAT

w >00[vgiF4|{E£hliaM{E<

13.3.4. >A«OO[vy

b °¢="C 630eiqh4@3DéFw=atuéFYz!" opiekey(1)
?M0 >A06O[vgFi_1

242


https://man.freebsd.org/cgi/man.cgi?query=opiekey&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=opiekey&sektion=1&format=html

% opiekey -n 5 30 zz99999

Using the MD5 algorithm to compute response.

Reminder: Do not use opiekey from telnet or dial-in sessions.
Enter secret pass phrase: <secret password>

26: JOAN BORE FOSS DES NAY QUIT

27: LATE BIAS SLAY FOLK MUCH TRIG

28: SALT TIN ANTI LOON NEAL USE

29: RIO ODIN GO BYE FURY TIC
30: GREW JIVE SAN GIRD BOIL PHI

-n 5 °jE >DMEOXYFG 30 ) A
Y?aeL}00jy30°<PR=10Ni3U 30£2!"30£ . O@ <6$30@UYZ°S&
"#u8U F}YRONiyA<¢OR°A EijyOpESO[vgFwvg!" T¥YJI<

13.3.5. y I" UNIX2 vg

OPIE YZEH{£AA3 IP #ay " UNIX2 vgFO43;v,

letc/opieaccess F=0;viP¥ w<j6+ opieaccess(5)

?CEVADb4U;v3j:zEx!" &+C34@[BO<

=ib6o-* opieaccess 1
permit 192.168.0.0 255.255.0.0
=ORS/AE?W IP # (AAE| i3#") laeL@2!"3!"\wog 7Y!" UNIX?

Vg{£<

8w opieaccess Sqba3mYFfiP°g%< OPIE 3{£<

13.4. TCP Wrapper

TCP Wrapper is a host-based access control system which extends the abilities of inetd wéiii

It can be configured to provide logging support, return messages, and connection restrictions for
the server daemons under the control of inetd. Refer to tcpd(8) for more information about TCP
Wrapper and its features.

TCP Wrapper should not be considered a replacement for a properly configured firewall. Instead,

TCP Wrapper should be used in conjunction with a firewall and other security enhancements in
order to provide another layer of protection in the implementation of a security policy.

13.4.1. GuPL

To enable TCP Wrapper in FreeBSD, add the following linesto  /etc/rc.conf :

inetd_enable="YES"
inetd_flags="-Ww"

Then, properly configure /etc/hosts.allow

Unlike other implementations of TCP Wrapper, the use of hosts.deny is deprecated
in FreeBSD. All configuration options should be placed in /etc/hosts.allow
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In the simplest configuration, daemon connection policies are set to either permit or block,
depending on the options in  /etc/hosts.allow . The default configuration in FreeBSD is to allow all
connections to the daemons started with inetd.

Basic configuration usually takes the form of daemon : address : action , where daemon is the
daemon which inetd started, address is a valid hostname, IP address, or an IPv6 address enclosed
in brackets ([ ]), and action is either allow or deny. TCP Wrapper uses a first rule match semantic,
meaning that the configuration file is scanned from the beginning for a matching rule. When a

match is found, the rule is applied and the search process stops.

For example, to allow POP3 connections viathe  mail/qpopper daemon, the following lines should
be appended to hosts.allow :

# This line is required for POP3 connections:
gpopper : ALL : allow

Whenever this file is edited, restart inetd:

# service inetd restart

13.4.2. QAPL

TCP Wrapper provides advanced options to allow more control over the way connections are
handled. In some cases, it may be appropriate to return a comment to certain hosts or daemon
connections. In other cases, a log entry should be recorded or an email sent to the administrator.
Other situations may require the use of a service for local connections only. This is all possible
through the use of configuration options known as wildcards, expansion characters, and external
command execution.

Suppose that a situation occurs where a connection should be denied yet a reason should be sent

to the host who attempted to establish that connection. That action is possible with twist . When a
connection attempt is made, twist executes a shell command or script. An example exists in
hosts.allow :

# The rest of the daemons are protected.
ALL : ALL\

E : severity auth.info \
E : twist /bin/echo "You are not welcome to use %d from %h."

In this example, the message "You are not allowed to use daemon name from hostname ." will be
returned for any daemon not configured in hosts.allow . This is useful for sending a reply back to the
connection initiator right after the established connection is dropped. Any message returned must
be wrapped in quote (") characters.

n It may be possible to launch a denial of service attack on the server if an attacker
floods these daemons with connection requests.

Another possibility is to use  spawn . Like twist , spawn implicitly denies the connection and may be
used to run external shell commands or scripts. Unlike twist , spawn will not send a reply back to
the host who established the connection. For example, consider the following configuration:

# We do not allow connections from example.com:
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ALL : .example.com \

E :spawn (/binfecho %a from %h attempted to access %d >> \
E /var/log/connections.log) \
E :deny

This will deny all connection attempts from *.example.com and log the hostname, IP address, and
the daemon to which access was attempted to ~ /var/log/connections.log . This example uses the
substitution characters  %a and %h. Refer to hosts_access(5) for the complete list.

To match every instance of a daemon, domain, or IP address, use ALL. Another wildcard is
PARANOIDwhich may be used to match any host which provides an IP address that may be forged
because the IP address differs from its resolved hostname. In this example, all connection requests
to Sendmail which have an IP address that varies from its hostname will be denied:

# Block possibly spoofed requests to sendmail:
sendmail : PARANOID : deny

$ Using the PARANOIDwildcard will result in denied connections if the client or
server has a broken DNS setup.

To learn more about wildcards and their associated functionality, refer to hosts_access(5) .

When adding new configuration lines, make sure that any unneeded entries for
that daemon are commented outin ~ hosts.allow .

13.5. Kerberos

Kerberos is a network authentication protocol which was originally created by the Massachusetts
Institute of Technology (MIT) as a way to securely provide authentication across a potentially
hostile network. The Kerberos protocol uses strong cryptography so that both a client and server
can prove their identity without sending any unencrypted secrets over the network. Kerberos can
be described as an identity-verifying proxy system and as a trusted third-party authentication
system. After a user authenticates with Kerberos, their communications can be encrypted to assure
privacy and data integrity.

The only function of Kerberos is to provide the secure authentication of users and servers on the
network. It does not provide authorization or auditing functions. It is recommended that Kerberos
be used with other security methods which provide authorization and audit services.

The current version of the protocol is version 5, described in RFC 4120. Several free
implementations of this protocol are available, covering a wide range of operating systems. MIT
continues to develop their Kerberos package. It is commonly used in the US as a cryptography
product, and has historically been subject to US export regulations. In FreeBSD, MITKerberos is
available as the security/krb5 package or port. The Heimdal Kerberos implementation was
explicitly developed outside of the US to avoid export regulations. The Heimdal Kerberos
distribution is included in the base FreeBSD installation, and another distribution with more
configurable options is available as  security/heimdal in the Ports Collection.

In Kerberos users and services are identified as "principals” which are contained within an
administrative grouping, called a "realm". A typical user principal would be of the form user
@REALM (realms are traditionally uppercase).

This section provides a guide on how to set up Kerberos using the Heimdal distribution included in
FreeBSD.

For purposes of demonstrating a Kerberos installation, the name spaces will be as follows:
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¥ The DNS domain (zone) will be example.org .
¥ The Kerberos realm will be EXAMPLE.ORG

Use real domain names when setting up Kerberaos, even if it will run internally. This
avoids DNS problems and assures inter-operation with other Kerberos realms.

13.5.1. PL Heimdal KDC

The Key Distribution Center (KDC) is the centralized authentication service that Kerberos provides,
the "trusted third party" of the system. It is the computer that issues Kerberos tickets, which are
used for clients to authenticate to servers. Because the KDC is considered trusted by all other
computers in the Kerberos realm, it has heightened security concerns. Direct access to the KDC
should be limited.

While running a KDC requires few computing resources, a dedicated machine acting only as a KDC is
recommended for security reasons.

To begin setting up a KDC, add these lines to  /etc/rc.conf :

kdc_enable="YES"
kadmind_enable="YES"

Next, edit /etc/krb5.conf as follows:

[libdefaults]

E default_realm = EXAMPLE.ORG
[realms]

EXAMPLE.ORG ={

kdc = kerberos.example.org
admin_server = kerberos.example.org

}

[domain_realm]
E .example.org = EXAMPLE.ORG

m [Ty mp My

In this example, the KDC will use the fully-qualified hostname kerberos.example.org . The hostname
of the KDC must be resolvable in the DNS.

Kerberos can also use the DNS to locate KDCs, instead of a [realms] section in /etc/krb5.conf . For
large organizations that have their own DNS servers, the above example could be trimmed to:

[libdefaults]
E default_realm = EXAMPLE.ORG

[domain_realm]
E .example.org = EXAMPLE.ORG

With the following lines being included in the example.org zone file:

_kerberos._udp IN SRV 01 00 88 kerberos.example.org.
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_kerberos._tcp IN SRV 01 00 88 kerberos.example.org.
_kpasswd._udp IN SRV 01 00 464 kerberos.example.org.

_kerberos-adm._tcp IN SRV 01 00 749 kerberos.example.org.
_kerberos IN TXT EXAMPLE.ORG

In order for clients to be able to find the Kerberos services, they must have either a
fully configured /etc/krb5.conf or a minimally configured /etc/krb5.conf and a
properly configured DNS server.

Next, create the Kerberos database which contains the keys of all principals (users and hosts)
encrypted with a master password. It is not required to remember this password as it will be stored
in /var/heimdal/m-key ; it would be reasonable to use a 45-character random password for this
purpose. To create the master key, run  kstash and enter a password:

# kstash

Master key: XXXXXXXXXXXXXXXXXXXXXKX
Verifying password - Master Key: XXXXXXXXXXXXXXXXXXXXXXX

Once the master key has been created, the database should be initialized. The Kerberos
administrative tool  kadmin(8) can be used on the KDC in a mode that operates directly on the
database, without using the  kadmind(8) network service, as kadmin -I . This resolves the chicken-
and-egg problem of trying to connect to the database before it is created. At the kadmin prompt,
use init to create the realmOs initial database:

# kadmin -I

kadmin> init EXAMPLE.ORG
Realm max ticket life [unlimited]:

Lastly, while still in  kadmin , create the first principal using  add. Stick to the default options for the
principal for now, as these can be changed later with modify . Type ? at the prompt to see the
available options.

kadmin> add tillman

Max ticket life [unlimited]:

Max renewable life [unlimited]:
Attributes []:

Password: XXXXXXXX
Verifying password - Password: XXXXXXXX

Next, start the KDC services by running service kdc start and service kadmind start . While there will
not be any kerberized daemons running at this point, it is possible to confirm that the KDC is
functioning by obtaining a ticket for the principal that was just created:

% kinit tillman
tillman@EXAMPLE.ORG's Password:

Confirm that a ticket was successfully obtained using Klist :
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% Kklist
Credentials cache: FILE:/tmp/krb5cc_1001
E Principal: tilman@EXAMPLE.ORG

E Issued Expires Principal
Aug 27 15:37:58 2013 Aug 28 01:37:58 2013 krbtgt/EXAMPLE.ORG@EXAMPLE.ORG

The temporary ticket can be destroyed when the test is finished:

% kdestroy

13.5.2. PLiiil" Kerberos

The first step in configuring a server to use Kerberos authentication is to ensure that it has the
correct configuration in  /etc/krb5.conf . The version from the KDC can be used as-is, or it can be
regenerated on the new system.

Next, create /etc/krb5.keytab on the server. This is the main part of "Kerberizing" a service "N it
corresponds to generating a secret shared between the service and the KDC. The secret is a
cryptographic key, stored in a "keytab". The keytab contains the serverOs host key, which allows it
and the KDC to verify each others' identity. It must be transmitted to the server in a secure fashion,
as the security of the server can be broken if the key is made public. Typically, the keytab is
generated on an administratorOs trusted machine using kadmin , then securely transferred to the
server, e.g., with scp(1); it can also be created directly on the server if that is consistent with the
desired security policy. It is very important that the keytab is transmitted to the server in a secure
fashion: if the key is known by some other party, that party can impersonate any user to the server!
Using kadmin on the server directly is convenient, because the entry for the host principal in the
KDC database is also created using kadmin .

Of course, kadmin is a kerberized service; a Kerberos ticket is needed to authenticate to the

network service, but to ensure that the user running kadmin is actually present (and their session
has not been hijacked), kadmin will prompt for the password to get a fresh ticket. The principal
authenticating to the kadmin service must be permitted to use the kadmin interface, as specified in
kadmind.acl . See the section titled "Remote administration" in info heimdal for details on
designing access control lists. Instead of enabling remote kadmin access, the administrator could
securely connect to the KDC via the local console or  ssh(1), and perform administration locally

using kadmin -| .

After installing /etc/krb5.conf , use add --random-key in kadmin . This adds the serverOs host
principal to the database, but does not extract a copy of the host principal key to a keytab. To
generate the keytab, use ext to extract the serverOs host principal key to its own keytab:

# kadmin

kadmin> add --random-key host/myserver.example.org
Max ticket life [unlimited]:

Max renewable life [unlimited]:

Principal expiration time [never]:

Password expiration time [never]:

Attributes []:

kadmin> ext_keytab host/myserver.example.org
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kadmin> exit

Note that ext_keytab stores the extracted key in  /etc/krb5.keytab by default. This is good when
being run on the server being kerberized, but the --keytab path/to/file argument should be used
when the keytab is being extracted elsewhere:

# kadmin

kadmin> ext_keytab --keytab =/tmp/example.keytab host/myserver.example.org
kadmin> exit

The keytab can then be securely copied to the server using scp(1) or a removable media. Be sure to
specify a non-default keytab name to avoid inserting unneeded keys into the systemOs keytab.

At this point, the server can read encrypted messages from the KDC using its shared key, stored in
krb5.keytab . It is now ready for the Kerberos-using services to be enabled. One of the most

common such services is sshd(8), which supports Kerberos via the GSS-API. In  /etc/ssh/sshd_config
add the line:

GSSAPI|Authentication yes

0]1=06VEIF"Ifi~il sshd(8) ?!1~3PLJ>61 service sshd restart <

13.5.3. PLOUA!" Kerberos

As it was for the server, the client requires configuration in letc/krb5.conf . Copy the file in place
(securely) or re-enter it as needed.

Test the client by using kinit , klist , and kdestroy from the client to obtain, show, and then delete a
ticket for an existing principal. Kerberos applications should also be able to connect to Kerberos
enabled servers. If that does not work but obtaining a ticket does, the problem is likely with the

server and not with the client or the KDC. In the case of kerberized ssh(1), GSS-API is disabled by
default, so test using ssh -0 GSSAPIAuthentication=yes hostname .

When testing a Kerberized application, try using a packet sniffer such as tcpdump to confirm that
no sensitive information is sent in the clear.

Various Kerberos client applications are available. With the advent of a bridge so that applications
using SASL for authentication can use GSS-API mechanisms as well, large classes of client
applications can use Kerberos for authentication, from Jabber clients to IMAP clients.

Users within a realm typically have their Kerberos principal mapped to a local user account.
Occasionally, one needs to grant access to a local user account to someone who does not have a
matching Kerberos principal. For example,  tillman@EXAMPLE.ORG may need access to the local
user account webdevelopers . Other principals may also need access to that local account.

The .k5login and .k5users files, placed in a userOs home directory, can be used to solve this
problem. For example, if the following .k5login is placed in the home directory of webdevelopers ,
both principals listed will have access to that account without requiring a shared password:

tillman@example.org
jdoe@example.org

Refer to ksu(1) for more information about  .k5users.
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13.5.4. 2 MIT 389

The major difference between the MIT and Heimdal implementations is that kadmin has a different,
but equivalent, set of commands and uses a different protocol. If the KDC is MIT, the Heimdal
version of kadmin cannot be used to administer the KDC remotely, and vice versa.

Client applications may also use slightly different command line options to accomplish the same
tasks. Following the instructions at  http://web.mit.edu/Kerberos/www/ is recommended. Be
careful of path issues: the MIT port installs into /usr/local/ by default, and the FreeBSD system
applications run instead of the MIT versions if ~ PATH lists the system directories first.

When using MIT Kerberos as a KDC on FreeBSD, the following edits should also be made to rc.conf :

kerberos5_server="/usr/local/sbin/krb5kdc"
kadmind5_server="/usr/local/sbin/kadmind"

un

kerberos5_server_flags=

kerberos5_server_enable="YES"
kadmind5_server_enable="YES"

13.5.5. Kerberos Oi»-U2zA{y
When configuring and troubleshooting Kerberos, keep the following points in mind:

¥ When using either Heimdal or MITKerberos from ports, ensure that the PATH lists the portOs
versions of the client applications before the system versions.

¥ |If all the computers in the realm do not have synchronized time settings, authentication may
fail. NTP 7RU  describes how to synchronize clocks using NTP.

¥ If the hostname is changed, the  host/ principal must be changed and the keytab updated. This
also applies to special keytab entries like the HTTP/ principal used for ApacheOs
www/mod_auth_kerb

¥ All hosts in the realm must be both forward and reverse resolvable in DNS or, at a minimum,
existin /etc/hosts . CNAMEs will work, but the A and PTR records must be correct and in place.
The error message for unresolvable hosts is not intuitive: Kerberos5 refuses authentication
because Read req failed: Key table entry not found

¥ Some operating systems that act as clients to the KDC do not set the permissions for ksu to be
setuid root . This means that ksu does not work. This is a permissions problem, not a KDC error.

¥ With MITKerberos, to allow a principal to have a ticket life longer than the default lifetime of ten
hours, use modify_principal at the kadmin(8) prompt to change the maxlife of both the
principal in question and the  krbtgt principal. The principal can then use  kinit -I to request a
ticket with a longer lifetime.

¥ When running a packet sniffer on the KDC to aid in troubleshooting while running kinit from a
workstation, the Ticket Granting Ticket (TGT) is sent immediately, even before the password is
typed. This is because the Kerberos server freely transmits a TGT to any unauthorized request.
However, every TGT is encrypted in a key derived from the userOs password. When a user types
their password, it is not sent to the KDC, it is instead used to decrypt the TGT that kinit already
obtained. If the decryption process results in a valid ticket with a valid time stamp, the user has
valid Kerberos credentials. These credentials include a session key for establishing secure
communications with the Kerberos server in the future, as well as the actual TGT, which is
encrypted with the Kerberos serverOs own key. This second layer of encryption allows the
Kerberos server to verify the authenticity of each TGT.

¥ Host principals can have a longer ticket lifetime. If the user principal has a lifetime of a week but
the host being connected to has a lifetime of nine hours, the user cache will have an expired
host principal and the ticket cache will not work as expected.

¥ When setting up krb5.dict to prevent specific bad passwords from being used as described in
kadmind(8) , remember that it only applies to principals that have a password policy assigned to

250


http://web.mit.edu/Kerberos/www/
https://cgit.freebsd.org/ports/tree/www/mod_auth_kerb/
https://man.freebsd.org/cgi/man.cgi?query=kadmin&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=kadmind&sektion=8&format=html

them. The format used in  krb5.dict is one string per line. Creating a symbolic link to
/usr/shared/dict/words  might be useful.

13.5.6. N$ Kerberos 3y’

Since Kerberos is an all or nothing approach, every service enabled on the network must either be
modified to work with Kerberos or be otherwise secured against network attacks. This is to prevent
user credentials from being stolen and re-used. An example is when Kerberos is enabled on all
remote shells but the non-Kerberized POP3 mail server sends passwords in plain text.

The KDC is a single point of failure. By design, the KDC must be as secure as its master password
database. The KDC should have absolutely no other services running on it and should be physically
secure. The danger is high because Kerberos stores all passwords encrypted with the same master
key which is stored as a file on the KDC.

A compromised master key is not quite as bad as one might fear. The master key is only used to
encrypt the Kerberos database and as a seed for the random number generator. As long as access
to the KDC is secure, an attacker cannot do much with the master key.

If the KDC is unavailable, network services are unusable as authentication cannot be performed.
This can be alleviated with a single master KDC and one or more slaves, and with careful
implementation of secondary or fall-back authentication using PAM.

Kerberos allows users, hosts and services to authenticate between themselves. It does not have a
mechanism to authenticate the KDC to the users, hosts, or services. This means that a trojanned
kinit could record all user names and passwords. File system integrity checking tools like
security/tripwire  can alleviate this.

13.5.7. O4{W20606;:
¥ The Kerberos FAQ
Designing an Authentication System: a Dialog in Four Scenes

RFC 4120, The Kerberos Network Authentication Service (V5)

MIT Kerberos home page

K K K K

Heimdal Kerberos home page

13.6. OpenSSL

OpenSSL is an open source implementation of the SSL and TLS protocols. It provides an encryption
transport layer on top of the normal communications layer, allowing it to be intertwined with many
network applications and services.

The version of OpenSSL included in FreeBSD supports the Secure Sockets Layer 3.0 (SSLv3) and
Transport Layer Security 1.0/1.1/1.2 (TLSv1/TLSv1.1/TLSv1.2) network security protocols and can
be used as a general cryptographic library. In FreeBSD 12.0-RELEASE and above, OpenSSL also
supports Transport Layer Security 1.3 (TLSv1.3).

OpenSSL is often used to encrypt authentication of mail clients and to secure web based

transactions such as credit card payments. Some ports, such as www/apache24 and
databases/postgresqglll-server , include a compile option for building with OpenSSL. If selected, the
port will add support using OpenSSL from the base system. To instead have the port compile

against OpenSSL from the security/openss| port, add the following to  /etc/make.conf

DEFAULT_VERSIONS+= ssl=openssl|

Another common use of OpenSSL is to provide certificates for use with software applications.
Certificates can be used to verify the credentials of a company or individual. If a certificate has not
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been signed by an external Certificate Authority (CA), such as http://www.verisign.com , the
application that uses the certificate will produce a warning. There is a cost associated with

obtaining a signed certificate and using a signed certificate is not mandatory as certificates can be
self-signed. However, using an external authority will prevent warnings and can put users at ease.

This section demonstrates how to create and use certificates on a FreeBSD system. Refer to PL
LDAP iii for an example of how to create a CA for signing oneOs own certificates.

For more information about SSL, read the free ~ OpenSSL Cookbook .

13.6.1. >ly

To generate a certificate that will be signed by an external CA, issue the following command and
input the information requested at the prompts. This input information will be written to the

certificate. Atthe Common Name prompt, input the fully qualified name for the system that will use
the certificate. If this name does not match the server, the application verifying the certificate will
issue a warning to the user, rendering the verification provided by the certificate as useless.

# openssl req -new -nodes -out reg.pem -keyout cert.key -sha256 -newkey rsa:2048
Generating a 2048 bit RSA private key

writing new private key to  ‘cert.key’

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code ) [AU]:US

State or Province Name (full name ) [Some-State]:PA

Locality Name (eg, city) []:Pittsburgh

Organization Name (eg, company ) [Internet Widgits Pty Ltd]:My Company
Organizational Unit Name (eg, section ) []:Systems Administrator
Common Name (eg, YOUR name) [] :localhost.example.org

Email Address []:trhodes@FreeBSD.org

Please enter the following ‘'extra’ attributes
to be sent with your certificate request

A challenge password []:
An optional company name []:Another Name

Other options, such as the expire time and alternate encryption algorithms, are available when
creating a certificate. A complete list of options is described in openssl(1) .

This command will create two files in the current directory. The certificate request, req.pem , can be
sent to a CA who will validate the entered credentials, sign the request, and return the signed
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certificate. The second file, cert.key , is the private key for the certificate and should be stored in a

secure location. If this falls in the hands of others, it can be used to impersonate the user or the
server.

Alternately, if a signature from a CA is not required, a self-signed certificate can be created. First,
generate the RSA key:

# openssl genrsa -rand -genkey -out cert.key 2048
0 semi-random bytes loaded
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

Use this key to create a self-signed certificate. Follow the usual prompts for creating a certificate:

# openssl req -new -x509 -days 365 -key cert.key -out cert.crt -sha256

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code ) [AU]:US

State or Province Name (full name ) [Some-State]:PA

Locality Name (eg, city) []:Pittsburgh

Organization Name (eg, company ) [Internet Widgits Pty Ltd]:My Company
Organizational Unit Name (eg, section ) []:Systems Administrator

Common Name (e.g. server FQDN or YOUR name) [] :localhost.example.org
Email Address []:trhodes@FreeBSD.org

This will create two new files in the current directory: a private key file cert.key , and the certificate

itself, cert.crt . These should be placed in a directory, preferably under letc/ssl/ , which is readable

only by root . Permissions of 0700 are appropriate for these files and can be set using  chmod .

13.6.2. "0

One use for a certificate is to encrypt connections to the Sendmail mail server in order to prevent
the use of clear text authentication.

Some mail clients will display an error if the user has not installed a local copy of
the certificate. Refer to the documentation included with the software for more
information on certificate installation.

In FreeBSD 10.0-RELEASE and above, it is possible to create a self-signed certificate for Sendmail
automatically. To enable this, add the following lines to letc/rc.conf
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